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ABTOpCKOE npaBo

ABTOpCKOe npaBo

HI/IKaKyIO 4acTb JAHHOTO JOKYMEHTA HEJIb3A BOCIIPON3BOANTD, XPaHUTD B IIOMCKOBBIX CUCTEMAX MJIN II€PpEABATDH
B 06011 popme 1 TOOBIMY CIOCOOaMM (37IEKTPOHHBIMY, MEXaHIYECKMMI, ITyTeM KOIIMPOBAHMs, 3aIIUCY U/IN
MHBIMI) 6e3 IpeaBapyUTeIbHOTO MucbMeHHoro paspemenns Seiko Epson Corporation. ITo oTHOmIeHMI0
VICIIO/Ib3OBAHUA conepmameﬂca 30€Chb I/IH(I)OpMaLU/H/I HMKAKUX IHATEHTHBIX 0043aTeNIbCTB He IIpefyCMOTpPEHO.
PaBHO kak He IpenycCMOTpE€HO HUKAKOW OTBETCTBEHHOCTH 3a IIOBPEXAEHNA, IIPON3OILIENIIVIE BCIIENCTBUE
UCIIONb30BaHMsA Ccofiep)Kalierics 3ech MHpopmarym. Comeprkamasicsa 3fech MHGOPMAIA IpefHa3HaYeHa TOMTbKO
[/ MCTIONIb30BAHMA C 3TUM npoaykroM Epson. Epson He HeceT OTBeTCTBEHHOCTH 3a TI060€ MCIOTb30BaHMeE ITOM
MHGPOPMAIVH 110 OTHOLIEHNIO K APYTUM IIPOTYKTaM.

Kommanns Seiko Epson Corporation u ee ¢unansl He HeCyT OTBETCTBEHHOCTH ITepef IIOKyIaTesieM FAHHOTO
IIPOAYKTA MM TPETBUMIY CTOPOHAMM 32 IIOHECEHHBIe MM IIOBPEX/eHN A, II0Tepu, COOPBI MM 3aTPaTh,
MIpOM3OILIeIINe B pe3y/IbTaTe HeCYaCTHOTO CIy4asd, HENPaBUIbHOTO MICIIO/Ib30BAHNA WIN HAPYLIEHNA
SKCIUTyaTaly JaHHOTO IIPOAlyKTa U/IM €0 HECAHKLIMIOHMPOBAHHOI Iepefie/IK/, PEMOHTA M/ BHECEHUS
M3MeHEeHMII B JaHHBIIT IIPOAYKT, viu (3a uckmodeHueM CIIIA) HeBO3MOXXHOCTY CTPOTOTO C/IeTOBAHMUSA
MHCTPYKLVAM II0 SKCIUTyaTalluM M TeXHU4eckoMy obcmyxupanmio Seiko Epson Corporation.

Seiko Epson Corporation He HeceT OTBETCTBEHHOCTHU 3a JII00OBIe MOBPEXICH W/IM IIPO6IeMbI, BOSHUKIINE U3-32
VCIIO/Ib30BaHMSA JII0ObIX GYHKIUIL VI PACXOIHBIX MaTepPUajIOB, He AB/IAOMINXCA OPUTMHAIbHBIMU IPOXYKTaMM
EPSON (Original EPSON Products) win npogykramu, ogobpensasimu EPSON (EPSON Approved Products).

Seiko Epson Corporation He HeceT OTBETCTBEHHOCTH 3a /TI00bIe MOBPEXEHMs, IPOU3OLIEAIINEe B pe3y/IbTaTe
B/IMSIHIS 97IEKTPOMArHUTHBIX [TOMeX IIPYU MCIIONb30BAHMUM IIOOBIX COENVHUTEIbHBIX Kabesiell, He COTep>KalliXcs B
peectpe ofobpenHbIx Seiko Epson Corporation npogykros (EPSON Approved Products).

© 2018 Seiko Epson Corporation

Vndopmarnys, cogepxaliasics B JaHHOM PYKOBOJCTBE, ¥ TEXHMYECKIE XapaKTePUCTUKI IIPORYKIMM MOTYT OBITh
M3MeHeHBI 6e3 NpeiBapUTeIbHOTO YBEOMICHNA.
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ToBapHble 3HaKun

ToBapHble 3HaKMN

1 EPSON® sBnsercs saperncTpuposanHbeiM ToBapHEIM 3HakoM. EPSON EXCEED YOUR VISION n EXCEED
YOUR VISION sssitorcst ToBapHbsiMU 3HakaMu Seiko Epson Corporation.

(d Google Cloud Print, Chrome, Chrome OS, and Android are trademarks of Google Inc.

d Microsoft®, Windows®, Windows Server®, and Windows Vista® are registered trademarks of Microsoft
Corporation.

(d Apple, Macintosh, macOS, OS X, Bonjour, Safari, AirPrint, the AirPrint Logo, iPad, iPhone, iPod touch, and
iTunes are trademarks of Apple Inc., registered in the U.S. and other countries.

] YBe,HOMTIeHI/IeZ IIpoYMe Ha3BaHMA NPOAYKTOB YIIOMMHAIOTCA B JOKYMEHTE TO/IBKO B LIETIAX I/IJIeHTI/ICI)I/IKaL[I/II/I n
MOTYT ABIATbCA TOBAPHBIMU 3HaKaMI1 COOTBETCTBYIOLINX B/IaJ€/IbIICB. Kommnanus EpSOD oTpunaeT nM00bIe
IIpaBa Ha BIajieHNE€ NaHHbIMY 3HaAKaMU.
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06 sTom pyKoBOACTBE

06 3TOoM pyKoBoAacCTBe

MapKkunuposka n o0603HaueHuA.

& IIpedocmepencerue:

Hncmpyxyuu, xomopole Heo6x00umo cobnodamn 60 usbexrcanue Mmpasm.

g Baxcno:

Hnempyxyuu, komopole Heo6x00umo cobm00ams 60 u3bexanue nospexoeHus 060py008aHUL.

Ipumeuanue:
Hncmpyxyuu, codepicauue nosnesHvie CO8emvl U 02panuveHus no pabome npunmepa.

CooTBeTcTBYIOWAA MHpopmaLus

» H_ICIIKHI/ITC 9TOT 3HAYOK /1A IIONTy4Y€HUA ﬂOHOHHI/ITe}'IbHOﬁI I/IH(I)OpMaLU/H/I.

Onuncauns, ncnoJibdyemblie B AaHHOM pyKoBoACTBe

1 B 3aBucumocTn ot MoA€en CHUMKI 3KpaHOB U MJUTIOCTpaluM MOTYT OT/IMYATbCA, OJHAKO NHCTPYKIMN
OCTAKTCA TEMHI XKE.

[J CumuMmku skpana caenansl B OC Windows Server 2012 R2.B saBucumoctu ot Bepcun OC feTanyt MOTyT
OT/INYATHCA.

| HeKOTOpI)Ie ITYHKTbI MEHIO Ha CHUMKAaX 3KpaHa MOTYT OT/INYAaTbCA B 3aBYICUIMOCTU OT MOJIE/IN.

O603HaYeHne onepayoHHbIX CUCTEM

Windows

B manHOM pyKOBOJCTBe Takue TepMuHBL, kak Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Vista,
Windows XP, Windows Server 2016, Windows Server 2012 R2, Windows Server 2012, Windows Server 2008 R2,
Windows Server 2008, Windows Server 2003 R2 u Windows Server 2003, 1CIIO/Ib3YIOTCS ITO OTHOLICHMUIO K
CIeAYIOLYIM OllepallMoHHbIM cucTeMaM.Kpome toro, repmya Windows 1CIIonb3yeTcst IO OTHOLIEHUIO KO BCeM
BepCUSAM.

(d Omepannonnas cucrema Microsoft® Windows® 10
(d OmepannonHas cucrema Microsoft® Windows® 8.1
[d OmnepannonHnas cucrema Microsoft® Windows® 8

A Omnepaunonnas cucrema Microsoft® Windows® 7

(4 Omnepaunonnas cuctema Microsoft® Windows Vista®

(4 Omnepaunonnas cuctema Microsoft® Windows® XP
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06 sTom pyKoBOoACTBE

[d OmnepannonHnas cucrema Microsoft® Windows® XP Professional x64 Edition
[d OmneparnuonHas cucrema Microsoft® Windows Server® 2016

[d Omepanuonnas cucrema Microsoft® Windows Server® 2012 R2

[d OmepannonHas cucrema Microsoft® Windows Server® 2012

A Omnepaunonnas cucrema Microsoft® Windows Server® 2008 R2

(4 Omnepaunonnas cucrema Microsoft® Windows Server® 2008

(4 Omnepaunonnas cucrtema Microsoft® Windows Server® 2003 R2

(4 Omnepaunonnas cucrema Microsoft® Windows Server® 2003

Mac OS

Kpome toro, B fanHOM pyKoBOAcTBe TepMuH Mac OS ncnonb3yeTcs 10 OTHOIIEHUIO K OIIepaljiOHHBIM CUCTEMAM
macOS High Sierra, macOS Sierra, OS X El Capitan, OS X Yosemite, OS X Mavericks, OS X Mountain Lion, Mac
OS X v10.7.x, a Tarxoke Mac OS X v10.6.8.
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BBepeHune

BBepeHune

9T0 0b1Iee PYKOBOACTBO /I aAMIHUCTPATOPA IO UCIIOIb30BAHNIO JAaHHOTO IIPMHTEPA U YIPABICHIIO VM.

ITockombKy 3T0 061Iiee PyKOBOACTBO, B HEM He OIMICAHbI HEKOTOPble (PYHKIVIM 1 He IOKa3aHbl HEKOTOPbIe
MeH10.IToaToMy mpefocTasisercs MHGOPMAaLVA O HACTPOJKE CXOXKIX IIapaMeTPOB WV MEHIO.

CBeHeHI/IH 00 MCII0NIb30BaHMA Cl)YHKLU/IIZ CM. B TOKYMEHTE Pykosobcmso nonv3osamern-.

PykoBoacTtBo

I1apame1'pb| ne4yaTuv n ynpasieHne

371ech IPUBOANTCS OIMCAHME BCETO IIPOLecca OT CETeBOTO IOKIIOYEHNA O HACTPOIKY BceX QyHKIMIL 1
yIIpaByIeHN s IPUHTEPOM.

MopknioueHne

3nech 00BACHSETCSA, KaK TOAKITIOYNTD YCTPOICTBO K ceTn. Tak)ke 00bACHIETCS NCIIONb30BaHIe TOPTA IIPUHTEPA,
DNS-cepBepa 1 mpoxcu-cepsepa.

Hacrpoiikn pyHKuun

31ech 0ODBACHAIOTCS HACTPOVIKY JIA MCIIONb30BAHNA BCeX (PYHKIMIT IPUHTEpa.

HacTpoiiku 6e3onacHOCTM NPOAYKTa

3nech 0OBACHAIOTCS 6a30BbIe HACTPONKY 6€30IMaCHOCTH, TaK/e Kak HaCTPONIKY IIapoJLsi affMUHICTpaTopa 1
KOHTPO/Ib JOCTYTIA.

I1apame1'pb| ne4yatuv n ynpasjeHna

OmucaHne paboTBI M yIIpaB/IeHNU [IOC/Ie Hayala UCIIONb30BaHMs IIPUHTEpPa, HAIIpYMep IIpoBepKa MHPpOpMaLum
IIpMHTepa 1 TapaMeTpPhl YBeOM/IEHNI O COOBITHSAX.

PeweHne npo6nem

3]1er 00BACHAIOTCS HaCTpOJ‘/'IKI/I VHUIOann3auyn ' yCTpaHEeHNA HeI/ICHpaBHOCTeﬁ B CE€TN.

PaCI.lIIlIPEHHbIe HaCTpOﬁKM 6e3onacHOCTN AnAa npeagnpuaTna

OmcaHne paclIpeHHBIX HACTPOEK 0€30IIaCHOCTM, UCTIONb3YeMBbIX B CeTH, Takux Kak c¢BA3b SSL/TLS u IPsec/
¢unprpaums IP.

TepMI/IHbI, ncnoJibdyembie B AaHHOM PYKOBOACTBE

TepMuHbI

B maHHOM PYKOBOJCTBE UCIIONb3YIOTCA CIEAYIOLIE TEPMUHBL.
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BBepgeHune

ApMuHNcTpaTop

JIu1o, OTBETCTBEHHOE 3a YCTAHOBKY M HACTPONKY YCTPOMCTBA WU CeTH B oduce min opraHusanyn.B Hebonpimx
OpraHM3alyAX 3TO JINL0 MOXKET HECTM OTBETCTBEHHOCTD 3a a/IMUHNUCTPUPOBAHNE U YCTPOIICTB, 1 ceTn.B
KPYIIHbIX OPTaHM3ALMAX AIMIHICTPATOPHI YIIPAB/IAIOT CETDIO MM YCTPOVICTBAMI B OT/I€/IE VTN IIOJpas/ie/IeHNM,
a ceTeBble aIMMHNUCTPATOPhI HECYT OTBETCTBEHHOCTD 32 HACTPOMKM CBA3M 3a IIpeJe/laMy OpraHMU3aL U,
HaIpyuMep 3a BbIXo[, B VIHTepHeT.

CeTeBOll agMUHUCTPATOP

JInijo, oTBETCTBEHHOE 3a YIIPaBJIeHNe CeTeBOIl CBA3bI0./InI0, KOTOpOe HacTpauBaeT MapIIPyTU3ATOP, IPOKCH-
cepBep, DNS-cepBep 11 IOUTOBBIN cepBep [Ji yIIpaBIeH) CBA3bI0 Yyepe3 VIHTepHeT W CeTb.

Monb3oBaTtenb

JIn1io, KOTOpOE MCHONb3YeT TaKle YCTPONCTBA, KaK IPUHTEPDI MM CKaHEePBhIL.

MopknioueHne cepBep/KNNEHT (06K AOCTYN K NpuHTEpY Yepes cepBep Windows)

[TopxmoueHne, KOTOpOe YKa3bIBaeT, YTO IPUHTEP, HOAKIIOYEeHHDI K cepBepy Windows 110 ceTu mm 1o kabeto
USB, n ouepenp neyaty Ha cepBepe MOTYT OBITh CAenanbl 001 Mu.CBA3b MEXAY IPUHTEPOM ¥ KOMIBIOTEPOM
IIPOXONT Yepe3 CepBep, a IPUHTEP YIPaBIAETCA CEPBEPOM.

OpHopaHroBsoe nogkiueHue (Npsamasn neyarb)

[TopxmodeHne, KOTOpOe YKa3bIBaeT, YTO IPUHTEP M KOMIIBIOTEp MOAKIIOYEHBI K CETH Yepe3 KOHIIEHTPATOP WIIN
TOYKY OCTYTIa, a 3a[jaHNe IIe9aTV MOXKEeT BBIIIOMHATHCA HETIOCPeNCTBEHHO Ha KOMIIbIOTEpE.

Web Config (Be6-cTpaHuLia ycTponcTsa)

Be6-cepBep, BCTpOeHHBII B ycTpolicTBO,HasbiBaeTcss Web Config. B HeM ¢ moMobio 6paysepa MOXHO IIPOBEPUTD
COCTOSIHNE YCTPOICTBA.

Ouepean neyaTun

B Windows 3Hauok kaXxjoro nopra, oro6pa’kaeMoro B pasjieinie YCTpOIICTBO U IIPUHTEP, HAIIpUMep
npuHTepa.JJaxke U1 OGHOTO YCTPONCTBA CO3MAIOTCA ABa 3HAUKa U 60JIee, €C/IU 3TO YCTPOIICTBO IOK/IIOYCHO K
ceTy 4epes [Ba IopTa 1 6osee, HanpuMep depes crangapTHble cetu TCP/IP u cetu WSD.

UHcTpymeHT

OO61mit TepMUH, CBSI3aHHBII ¢ IPOrPaMMHBIM obecniedeHeM Epson [/1s1 HaCTPOKY YCTPOIICTBA M YIIPaB/IeHUSA
nm, Haripumep Epson Device Admin, EpsonNet Config, EpsonNet SetupManager u T. .

ASCIl (AMepuKaHCKUIA CTaHAAPTHDbIN Kog AnA o6meHa nHopmaumeii)

OpHa 13 cTaHaPTHBIX KOAMPOBOK cMBO/IOB.OmpesesieHo 128 cMBOJIOB, BK/IIOYast TaKue CUMBOJIBL, KaK andaBut
(a-z, A-Z), apabckne nudpsr (0-9), 0603HaYeHNs], TyCThle CUMBOJIBL 1 YIIpaBIIsoLie CuMBO/bLIIpn



PyKOBO,Cl,CTBO AaAMUHNCTPATOpPa

BBepgeHune

ucnonb3oBanuy tepmuHa ASCII B 3TOM pyKOBOJICTBE MMEIOTCA B BUJiE YKa3aHHbIE HIDKe CUMBOBI OT 0x20 o
0x7E (B mecTHafguaTepuuHOM opMare), yIpaBIsIoOLIyie CUMBO/IBI He yIUTHIBAIOTCS.

00 | OF |02 | O3 ) O |05 | 0 | 0F | 08 ) 02 |04 | 0B | &0 | 0D | OE | OF
2o f(see| 1 | | |5 (%[ &|"|(])|" +-, - f
M ol1(23lals|sl7(lo:|;:[<|=]>]7
wllelale[c|pleE[Fla|n|1|J[k|L[M[N]O
sl PIQ|R|IS|T(U|VIWIX|Y|Z[[|MN][)IAM]
| " |a|lblc|d|e|f|lg|(h|i|j|k|l|m|n]|eo
mlplag|r|s|t|ju|v|w|x|y|lz|[{]]|]|}]|~

* O603HauaeT npoben.

IOHunkog (UTF-8)

MexxpyHapopgHas CTaHAAPTHASA KOGVPOBKA, KOTOPast OXBATHIBAET OOJIBIINHCTBO IT106a/IbHBIX sI3BIKOB.ITpu
UCIIONIb30BaHNM B 3TOM pykoBopcTBe TepmyuHa UTF-8 nmerorcs B Buay cuMBoibl KopyupoBku B popmate UTF-8.
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PyKOBO,EI,CTBO AAMUHNCTPATOpPa

BBepeHune

NMpumep ceTeBon cpeabl

Mpumep cpeaHen n KpynHom ceTeBoOM cpeabl NpeanpuATus

—_——— -

/——-{ - <
- S o A _ 7
= -
\ - ~
> /
__/
\\\_\ /*
~ - < AL ;"‘ —_—— — -

(A): inTepHeT

Ecnmy npuHTEp MOXKET IOKTI0YaThCsl K VIHTepHeTY, OCTYIIHDI CTIefyIOLIe CITyXKOBI.

[d Epson Connect

ITeyaTb COOOIEHNMII 37IEKTPOHHON OYTEI, y/ja/leHHas IleYaTh U ApyTue

1



PyKOBOﬂ,CTBO AAMUHNCTPATOpPa

BBepeHune

(d O6naynble CTy>KOBI

Google Cloud Print, Evernote u T. .

(4 Carit xommannu Epson

3arpyska fpaiiBepoB 11 IPOrPaMMHOTI0 obecredeHst, 0OHOB/IEHIIe MUKPOIIPOrpaMMBI IIPMHTepa U T. I.

(B): DMZ (meMunutapusoBaHHAs 30Ha)

IT0 30Ha MEX[Y BHYTPEHHeI! ceTbIo (MHTpaceThbIo) M BHellHeil ceTblo (VIHTepHeTOM); 06€e ceTu 130/ pPOBaHbI
6paHgMayspom.HacTo 3TOT cepBep OTKPHIT IS BHelLIHel ceTi. Takum 06pasoM MOXKHO 3aIUTUTHCS OT
[IPOHMKHOBEHNS YTPO3bI BO BHYTPEHHIOW ceTb.KpoMe TOro, MO>XXHO 3aIUTUTD 3TOT OTKPBITHIN CEPBEpP OT
HEeaBTOPM30BAHHOTO JOCTYIIa 13 BHYTPEHHEI CeTH.

[ DNS-cepsep

[ IIpokcu-cepsep

[ CepBep nepepayuy 3/1eKTPOHHON ITOYTHI
[d Beb6-cepBep

(A FTP-cepsep

(C): poBepeHHas 30Ha (MHTpaceTh)
9To JOBepeHHas CeTb, 3almieHHas 6pangmayspoM wim UTM (Unified Threat Management).
(d (C)-1: cepBep B MHTpaceTH
9TO cepBep I BCeX CIyXKO Ha KOMIIIOTePaX OpraHM3aLN.
(d DNS-cepBep
(d DHCP-cepsep
(J CepBep 371eKTPOHHOIT IIOYTHI
[d Cepsep Active Directory/LDAP
(1 ®daitoBblIii cepBep
(4 (C)-2: cepBep mpuIoKeHMI
9TO cepBep M1 pabOTHI BCEX IPUIOKEHNUIT CepBepa.
(J Epson Print Admin

(d Document Capture Pro Server

4 (C)-3: mpoBopHas nokanbHas cethb (Ethernet), (C)-4: 6ecnpoBognast nokanpHast cetb (Wi-Fi)

ITpuHTeEpBI, CKaHEPbl, KOMIIBIOTEPHI U APYTE YCTPOIICTBA, TORK/IOUEHHbIE K IOKA/IBHOIL CETH C TIOMOIIBIO
KabeJist WK 10 PaffuOCBs3N.

(D): mpyroe nmogpaspgeneHue

370 ceTb gpyroro noapaspeneHna.OHa coefyHeHa Yepes VIHTepHeT, BbIA/TEHHYIO IVHIIO U T. .
CeTeBble yCTpOIiCTBA

[ a: 6panpmaysp, UTM

(d b: mapupyTusarop

[d c: KOMMyTaTOp JTOKaIbHOI CeTH

(d d: xoHTpOMNIEp 6ECTIPOBOHOI TOKATIBHOIL CETH

(] e: Touka JOCTyIa

12



PyKOBOﬂ,CTBO AAMUHNCTPATOpPa

BBepeHune

Mpumep He6GoNbLIOK CceTV NpPeaANPUATUA

(A): nTepHeT
(4 Epson Connect
(d O6naynble CTy>KOBI

(4 Cepsep snekTpoHHOI 04Thl, FTP-cepsep

(B): moBepenHast 30Ha (MHTpaceTsh)
(4 (B)-1: mpoBogHas nokanbHas cethb (Ethernet)

(A (B)-2: 6ecipoBopHast nokanbHas cetb (Wi-Fi)

Tunbl NOAK/IOYEHVI K NPUHTEPY

CyIecTBYIOT C/IeyIoye [Ba METOMa IIOAK/TIOYEeHN IIPUHTEPa K CeTH.
[ TTopxroueHne cepBep/KaneHT (06LINMIT ZOCTYI K IPUHTEPY Yepes cepBep Windows)

(A OpgHOpaHroBOe NOAKIIIOYeHMe (IpsIMast TeYaTh)

HacTpoiku noagkniouyeHns cepeepa/KnmeHTa

3t0 TIOJK/II0YCHNE, IPENOCTABIAEMOE CEPBEPOM /1A JOCTYIIA HPI/IHTCPY.,HTIH 3alrpeTa IIOOK/IIYeHNA 6e3
VICITIO/Ib30BaHMA CEPBEPA MOJKHO IIOBBICUTD YPOBEHD 6€30IacHOCTH.
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PyKOBOﬂ,CTBO AaAMUHNCTPATOpPa

BBepeHune

ITpu ucnonb3oBanuu USB Kk mpuHTepy 6e3 QYHKIMU CETH TaKKe MOXKeT OBITh IIPEefOCTaB/IeH 00N JOCTYIL.

Cnoco6 nogknioueHuns
HOI[K)'[IO‘{I/ITC HPI/IHTep K CeTn '~I€p€3 KOMMYTaTOp JIOKQJIbHOW CeTH VAN TO‘{KY HOCTYHa.

MO>KHO TaKXe MOIK/ITIYNTD IPUHTEP K CEpPBEPYy HAIpsAMYIo yepe3 Kabenp USB.

ApaiiBep npnHTepa
YcraHoBuTe ApaiiBep npuHTepa Ha cepBepe Windows B 3aBucumocTyt oT OC KIMEHTCKUX KOMIIBIOTEPOB.

[Tocne monyyenus goctyna K ceppepy Windows v npuBsA3ky IpyHTepa fpaiiBep IpUHTepa yCTaHaBIMBaeTCA Ha
K/IMEHTCKOM KOMIIbIOTepe U TOTOB K VICIIOTIb30BaHMIO.

QOyHKLUN
(d VmpasnsaiiTe IpUHTEPOM U ApaliBepoM HpUHTEpA.

(J B 3aBMCHMOCTH OT XapaKTEPUCTUK CepBepa MOXKET MOHAZOOUTHCs BpeMst 1A 3aITyCKa 3afjaHus [IedaT, TaK
KaK BCe 3afIaHNA TIeYaTy IPOXOAT Yepe3 cepBep MedaTi.

[ ITevyats npu oTKIIOYeHHOM cepBepe Windows HEBO3MOXKHA.

CooTBeTcTBYIOWAA nHpopmaLus

= (TepMuHBI» Ha CTp. 8

HacTpoiikn ogHOpaHroBbIX NOAK/IOUEHUNI

3T0 TIOJK/IIOYEHIE NCIIONIB3YETCA 1A IIOAK/IIOYEHNA IIPUHTEPA K KOMIIBIOTEPY HAIIPAMYIO I10 cetn.Mo>XXHO
IMOAKIIOYUTD TOJIBKO MOJEIb C nonnepmxoﬁ CETN!.

Cnoco6 nogknioueHuns

HOJIK)'[IO‘-II/ITe IIPMHTEP K CETU HETIOCPEACTBEHHO Y€PE€3 KOHIEHTPATOP MINM TOYKY AOCTYIIA.

OpaiiBep npuHTepa
YcranoBuTte npaﬁ[Bep IIpMHTEpa Ha Ka’XKJOM KIMEHTCKOM KOMIIbIOTEPE.

[Tpn ucnonbsosanuu EpsonNet SetupManager MOXXHO NpeJOCTaBUTb MAKeT [ipaiiBepa, B KOTOPbII BXOAAT
napaMeTpbl IpMHTEpa.

OyHKUMN

(d 3amaHue meyaTy HaYMHAETCsI He3aMeINTEIbHO, TAK KaK 3aJjaHle [eYaTy IepeaeTcsi HelOCPeNCTBEHHO Ha
IIpUHTEP.

(d Mo>XHO BBITIOTTHATH [1€YaTh, II0Ka PabOTAET IPUHTED.

CooTBeTcTBYIOWAA nHpopmaLus

= (TepMuHBI» Ha CTp. 8
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

MapameTpbl neyaTu 1 ynpasnieHne

NapameTpbl neyaT n ynpassieHUne
npuHTepa

Pa6ounin npouecc HaCTPOMKMN N 06CNyKnBaHNA

(B)

(C)

(D)

q°

(E)

MogknioueHe NpuHTEpPa K ceTn B HacTpoliika dyHKUMM neyatn
HacTpolika cepBepa D HacTpoiikn 6e3onacHocTr
MapameTpbl NeyaTn 1 ynpasBneHns
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PyKOBOﬂ,CTBO AAMUHNCTPATOpPa

MapameTpbl neyaTu 1 ynpasnieHne

MopknioueHMe NpUHTEpa K ceTn

Hacrpoiite Ha npunTepe IP-afipec u MofcoegMHNTE €T0 K CETH.
[ Ycranoska IP-agpeca

1 TTopkmrouenue k cetu (kabenbHoe nmopxaodenne LAN/Wi-Fi)

CooTtBeTtcTBYIOLAA MHopMaLua

= «CeTeBoe MOAK/IIOYEHNE» Ha CTP. 18

HacTtponka ¢pyHKUMN neyaTn

Hacrpoiite mapameTps! /i MCIOb30BaHUs PYHKUNM IT€YATH.
[ ITapameTps! mevaTy Ay MOAKITIOUEHNS CepBepa/KIMeHTa

] HapaMeprI nevJaTy g1 OGHOPAHTOBOTO ITIOJK/ITI0YEHNA

CooTtBeTcTBYIOULAA MHPOpMaLuA

= «Vcnonb3oBanue GpyHKIMIT IPUHTEPa» HA CTP. 27

HacTtpoika noutoBoro cepsepa

Hacrpoiite mo4TOBBIN cepBep A/ Nepeagpecanui 37IeKTPOHHOM MOYTHI U OTIIPABKM YBEOMIEHUI IO
37IEKTPOHHOI ITOYTE.

(A SMTP-cepBep
(A Cepsep POP3

CooTBeTcTBYIOWAA MHpopmaLus

= «HacTpoiika MOYTOBOrO cepBepa» Ha CTp. 36

HacTpoliiku 6e3onacHoCTH

(d YcTaHOBKA MaposA aiIMMHUCTPATOPA
(d YcTaHOBKA yIIpaBIeHNs HOCTYIIOM
(d VmpaBreHye KCIIOB30BaHMEM IIPOTOKOIOB

(d PacmmpeHHble HACTPOTKY 6€30MacCHOCTI
CootBeTcTBYIOLIaA NHPOpMauns

= «HacTpoiikn 6e30IacHOCTY IPOYKTa» Ha CTP. 45

= «PacipeHHble HACTPOIKYM 6€30MaCHOCT /I IPENNPUATHs» Ha cTp. 100
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

MapameTpbl neyaTu 1 ynpassiieHne

MapameTpbl neyaTu n ynpaBneHus

[ IIpoBepka cOCTOAHNA YCTPOIICTBA
[J Peaxius Ha cOObITIA

[d PesepBHOe KOIMpOBaHME HACTPOEK YCTPOIICTBA

CooTtBeTtcTBYIOLAA MHopMaLua

= «HacTpoitkn paboTbl 1 yIIpaBieHns» Ha CTP. 54
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

CeTeBoOe nogknoueHne

CeTeBoOe nogknioyeHme

B 57011 rimaBe onuchiBaeTca npouenypa iid NOAK/IIOYEHNS IIPUHTEPA K CETH.

Mepep ycTaHOBKOI CETEBOro NOAK/MIOUEHNA

Hepen TIIOAK/IIOYEHMEM K CETI ITPOBEPHTE METO, IIOAKITIOYEHNA U €T0 ITapaMEeTPhI.

C60p nHpopmaLnm o HaCcTpoliKe NoAKIIOYEHUA

ITepen moOAKIIIOYeHMEM IIOTOTOBbTE HEOOXOAUMYIO MH(OPMaIIIO 0 IapaMeTpax ceTu.IlpefBapuTeIbHO y3HaliTe
CIeAYIOLYI0 MH(POPMALINIO.

Pazpenbi MapameTtpbli MpumeuyaHne
MeTop nogknoueHns [ Ethernet BblbepunTe cnocob nogKnoUeHnsa NPUHTEPA K CETU.
yCcTpoWncTBa — . .
d Wi-Fi [Mpu ncnonb3oBaHMM NPOBOAHON NOKaNbHOW CETN NOACOeANHNTE
NPUHTEP K KOMMYTaTOpPY /TIOKanbHON CeTu.
Mpw ncnonbsosaHum Wi-Fi nogkntoumntech K cetn (SSID) Toukm
gocryna.
CBepeHuA o [ IP-apgpec BbibepuTe cnocob HasHaueHus IP-agpeca npuHTepa.
NOAKIOYEHNM K
(1 Macka nogcetn Mpw Ha3HaueHun ctatudeckoro IP-agpeca TpebyloTca 3HaueHWs Bcex

NoKanbHoOM cetn

napameTpoB.

(1 CraHgapTHbIN W03
Mpw Ha3HaueHUn gruHammyeckoro IP-agpeca ¢ UCNoNb30BaHNEM
dyHKUmn DHCP 31a uHdopmauma He TpebyeTca, NOCKONbKY
HaCTPONKa NPONCXOANT aBTOMATUYECKN.
CBepgeHuA o d SSID 3710 SSID (MMA ceTn) 1 Naposb TOYKM JOCTYNa, K KOTOPOW
nogkntoueHnmn K Wi-Fi NoAKIoYaeTCs NPUHTEP.
A Maponb P P
Ecnu yctaHosneHa dunbrpaumnsa MAC-agpecos, nepef peructpauuein
NPUHTEpPa 3aperncTpupymnTe Ha Touke goctyna ero MAC-agpec.
MNopfepxunBaemble CTaHAAPTbI CM. B PyKOBOACTBE NONb30BaTenN .
CBepeHunA o DNS- A IP-apgpec gna OHM TpebyloTcA Npy Ha3HAYeHNY NPUHTEPY cTaTuuyeckoro IP-
cepsepe ocHoBHoro DNS appeca.[lononHnTtenbHbln DNS-cepBep yctaHaBnvBaeTca npu
opraHu3aumn B crcteme n36bITOYHON KOHUIYpaLmUm 1 HacTporKe
1 IP-apgpec gna
pononHutenbHoro DNS-cepBepa.
BCMOMOraTesIbHOro
DNS Ecnu opraHunsauus He6onblas n DNS-cepBep He ycTaHaBnMBaeTcs,
ycTtaHoBuTe IP-agpec mappyTmsaTtopa.
CBefieHnA o0 NpoKcn- d Vma npokcu- YcTaHOBUTE NPY NCNONb30BaHMKM B CETEBOW Cpefe NPOKCM-cepBepa
cepBepe cepBepa AnA goctyna K VIHTepHeTY U3 MHTPaceTh 1 UCMoMb30BaHUN GyHKLUMN,

I'IpVIMeHHEMOI;I NPUHTEPOM AN1A [OCTYyNa K MHTepHeTy.

Mpw ncnonb3oBaHWKM ceayoWMX GYHKLMIA TPUHTEP NOAKITIOYAETCA K
WHTepHeTy Hanpsamyto.

1 Cnyx6bl Epson Connect
(1 O6nauHble cny6bl APYrMx KOMMAAHWUIA

(1 OG6HOBEHNE MUKPOMPOrpPaMMbl
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PyKOBOﬂ,CTBO AaAMUHNCTPATOpPa

CeTeBOe nogknoueHne

Paspenbi MapameTpbl MpumeyaHune
NHdopmaumsa o (J Homep noprta ana [poBepbTe HOMEpP NOPTa, MCNOMNb3yeMbl TPUHTEPOM Y
HoMepe nopTa 0CBOGOXAEHMA KOMMbOTEPOM, 3aTeM Npu HEOOXOANMOCTN OTKPOITE STOT MOPT Ha

6paHagmayape, ey OH 3ab/I0KMPOBaH TaM.

Homep nopta, ncnonb3yemoro NpuHTEPOM, CM. B MPUAOKEHNN.

HasHauyeHue IP-agpeca

Cy1iecTBYIOT clefyolue TUIIbI Ha3HayeHus IP-agpecos.

Cratnueckun IP-agpec
Hasnavenne BpyuHnyto npunrepy (y3ny) ¢puxcuposanHoro IP-agpeca.

JlaHHbIe 7151 HOJKII0YeHNs K ceTy (Macka IMOfCceTH, LIUI03 10 yMondanuio, DNS-cepBep 1 T. A.) JO/DKHBI ObITh
3aJlaHbl BPYYHYIO.

Taxkoit IP-afpec He MeHseTCA AaXke IIPU BBIKTIOYEHNH YCTPOICTBA, II0OITOMY 9TO MOJIE3HO IIPY YIIPABIeHUN
YCTpPOJICTBAMIU B CeTH, B KOTOPOI1 Helb3s M3MeHNUTb IP-afipec, wam mpu HeoOXOAMMOCTH YIIPaB/IeHNS
YCTpOIICTBaMI C UCIIONIb30BaHMeM IP-afpecoB.Mbl peKOMeHIyeM HacTpauBaTh TAKMM 00pa3oM IIPUHTEPHI,
CepBepHl U IpyTe YCTPOCTBA, K KOTOPIM IOK/ITI0YaeTCsl MHOTO KOMIIbI0TepoB.IIpu ucrnonb3oBanuy GyHKIuI
6esomacHocTy, Takux Kak IPsec/gunbrpanus IP, Takxxe HasHavaliTe PpukcuposaHHble IP-agpeca, 4To6ObI OHM He
MEHSIUCD.

ABTOMaTNYEeCKOe HasHavyeHue c ncnonb3oBaHnem ¢pyHkumn DHCP (gauHamunueckue IP-agpeca)

ApromaTtudeckoe HasHadeHue IP-agpeca npunTepy (y3ny) ¢ ucnonb3osanueM ¢pyuxuny DHCP
COOTBETCTBYIOIIIETO CepBepa MU MapIIPYyTU3aTOpa.

[TapaMeTpBl OAKITIOUEHNS K ceTy (MackKa IOfICeTH, T3 10 yMomdanuio, DNS-cepsep U T. [i.) ycTaHaBIMBAIOTCA
aBTOMATMYECKM, YTO MO3BOJIAET JIETKO MTOAK/TIOYATh YCTPOMCTBA K CETH.

ITpy BBIK/TIOYEHMHM YCTPOIICTBA UM MAapIIPYTU3aTOPa U B 3aBUCMMOCTH OT MapaMeTpoB DHCP-cepsepa npu
IIOBTOPHOM IOAK/II049eHuy IP-afipeca MOryT M3MEHATHCA.

MbI peKOMeHAYeM YIIPaBIATh YCTPOiicTBaMu 6e3 MCIonb30BaHms IP-afpecoB 1 MCIONb30BaTh IPOTOKOEL,
paspemraromiue IP-agpeca.

Ipumeuanue:
Ipu ucnonvsosanuu pynxyuu DHCP ons pesepsuposanus IP-adpecos moxcHo HazHauump 00un IP-adpec Heckonvkum
YCMpOLicmeam 00HO8peMEHHO.

DNS-cepBep n npokcun-cepsep
DNS-cepBep no3BossAeT CBA3bIBATD UM Y3/1a, MMeHa JJOMeHa afipeca 37IeKTPOHHOI ITOYTHI U T. [I. ¢ JaHHbIMU IP-
agpeca.

Ecnu KOMIIBIOTEP VN IIPUHTEP CBA3DBIBAIOTCA II0 IIPOTOKOITY IPc }IpYI‘Of/I CTOPOHOI7[, KOTOpasd ollMcaHa MMEHEM
Yy3/1a, MME€HEM JOME€HA N T. [i., TO TaKaA CBA3b 6YI[€T HEBO3MOJKHA.

3ampammBaet o1y nndopmanuio y DNS-cepsepa u nony4aer IP-afpec apyroit CTOpOHBLITOT IIpoLiecc
Ha3bIBaeTCA paspelleHNeM MEH.

[TosToMy ycTpolicTBa, TaKue Kak KOMIIBIOTEPBI U1 IIPUHTEPHI, MOT'YT 0OMEHMBATbCA JAHHBIMY, MCIOMb3Ys IP-
agpeca.
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PyKOBO,EI,CTBO AaAMUHNCTPATOpPa

CeTeBOe nogknoueHne

PaspereHne uMeH He0OXOAMMO, YTOOBI IIPUHTEP MOT OTIIPABJIATH SNeKTPOHHYIO IOYTY U IMOfKIIOYaThCA K
Nurepuery.

ITpu ucnonb3oBanmy 3TuX GyHKUMI HeobxoauMo HacTpouts DNS-cepBep.

ITpu nasHayenun npuHTepy IP-ampeca ¢ ucnonpsosanueM ¢pyukiyy DHCP cooTBeTCTBYIOLEr0 cepBepa Ui
MapUIpyTU3aTOpa 3TOT aipec YCTaHABINBAETCA aBTOMATUIECKIL.

[Tpokcu-cepBep pasMeliaeTcs Ha ITI03e MKy CeTbi0 U VIHTepHETOM, a TaK)Ke CBA3bIBAETCS C KOMIIBIOTEPOM,
IpUHTEPOM U VIHTepHeTOM (IIPOTUBOIIONOXKHBIN CepBep) OT MMEHY KaXJ0ro ycTporictBa. llpoTrBoOIoNIoXHbII
cepBep CBS3BIBAETCS TOMBKO C IpOKcK-cepBepoM.IloaToMy cBeileHMs o IpuHTepe, Takue Kak IP-agpec n Homep
[IOPTa, He MOTYT OBITh CYMTAHBI, YTO IIOBBIIIAET O€30I1aCHOCTb.

[Tpn nopgkmtoueHnN K ceTn VIHTepHET Yepes MPOKCU-CepBep HACTPONTe Ha IIPUHTEpe apaMeTphl 3TOTO cepBepa.

NMoaxkniouyeHne K ceTu C NaHenun ynpasineHunA

[Topxmro4ynTe MPUHTEP K CETH C IOMOIIBIO ITaHE/N YIIPaBIe€HNs IPYHTEpa.

HOHO}IHI/ITGTII}HI)Ie CBE€EHMA O ITAHENNM YIIPAaBJIEHNA IIPUHTEPA CM. B PyKOBOaCH’lBO nonv3osameni.

HasHauyeHue IP-agpeca

Hacrpoiite 6a30Bble 971eMeHTBI, TaKue Kak afpec y3na, Macka nmopcery, I3 no ymonyanuto.

B sToM pasfene onuceiBaeTcA MpoLiefiypa HaCTpOliku cTaTudeckoro IP-afpeca.

Yro6bI BHIOPATH S7eMeHT, epeMectute GoKyc Ha 10T ameMent ¢ omomipio kHorok A, ¥, 4 P, satem
Haxmute KHonKy OK.

1. BximounTe nmpuHTEPp.

2. Boibepute HacTp. Ha I/TaBHOM 3KpaHe MM Ha ITaHe/I! yIIpaBIeHNs [IPUHTepa.

Canfidential
Joh

Maintenance Seflings

3. Beibepure O6uie mapamerpst > Hacrpoiiku cetn > PaciinpenHsie.
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CeTeBOe nogknoueHne

4. Boibepure TCP/IP.

Advanced

Device Mame

TCPF/IP

Proxy Server

IPvE Address @

5. Boibepure 3nauenue Pyunoii myis napamerpa IHomyunts IP-agpec.

Ecmu IP-anpec ompepenseTcs aBToMatidecky ¢ momolnpio Gyunknyy DHCP wim MapipyTusaTopa, BeloepuTe
ABT0.B 3TOM Citydae napamerpsl IP-agpec, Macka nopceru 1 IlInros mo ymondaHuio Ha marax 6—7 Takxe
3aJal0TCs aBTOMATUIECKH, IO9TOMY TIepeiiauTe K MIary 8.

m TCPIP

Obiain IP Address

Manual -

IP Addrass

[T |

6. Bsepute IP-ampec.

I[Tpu BbIGOpE L I 2 ¢doxyc nepemenaeTcs K CleyIOIIEMY VI IPESbIAYIIEMY CETMEHTY, OTAE/IEHHOMY
TOYKOI.

@ 192.0.2.11§ >

Input Value: § 10 255

1 51 2 )0 1 3
ONON |
7. 8 9

0 D

IIpoBepbTe 3HAUEHME, OTOOPAKEHHOE Ha IIPEAbIAYIIeM 9KpaHe.
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7.

10.

11.

CeTeBoOe nogknoueHne

Yxaxkute Macka nopcetu u Illmo3 mo ymonyanuio.

IIpoBepbTe 3HAUEHME, OTOOPAKEHHOE Ha IIPEbIAYIIeM 9KpaHe.

n Baxcno:

Ecnu couemanue IP-adpec, Macka noocemu u Iln103 no ymonuanuio siensemcst HegepHuim, 3anyck
HACMPOUKY CMAHOBUMNCA HEAKIMUBHBIM U HEBO3MONHO NPOOOIHKUMDb 6HeceHUe UsMeHeHUll. Yoedumecy, 4mo
6 3anucy Hem ouUOKU.

Bsegure IP-agpec ocHoBHOro DNS-cepBepa.
ITpoBepsTe 3sHaUeHNME, OTOOpaXKeHHOE Ha IpeAbIAYIeM SKpaHe.

Ipumeuanue:

Ecnu 6 nacmpoiikax npuceausanus IP-adpeca ycmpoticmesy uchonv3yemcs suaueHue Aémo, ons nacmpoex DNS-
cepeepa MoxcHo eviopamp 3Hauerue Pyunoii unu Aémo.Ecnu He yoaemcs nonyuumo aopec DNS-cepeepa
asmomamuuecku, 6vibepume eapuarm Pyunoii u seedume adpec DNS-cepsepa.3amem sedume Hanpamyio aopec
dononnumenvrozo DNS-cepsepa.Ecnu 6vt 6vibpanu Aémo, nepetioume k wiazy 10.

Bsegure IP-agpec nononautenbaoro DNS-cepsepa.

IIpoBepbTe 3HAUEHME, OTOOPAKEHHOE Ha IIPEbIAYIeM 9KpaHe.
Bri6epute 3amyck HaCTpPOIKM.

3akpoiiTe 9KpaH IOATBEPXK/IeHNA.

HacTpoiika npoKkcu-cepBepa

HacrpoiiTe mpokcu-cepBep, eCu BBIIOTHAITCA 002 C/IeYIONINX YCTOBHA.

a
a

Hpoxcm—cepBep IIpefHa3Hav€H /11 IIOOK/TIOYEHNS K MHTepHCTy.

ITpu ncrionbsoBaHNy QYHKIVIN, LIS KOTOPOIL IIPUHTEP MOAKIII0YaeTcA K VIHTepHeTy HalpsAMYIo, HallpyMep
cnyx661 Epson Connect mnm 061aqHbIX CIyX0 APYyroil KOMITaHWUMA.

Bei6epure HacTp. Ha Haya/bHOM 9KpaHe.

Yro6bi BEIGpATD a7eMenT, mepemectiTe GOKyC Ha 3T0T yement ¢ nomorpio kuornok A, W, €, P, sarem
HaxMuTe KHonKy OK.

IIpu mpoBefeHNY HaCTPOIIKY Toce HacTporiku IP-apeca OyneT BbiBefieH akpaH Pacumpennsie. IlepeiinnTe
K mIary 3.

Canfidential
Joh

Maintenance  Seflings

)
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CeTeBOe nogknoueHne

2. Boibepute O6uue napamerpsl > Hactpoiiku cetu > PacummmpeHHble.

3. Bei6bepure IIpokcu-cepsep.

Advanced
Device Name
TCP/IP |
Proxy Server
IPvE Address @

4. Boibepure 3Hauenne Mcm. aia napamerpa Hacr. mpokcu-cepsepa.

Proxy Server
Setings

Proxy Server Seftings

Lisa -

Proxy Server

5. Bsepure apjpec npokcu-cepsepa B popmare IPv4 nnm B popmare IOMTHOTO JJOMEHHOTO MMEHM.

a proxy.sample.com) “a »

161252

g w e r t y u i o p

8> |

IIpoBepbTe 3HAUEHME, OTOOPAKEHHOE Ha IIPEAbIAYIIeM 9KpaHe.

6. BmemuTe HOMep IOpTa MPOKCU-CEPBEPa.

HpOBepre 3Ha4Y€HIE, OT06pa)KeHHO€ Ha npefbIaymeM 3KpaHe.

7. Beibepure 3amyck HaCTpONKM.
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CeTeBoOe nogknoueHne

8. 3akpoiiTe sKpaH NOTBEP>KAEHMS.

MopkniouyeHmne K JIOKaNIbHOM ceTun

[Mopkmiounte npunTep K cetu Ethernet mnn Wi-Fi.

CooTBeTcTBYOLWaA MHPopmayus
= (Jlopxmouenne K Ethernet» Ha cTp. 24

= «[lopkmouenne K 6ecipoBofHOI TokanbHoit cetn (Wi-Fi)» Ha ctp. 25

NoaknioueHune K Ethernet

I[Topk/mo4nTe IPUHTEP K CeTH C moMouibio kaberst Ethernet u mpoBepbTe mopKIo4eHne.
1. TlomxaouuTe IPUHTEP U KOHIEHTPATOP (KOMMYTATOp JIOKaAbHOI ceTy) kabeneM Ethernet.

2. Boibepure HacTp. Ha HayaIbHOM 9KpaHe.

Y1068 BbI6paTI) 9JIEMEHT, IIEPEMECTUTE q)OKYC Ha 3TOT 39JIEMEHT C IIOMOIIIbI0 KHOIIOK A, V, 4 n ’, 3aTeM

Haxmute KHOnKy OK.

Canfidential
Joh

Maintenance Seflings

3. Bpibepure O6uye napamerpsi > Hactpoiiku ceTn.

4. Boi6epute IIpoBepka MOTKITIOYEHN K CETH.
OTtobpaskaeTcs pe3yabTaT AMArHOCTUKY TOAK/IIOUeHN . YOemuTeCh, YTO IOAK/II0UeHIe YCTAHOBIEHO
IIPaBUJIBHO.

5. Jlnsa 3aBepiieHns HaxMuTe OTKIOHNUTD.

YT106bI HalleyaTaTh PE€3ynbTaThl AMAarHOCTUKU, BbI6epI/ITe IleyaTp oT4yeTa 0 IIPOBepKe.,HHH neyaTtum CIIeJIYI?ITe
MHCTPYKIMAM Ha 3KpaHE.

CooTBeTcTBYIOLWAaA MHpopmayus

=» «Ilepexon ¢ nopkaouennst Ethernet va monxmouenne Wi-Fi» Ha cTp. 86
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CeTeBOe nogknoueHne

MopgxknioueHne K 6ecnpoBogHom nokanbHom cetu (Wi-Fi)

Bbl MOXXeTe BpyUHYIO BBECTH HEOOXORMMYIO JIA IIOAKITIOUeHN K TOYKe JOCTYIa MHGOPMALIMIO C TTaHeIn
yIpaBjieHNs IpuHTepoM.[l/1 py4HOIT HaCTpOJiKM BaM HeoOXOo MO 3HaTh upeHTUdukarop SSID 1 maponb ToYku
JOCTyHa.

IIpumeuanue:
Ecnu mouka docmyna nodoepycusaem WPS, moxro asmomamuuecku 6Hecmu Hacmpotiku nooxmwouenus Wi-Fi no
Haxcamuo kHonku unu 6600y PIN-koda 6e3 ucnonvsosarus SSID u napons.

1. Bei6epute Wi-Fi Ha HauanbHOM 9KpaHe.

Y1061 BHIGPATH S7eMeHT, lepeMecTuTe BOKyc Ha 3TOT ameMenT ¢ omomybio keomok A, ¥, €y P, zarem
HakmuTe KHonKy OK.

2. Beibepute MapumpyTusarop.

3. Haxwmmute xHonky OK.

Ecmu ceTeBOe IOAKIIIOUEHNME Y>Ke HACTPOEHO, 0TOOPaXKAITCS HOAPOOHbIE CBEfIEHN O
nonkmoveHnn. Beibeprte VIsMeHUTh HACTPOIIKK, YTOOBI I3MEHUTH TAPAMETPBL.

Ecnu npunTep yxe nmopkiodeH no cetu Ethernet, Boi6epure Vismennte pex. Ha mogkinoyenue Wi-Fi., satem
BbIGepuTe [la oc/e MOATBEPKAEHNS COOOLIEHNS.

4. Boibepure Mactep HacTpoitku Wi-Fi.

5. Bei6epure ugentuduxarop SSID pia Touku gocrymna.

~

Ecmu Tpebyemsiit upenTndukaTop SSID He oToOpaXkaeTcs Ha ITaHeNMU IPUHTEPa, HAXKMUTE ans

obHOBIeHNs crucKa.Eciu oH Bce paBHO He 0TOOpaskaeTcsi, HAKMITE KHOIKY (> u BBepute SSID BpyuHYIO.

6. Bpi6epure Beegure Ilaponb, 3aTeM BBefuTe MAPOIb.

Ilpumeuanue:
A ITaponv uwyscmeumener K pecucmpy.

(A Ecnu Heobxodumo ssecmu SSID nanpsamyo, evibepume JJocmynto ons napamempa Ilaponv, 3amem 86edume
naporo.

7. Tlo oxonuanuu Boibepute OK.
8. IIpoBepbre HaCTpOVKYM M HAXXKMUTEe HavaThb yCTaHOBKY.

9. [IIna 3aBepuieHus HOKMUTe OTKIOHUTD.

Ecnn TIIOJK/II0YEHNE HE YCTaHAB/INBAETCA, BbI6epI/IT€ IleyaThb oT4eTa O IIPpOBEPKE [/14 II€YaTN OTYETA O
CETEBOM IIOJK/IIOYEHNN, 3aTE€EM IIPOBEPDLTE Hall€YaTaHHbIE PEIIECHNA.

10. Haxmure KHOIIKY 1 )

CootBetcTBYIOWana MUHopMmaLuma
= «Coo06uieHNs ¥ BApUAHTHI PellleHNs po6/ieM B 0TYeTe O CeTeBOM TOAKTIOUeHNI» Ha CTP. 66
= «V3menenne Hactpoek Wi-Fi na manenu ynpasnerns (WPS)» Ha ctp. 82

= «Ilepexon c nonkmodenusa Wi-Fi Ha nonkmodenue Ethernet» Ha cTp. 87
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Hactpoinkn ¢pyHKumin

HacTponkn ¢pyHkumn

B 37011 Ir/TaBe 0O'BACHAIOTCSA HaYalIbHbIe HACTPOIKM, KOTOPBIE CIeAyeT BBIIOTHUTD, YTOObI MICIIONIb30BATh KXKIYI0
(bYHKLUIO yCTPOJICTBA.

NMporpammHoe ob6ecneyeHne gna HaCTPOMKM

B sToM paspiene 06bACHAETCA IPOLEypa BHECEHNA HACTPOEK C KOMIIbIOTEPA a[MUHICTPATOPA C
ucnonbsosanueM Web Config.

Web Config (Be6-cTpaHuua gna ycTrponcrea)

O nporpamme Web Config

Web Config — aro BcTpoeHHas BeO-cTpaHuUlla IPUHTepa /s HACTPOIKY ero napamerpos.IIpunTepom,
MOfK/TIOYEHHBIM K CETI, MOXKHO YIIPaB/LATh C KOMIIBIOTEPA.

Ins gocryna x npunoxxernio Web Config Heob6xofyumo BHavane mpucBouThb npunrepy [P-agpec.

IIpumeuanue:
Imu napamempoL MOHCHO 3APUKCUPOBAMb NYMeM HACMPOLKU HA NPUHMepPe NAPONT AOMUHUCTIPAMOPA.

EPSON

Sralug Print Hetwark Hatwork Secerity Produd Seourity Dwvica Naragement Epson Cpen Plaiom

| Product status

Hardware Sals r
- b =
Pasal Snagshl
Printer Slabus
Aagily e
L Q
Black [EK]) TEIENUTHLTIEE
Maislinance B TET18
Cand Reader s Disconnedied
Aear Faper Feed
Figi Size Ad 2101797 mm
Pagie Typs Plsin paser
Casiedn i
Papes S0e AL 10X Z9T mm
Papes Type Plan panet
Epson Connect Stalus Uinregésierad

I ety Canunit IEFrall Adade e

m R
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Hactponkn ¢pyHKumin

AocTtyn K npunoxenunio Web Config

Beepurte IP-afpec npunTepa B Be6-6paysepe. JavaScript fomkeH 6b1Th BKodeH. [Ipu goctyne k Web Config
yepes npotokon HTTPS B 6paysepe nosBurcs npenynpexaeHne, IOCKOIbKY P COeANHEHNN OyeT
MCIIOIb30BaH CaMO3aBepsoL il cepTuIKaT, XPaHsLUIICA Ha IPUHTEpe. TO HOPMaIBHO.

A Hocryn mo HTTPS
IPv4: https://<IP-agpec npunTepa> (6e3 < >)
IPv6: https://[IP-agpec mpunrepal/ (c [ ])

1 HJocryn mo HTTP
IPv4: http://<IP-agpec npunTepa> (6e3 < >)
IPv6: http://[IP-agpec npunrepal/ (c [ ])

Mpvmepbl

1 IPv4:
https://192.0.2.111/
http://192.0.2.111/

4 IPveé:
https://[2001:db8::1000:1]/
http://[2001:db8::1000:1]/

IIpumeuanue:
Wms npunmepa, 3apesucmpuposannozo Ha DNS-cepsepe, moxcHo ucnonv3osams emecmo ezo IP-adpeca.

CootBeTcTBYloWan nHpopmauns
= «Csssb c npuntepom depes SSL/TLS» na ctp. 102
» «O nudposom ceprudurare» Ha cTp. 102

Ucnonb3oBaHne PyHKLUMN NPUHTEpa

Paspemmaer ucnonpszoBanye GyHKIUY IIeYATHU IO CETH.

HIIH MCIIO/Ib30BaHNA IIPUHTEPA B CETU HCO6XOJII/IMO HaCTpOUTDb Ha KOMIIbIOTEPE MOPT /I CETEBOI'O
TIOAK/ITIOYEHN A, 4 TAK)KE CETEBOEC ITOIK/IIOYEHIE Ha IIPUHTEPE.

[ IlopximoyeHne cepBepa/KIMeHTa: HACTPOIITe IOPT Ha cepBepe

VHcTpyKumu /1 HaCTPOVIKY OPTa BPYYHYIO IIPY MOJKIIOYEHNY CEPBEPa/KIMEHTa.

([ OpgHOpaHroBOe NOAKITIOYEHNE: HACTPONTE IIOPT Ha KK/JOM KOMIIbIOTEpe

VHcTpyKumm [i/1s aBTOMaTUYECKOI YCTaHOBKY MTOPTA C MCIIO/Ib30BAaHMEM YCTaHOBIIMKA, JOCTYIIHOTO Ha JMCKE
C IpOrpaMMHBIM ObecIiedeHreM WM Ha Beb-caiite Epson, B cryuae OXHOPAHTOBOTO IOK/IIOYEHNA.

MapameTpbl NneyaTu 4Nna NogKNoYeHNA cepBepa/KNneHTa

YcranoBuTe 714 TI€9aTy Ha IIPMHTEPE, IIOAK/II0YEHHOM KaK CepBep/KHI/IeHT.

HTIH IMOAK/ITIOYCHU A cepBepa/K)meHTa CHa4aj/ia YCTAHOBUTE CEPBEP I€4YaT, 3aTEM IIpE€JOCTaBbTE O6I.LU/IVI AOCTYII K
IIPMHTEPY I10 CETN.
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Hactponkn ¢pyHKumin

ITpu ucnonb3oBanuu Kabens USB [/1s HORKIIOUeHNsI cepBepa TaKxKe CHaYajla yCTaHOBUTE CepBep Iedary, a 3aTeM
IIpefoCTaBbTe OO JOCTYII K IPUHTEPY IO CETH.

HacTponka ceTeBbIX NOPTOB
Ha cepBepe meuatu co3paiiTe ouepeqp meyaTy AjIs CETEBOI MeYaTy C UCIIONb30BaHIeM CTaH/JapTHOTO IIPOTOKO/IA
TCP/IP, saTeM 3apaiiTe ceTeBOiI OPT.

Hauusit npumep orHocutcs K Windows 2012 R2.

1. OTKpoiliTe OKHO «YCTPOJICTBa X IPUHTEPHI».

KoMmneiotep > CpoiictBa > [lanens ynpapnenns > O6opygosanue u 3Byk wim O6opyngosaHue >
YcrpoiicTBa 11 TPpUHTEPBL.

2. [obaBneHue mpuHTEpPA.

Ilenkunure Jo6aButh mpuHTep 1 BoibepuTe IIpUHTEP OTCYTCTBYET B CILUCKE.

3. [o6aBreHue TOKaIbHOTO IPUHTEpPA.

Bei6eprure I06aBUTH TOKATBHBIII IPUHTEP MU CETEBOI MPUHTEP C MApaMeTPaMu, 3aFaHHBIMU BPYIHYIO,
3aTteM wenkHute [Hanee.

4. Boibepure Co3aaTh HOBBIN MOPT, B KadecTBe Tua nopra Boibepure Cranmaprasiil mopt TCP/IP u
Hakmurte Jlamnee.

(«) = Add Printer

Choose a printer port

A printer portis a type of connection that allows your computer to exchange information with a printer.

(0 Use an existing port: LPT1: (Printer Port)

(®) Create a new port:

Type of port: Standard TCP/IP Port W

Epson_Print_Admin
EpsonMet Print Port

e ——
(Eer——|

5. Bsepmure IP-agpec munu nmsa npuHTepa B nosne Vimsa xocra nim IP-appec nnu Vima npunrtepa wm IP-appec,
menkHuTe Hanee.

ITpumep:
(d Vma npurTtepa: EPSONA1A2B3C
A IP-agpec: 192.0.2.111

He nsmensiite Vima nopra.
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Hactponkn ¢pyHKumin

lenxanuTte IIpogoKNUTD Ha 9KpaHe YIpaB/IeHNe YI€THBIMM 3aIIUCAMI IIO/Ib30BaTENIEe.

(«) = Add Printer
Type a printer hostname or IP address
Device type: TCP/IP Device
Hostname or IP address: | 192.0.2.111| |
Bort name: [19202111 |
[w] Query the printer and automatically select the driver to use
Ipumeuanue:

Ecnu ykasamo ums npunmepa 6 cemu, e0e UCHONb3Yemcs paspeuierue umen, IP-adpec npunmepa 6yoem onpedesnen,
Oance ecnu ox 6vin usmener DHCP. Bot mosceme nposepumo ums npuHmepa Ha sKkpane COCrOSHUA cemu HA NaHenu
YNPABAEHUS NPUHMEPA UL HA JIUCTNE COCIOAHUS NPUHMepaA.
6. Hacrpoiite gpaiiBep IpuHTEpa.
(4 Ecmu gpaiiBep mpuHTepa y>ke YCTaHOBJIEH:
Bri6epure IIpousBopurens u Ilpuntepsl. [llenkuute [anee.
(4 Ec/m npaiiBep npuHTEpa He YCTaHOBJIEH:

lenxkuute YcTaHOBKA € AMCKa U BcTaBbTe AucK ¢ [10, BXopAmuil B KOMIIZIEKT IIOCTaBKY IIPUHTEpa.
[Menkunute O630p 1 BbIOEpUTE HAIIKY Ha [[UICKe, COTEPIKAIYIO ApaiiBep NpyuHTepa. YOeauTeCh, 4TO BB
BBIOpasy MpaBUIbHYIO IAIIKY. PacrionoykeHne 9Toil MalKy MOXKET ObITb Pas3IMYHbIM B 3aBUCUMOCTH OT
BEPCUY OIEPAI[IOHHON CUCTEMBI.

32-paspsigHast Bepcust Windows: WINX86
64-paspsigHast Bepcust Windows: WINX64

7. CnepyiiTe MHCTPYKIUAM Ha 9KpaHe.

[Tpu ncrionb3oBaHMM IPUHTEpPa B paMKaX IOAK/IIOUeHNA cepBepa 1 KueHTa (001t JOCTYI K IPUHTEPY C
JICIIOZIb30BaHMeM cepBepa Windows) HacTpoiiTe cefyoliye IapaMeTphl 00Iero fOCTyIIa.

CooTtBeTcTBYIOWAA MHpopMaLua

= «O6umit goctyn k mpuntepy (Tonbko mis Windows)» Ha ctp. 30

MNMpoeepka konguzypayuu nopma — Windows

Y6enurecs, YTO A/ OYEPERH MedaTy BBIOpaH PaBU/IbHBII IOPT.

1. OrtkpoiiTe 3KpaH «YCTpOICTBa X IPUHTEPHI».

Komnbrotep > CBoiictBa > [laHens ynpasinenus > O6opygoBanue u 3Byk ni O6opyaoBaHue >
YcrpoiicTBa 11 IPUHTEPBL.
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Hactponkn ¢pyHKumi

OTKkpoiiTe 3KpaH CBOJICTB IPUHTEpa.

JBa>k/Ibl IIeIKHUTE 110 3HAYKy IpMHTepa 1 enkHuTe CBOIicTBa IpUHTEpa.
[Menxunre Bknanky Ioprsl, Boibepute Cranmaprablit nopt TCP/IP, menkunte HacTpouts mopr.

[TpoBepka KOHUryparyy IOpTa.
4 Ins RAW

Y6enutecs, uto B ojie Ilpotokon Bei6pano Raw, n Haxkmute OK.
1 Insa LPR

Y6enntecs, uto B none IIporoxon Bei6pano LPR.Beegnute PASSTHRU B nonie HazBaHue ovepenu B
Hacrpoiikax LPR.Bri6epure Paspemien nogcuer 6aiitos B LPR 1 naxxmute OK.

O6wumin goctyn K npuHTepy (ronbko ana Windows)

I[Tpu ncrionb3oBaHUM IPUHTEPA B paMKax IOAKIIOYEHNs cepBepa 1 KineHTa (001Mit JOCTYII K IPUHTEPY C
JICIIONIb30BaHMeM cepBepa Windows) onpegenyte o61uit JOCTYI K IPMHTEPY Ha cepBepe MevaTu.

1.

Bei6epure Ilanens ynpasnenus > IIpocMOTp YCTPOJICTB M IPUHTEPOB Ha CEPBEpE MeYaTn.

IlenxHMTE IIPaBOIl KHOIIKOI MBI 3HAYOK NIPUHTepa (0uepe/b IMeyari), K KOTopoMy Tpebyercs
IIPEOCTaBUTD OOIINIT JOCTYII, @ 3aTeM IlepeiiiuTe Ha BKIaKy CBoiicTBa mpuHTepa > OO61uii JocTym.
Bri6epute O6mumit OCTYN IPUHTEPA, a 3aTeM BBefuTe OfImee mMs.

s OC Windows Server 2012 naxmute VI3MeHNTH mapamMeTpbl 0011ero JOCTYIA U 3aTEM HACTPOIITE
IapaMeTpBl.

YcTaHOBKa AONONIHUTENbHbIX ApanBepoB (Tonbko ana Windows)

Ecmu Bepcuy Windows Aj1s1 cepBepa U KIMEHTOB Pas3IMyaTCs, PeKOMEHAYETCs YCTaHOBUTD HOIIOTHUTEIbHBIE
ApaiiBephl Ha cepBep MeYaTu.

Bei6epure Ilanens ynpasnenus > IIpocMOTp YCTPOJICTB M IPUHTEPOB Ha CEPBEpE MeYaTn.

IlenkHYTe IPaBOJ KHOIKOJL MBIIIN 3HAYOK IIPUHTEPA, K KOTOPOMY TpeOyeTCst IpefoCTaBUTh OOLINIT ZOCTYIL,
a 3aTeM HepeiianTe Ha BKIagKy CBolicTBa mpuHTepa > O6muii JocTyI.

Haxxmute JlomomHuTeNbHBIE APaiiBepPhI.

Ina Windows Server 2012 menkuute Change Sharing Options, 3aTeM HacTpoiiTe TapaMeTpBbl.
Bri6epure Bepcun OC Windows i xinenToB u 3aTeM Haxxmurte OK.

Bri6epure nHpopMarMoHHbIil aitn jia gpaiiBepa nedaru (*.inf), 3ateM ycraHoBuTe [ipaiiBep.

CooTBeTcTBYIOWAA nHpopmaLus

= «Vcnonb3oBanue obiero npuntepa — Windows» Ha ctp. 31
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Hactponkn ¢pyHKumin

Ucnonb3oBaHume o6wero npuHrtepa — Windows

AQMMHUCTPATOp KO/DKEH COOOLIUTD OTb30BaTeNAM KIMEHTCKMX KOMIIBIOTEPOB MM KOMIIBIOTEpa,
JICIIO/Ib3YeMOTO KaK CepBep IIeqaTy, X 0ObACHUTD MOPANOK ero JobaBIeHNs Ha KIMeHTCKIe KoMIIbIoTepbl. Eciu
IOTIOJIHNTETIbHBIE IPaiiBePBI ellle He HACTPOEHBI, 00BSICHUTE NT0Ib30BATE/NAM K/IMEHTCKIX KOMIIBIOTEPOB MOPSILOK
mobaBeHns 061ero MpMHTEpa B MEHIO YCTPOIICTBA M IPUHTEPBI.

Ecnu Ha cepBepe Ieyaty y>ke YCTaHOBJIEHBI HEOOXOVIMbIe TOIIO/THUTEIbHbIE IpaiiBepbl, BBIIOJTHNUTE CIefYIoLI/e
TIeICTBUA:

1. Boibepute nms, npucBoeHHoe ceppepy nevatu B IIpoBogauke Windows.

2. JIBaxppl IETKHUTE IPUHTEDP, KOTOPBI HY>KHO UCIIO/NIb30BaTh.

CooTtBeTcTBYIOWAA MHpopMaLua
= «O6umit goctyn K npunTepy (Tonpko ansa Windows)» Ha ctp. 30

= «YcTaHOBKa IOTIOMTHUTETBHBIX IpaiiBepoB (Tonmbko 1t Windows)» Ha ctp. 30

MapameTpbl neyaTn 4NA OJHOPAHIrOBOro NOAK/IOUYEHUS

[Tpu ogHOpaHTrOBOM IOAK/IIOUEHMY (IIpsAMasd IleyaThb) IPUHTEP U KJIMEHT YCTAaHAB/IMUBAIOT CBA3b OIVH K OTHOMY».

Ha Bcex K/IMEHTCKMX KOMIIBIOTEPaX HO/DKEH ObITh YCTaHOBJIEH ipaiiBep IpUHTepa.

CooTBeTcTBYIOWaA NHPopMaLuA

= «Hactpoiika ipaiiBepa npunTepa» Ha cTp. 31

HacTtpoika apanBepa npuHTepa

B He6onmpmmx OpraHmsanmnAax peKOMEHAYETCA YCTaHAB/INBATDb ,upaﬁ[Bep IIpMHTEPpa Ha KaXKJOM KINMEHTCKOM
KOMIIbIOTEPE. MCHOHIBYﬁITe YCTaHOBIIMK Ha BeO-cailte EpSOl’l VM Ha AVICKE C ITpOrpaMMHbIM obecreuenuem.

Ipumeuanue:
Ecnu npunmep ucnonvsyemcs Ha 601ouom Yucne KaueHmckux komnoiomepos nocpedcmeom EpsonNet SetupManager ¢
ycmanoeKoti Opaiieepa 68 Kavecmee naxkema, 8pemst yCraHo8Ku Modem Obimb 3HAYUMENILHO CHUNEHO.

1. 3amycTuTe ycTaHOBILMUK.

[d 3amyck ¢ Be6-caiita

OTkporiite cnepyrommit Be6-caiit u BBegute uMsi npoaykra. [lepeiiante B pasgen Hacrpoiika, 3arpysute
IpOrpaMMHOe 00OecCIIeueHNe M 3alyCTUTE €TO.

http://epson.sn

(d 3amyck ¢ gucka ¢ mporpaMMHbBIM obecriedeHyeM (TOMbKO AJIsl MOfiesielt, KOTOpBbIe IIOCTABIAITCS C AVICKOM
C IpOrpaMMHBIM obecIiedeHneM, 1 O/Ib30BaTeIell, YbM KOMIIBIOTEPHI OCHAIIEHBI AVICKOBBIMU IIPUBOJAMIN)

BcraBpTe B KOMIIPIOTEP KOMITIAKT-AMCK C IPOTPaMMHbBIM obecreueHmem.
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2. BolbepuTte MeTOR IOAKIIOUEHNS IIPUHTEPA, 3aTeM ljenkHuTe Jaree.

I3 install Navi [XXXX Series] - b

Start Setup Connecting your
_ License Agreement — ® Wi-Fi Connection (Recommended)
- Establishes a wireless connection with the El o =y

.~ Systemn Check

© Ethernet Connection
+ Instalation Select this if you are using a wired network El_ﬁ_

and wish to connect with an Ethemnet cable.

) USE connection
- Connect the “ to a computer using a E =

Additional USB cable.
Installation
Finish The computer is connected to the wireless network.
o You can use the » by selecting [Wi-Fi Connection).
Advanced configuration
Setup Complete
Cancel Next
IIpumeuanue:

Ecnu omobpaxaemcs Botbpamp ycmanoexy npozpammnozo obecneuenus, svibepume Usmenumo unu
nepenacmpoumv cnocob nodxknrouenus u wenkuume Janee.

3. CnepyiiTe MHCTPYKIMAM Ha 9KpaHe.

OcHOBHble NapameTpbl NeyaTn

YcTaHOBKa TaKMX IapaMeTPOB MevyaTy, Kak popMaT OyMaru WIu fAefiCTBUA IIPU OLIMOKe IHedaTu.

HacTtp. ucrouH. 6ymarn

Bri6epute pasmep U TUII 6yMary, 3arpy»aeMoil B KaXK/blil ICTOYHUK OyMaru.
1. Boiipure B Web Config 1 Boibepnte Bxnanky Iledars > HacTp. ncroun. 6ymarm.

2. HactpoiiTe Ka>Xblil 371EMEHT.
OtobpaskaeMble 97IeMEHTBI MOTYT Pa3N4aTbCsl B 3aBUCUMOCTY OT KOHKPETHOJ CUTYaIUN.

[ HasBanne ncroynmka 6YMaI‘I/I

OTto6pasuTe Ha3BaHMe HY)KHOTO MCTOYHNKA OyMmary, Takoro Kak ITogaua 6ymar sagne yacr, Kaccera 1.

(1 Pasmep 6ymaru

Bri6epure HY>xHbIT popMaT OyMaryu B pacCKpbIBaIOIEeMCs MEHIO.
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J EpuHuisr

Bri6epure Mopyb onb3oBaTenbckoro pasmepa.Ero MoxxHo BbIOpaTh, ecnu Ilonb3oBaTenbckoe BHIOpaHO
B paspienie Pasmep 6ymarnm.

A Mnpuna
YcTaHOBNTE TOPM3OHTANBHYIO IJIMHY II0/Ib30BATENbCKOIO pasMepa.
Jlvana3oH, KOTOPBIIT MOXXHO BBECTH, 3aBMCUT OT UCTOYHMKA OyMaru, KOTOpbli ykasaH cooky Illupuna.
ITpu Boibope MM B ERMHUI[BI MOXXHO BBECTY Of{VH IECATUYHBII Paspsi.
ITpu BbIbOpE AroiiM B EqUHMIIBI MOXKHO BBECTH IBa [IeCATUYHBIX paspsza.
[ BeicoTa
YcTaHOBUTE BEPTUKANIBHYIO IIMHY IOb30BAaTENbCKOTO pasMepa.
Jnama3oH, KOTOPBIIt MOXXHO BBECTH, 3aBUCKT OT MCTOYHMKA OyMary, KOTOpbIit yKasaH cOOKy Beicora.
ITpu Bbi6Ope MM B EXMHMIIBI MOXXHO BBECTH OffVH [I€CATUYHBII paspsiz.

I[Tpu BoibOpe AroiiM B EquumMIisl MOXKHO BBECTH IBa [JeCATUYHBIX paspsza.

(J Tun 6ymaru

Ber6epuTe HY>KHBII TUII GYMary B pacKpbIBaloOLeMCs MEHIO.

3. IIpoBepbre HacTpoiiku 1 Haxxmute OK.

CooTtBeTcTBYIOLAA MHopMaLuA

= «Jocryn k npunoxkerunio Web Config» Ha ctp. 27

MapameTpbl HacTponKn NHTepdencos

YcTaHOBUTE BpeMs OKMIAHISI 3aJaHMIT TIEIATH VMM A3BIK IIe9aTy, Ha3HaYeHHBII [I/Is1 KaKHOro uHTepdeiica.

ITOT NYHKT oTOOpaXkaeTcs Ha puHTepe, nopaep>xupaoueM PCL mnn PostScript.
1. Boitgure B Web Config u Bei6epute Bknanky Iledars > ITapameTpbl HacTpoiiku MHTep(eiicoB.

2. HacrpoiiTe Ka>Xblil S7IEMEHT.

(d TTapamMeTpbI HACTPOITKY BpeMeHM O>KMaHUA
YcraHoBUTe BpeMs O>KMJaHNA OTIIPaBKM 3a/jJaHNII IledaTy HanpAMylo 4yepe3 USB.
Mo>xHo 3afaTh 3Ha4eHMe oT 5 10 300 CEKYHJ ¢ IIaroM B OfIHY CEKYHTY.
Ecnu HeT HeOOXOMMOCTH UCIIONIB30BATh BpeMs O>KMpaHmsi, BBeauTe 0.
(1 S3pIk meyaTn
Bri6op s3bika mpuHTepa Ay kaxgoro USB-nHTepdeiica mmu ceteBoro nHrepderica.

ITpu BoIOOpe ABTO S3BIK II€4aTV aBTOMATUYECKY OIIpefie/IIeTCS OTIPABIeHHbBIM 3a/JaHMeM IIeYaTH.

3. Ilposeppre HacTpoiiky 1 Haxmute OK.

CooTBeTcTBYIOULAA MHoOpMaLuA

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27
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MapameTpbl own60K

YcraHOBUTE 0TOOpaXkeHNe OMMOKN IJIs1 YCTPOICTBA.
1. Boitgure B Web Config u Bei6epute Bknanky Iledars > IlapaMmeTpbl omm60K.

2. HacrpoiiTe KaXXablil 371eMeHT.

(d VBemom. 0 pasm. 6yMm.

Ykaxxure, ciiefyeT 1 oToOpaXkaTh Ha ITaHe! YIpaB/IeH)s OMMOKY, ec/u pasMep OyMaru B olpefie/IeHHOM
MICTOYHMKe OyMaru He COBIIaflaeT ¢ pa3MepoM OyMary, yKa3aHHBIM B JaHHBIX [IeYaTu.

(1 VBemomi1. o Tume 6ym.

YKaKuTe, criefiyeT M1 0OTOOpakaTh Ha IIAHEM YIIPaBJIeHN OMNOKY, eC/IU TUIL OyMary B olpee/leHHOM
MCTOYHVIKe OyMary He COBIIafiaeT C TUIIOM OyMary, yKa3aHHbBIM B JAHHBIX [IeYaTI.

d ABTOyCTp. OILL.

Ykaxure, CIenyeT /it aBTOMAaTN4Y€CKM OTMEHATD OI.LII/I6KY, €C/IN I10CJI€ BBIBOJA OomMOKY Ha 9KpaH C
ITaHE/IbIO YIIPABJICHN A B TEYEHNE 5 CEKYH/]] HE TIPOM3BOANTCA HUKAKNX onepaumﬁ.

3. IIposeppre HacTpoiiky 1 Haxmute OK.

CooTBeTcTBYIOWAA nHpopmauus

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27

YH. HacTp. neyaTun

Hacrpoiika me4aTty ¢ BHEIIHUX YCTPOIICTB 63 NCIOIb30BaHNA ApaiiBepa IpuHTepa.

HexoTopble 571eMeHTHI He 0TOOPa)kaloTCsA B 3aBICYMOCTM OT SI3bIKa IIe4aTy IIPUHTEpA.
1. Boiipure B Web Config 1 Boi6epute Bkaanky Ileyars > YH. HACTp. He4aTu.

2. HacrpoiiTe Ka>Xblil 37IEMEHT.

3. IIpoBepsre HacTpoiikyu 1 Haxmute OK.

CooTtBeTcTBYIOWaA MHpopMmauua

= «Jocryn k npunokeruto Web Config» Ha ctp. 27

OcHogHble
MapameTpbli OnucaHve

CmeLleHue ceepxy(-30.0-30.0mm) YcTaHOBKA BEPTMKaNbHOM No3uumy ymarn Ania Havyana neyartu.

CmeweHue cnea(-30.0-30.0mMm) YcTaHOBKA FrOPU30HTaNIbHOM No3uumm bymarn AN Havyana neyatu.

CmeLy. cBepxy Ha 060p.(-30.0-30.0mMm) YcTaHOBKa BEpPTUKanbHOWN No3uunm 6ymaru ana Havyana ABYCTOPOHHeN neyaTy Ha
obpaTHol cTopoHe Bymaru.

Cmeuy. cnesa Ha 060p.(-30.0-30.0mm) YcTaHOBKa ropr30oHTanbHOM nosuuuy 6ymarv Ana Hayana AByCTOPOHHe nevaTu
Ha obpaTHO cTopoHe Gymaru.
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MapameTpbl

OnucaHme

MpoBepKa WPUHbI GyM.

YkaxuTe, AO01XKHA NN NPOBEPATLCA WNPUHA 6yrvlar|/| npwu neyaTun.

Mponyck nycTbix CTp.

Ecnn B gaHHbIX Neyatn ectb nycTaAa CTpaHuua, TO B 3TOM peXnme OHa He 6y,qu
HaneyaTaHa.

KoHdpue. neuamu PDL

MoskHo 3agaTb mapametpsl i nedaty PCL unm PostScript.

ITOT IHKT OTOOpa)kaeTcs Ha IpUHTepe, nopnep>xnparomem PCL wm PostScript.

O6wume HaCTPOMKM

MapameTpbli

OnucaHme

Pa3mep 6ymaru

Bbibop pa3mepa Gymaru, Ha KOTOPOW CriegyeT neyatartb.

Tvin 6ymaru Bblbop TMna 6ymaru ons neyartu.
OpwueHTayuma Bbi6op opueHTaumm nevyaTu.
KauecTtBo BbI6op KauecTBa NeyaTy Ans TEKYLLEro 3ajaHus.

Pexxum skoHOMUMK yepHuMn

YcTaHOBKa neyaTtyi C MeHbLINM NOTpebieHnem YepHUn.

[MNopagok neyatn

Mo3BonsAeT neyatatb, HauMHas C NEPBON WSV NOCNEAHEN CTPAHNWLbI.

Yuncno konuin(1-999)

Bbibop KonmuecTBa Konui Ans nevatu.

lpaHnua nepenneta

Bbl60p nonoXeHnA nepenneTa.

ABTou3BeyeHue bymaru

Bbl60p ABTOMaTN4YeCKOro n3sne4vyeHnAa 6yMaFI/I No NCTeyeHnn BpemMeHn oXxXngaHma
3afjaHuA nevyaTtun.

2-CTOPOHHAA NeyaTtb

YcTtaHOBKa ﬂ,ByXCTOpOHHeVI neyatu.

MeHio PCL

MapameTpbli

OnucaHme

WNcTouHnK wpndra

Bbl60p MNCNoJsib30BaHMA YCTAHOBIEHHOIO Ha NMPUHTEPE mpmd)Ta nnun ero 3arpy3ka.

Homep wpndTa

YKaxkute Homep wprdTa, KOTOPbIA HYXKHO MCMONIb30BaTh.

LWar(0.44-99.99 cnms./gronm)

Ecnun ncnonb3syeTca Mmacwtabripyemblii 1 MOHOLWMPUHHDBIN WPUGT, yKaxuTe
pa3mep wprdTa B Warax.

Kernb B nyHKTax(4.00-999.75pt)

Ecnmn ncnonb3syeTca Macwtabripyemblii U NPONOPLMOHANbHBIN WPUOT, yKaXKute
pa3mep wpndTa B TOUKAX.

Habop cumeonos

Bbibepute Habop cMBONOB WPKdTA, KOTOPLI HEOOXOANMO MCNOJIb30BaATD.

Crpokun(5-128cTpokm)

YKaxkute uncno CTPOK Ha CTpaHuue.

QOyHkuma CR

Bbi6epuiTe onepaumio ans koga CR (so3spar).

OyHKumAa LF

Bbibepute onepauuio ans koga LF (HoBaa cTpoka) n koga FF (HoBas cTpaHuua).
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MapameTpbli OnucaHve
HasH. ncTouH. bymaru YKakuTe HazHaueHHbI NofaTunk Gymaru Ans KomaHgpl nogaum 6ymaru PCL.
MeHio PS3
MapameTpbli OnucaHve
Jluct ownbok YcTaHOBUTE, ClegyeT Ny nevataTb JIMCT OWMOOK NPy BO3HUKHOBEHUM OLWINOKN
nevatn PS3.
[BOWNYHbBIN YKaxKuTe, NPUHNUMALIOTCA 1 ABOUYHbIE JaHHbIE.
®opmar ctp. PDF YctaHoBuTe Ppopmat bymaru ansa nevatu PDF.

HacTpolika nouToBOro cepsepa

Hactpoiite B Web Config mouTosblit cepsep.

Ecnn IIPMHTEP MOXET OTHPABIATD IIEKTPOHHYIO IIOYTY, TO BO3MOXXHO ITIO/TYy4€HME OT IIPUHTEpPA YBe,ILOM)'[eHI/Iﬁ[ 10
3)'[eKTpOHHOI‘/'I II04TeE.

Ilepern HacTpoIiKOIl MPOBEPHTE CIAEAYIOLICE.
[ TIpuHTep MOAK/IIOYEH K CeTH C JOCTYIIOM K IIOYTOBOMY CepBepy.

d Mudopmanmsa o HacTpoliKe 57IeKTPOHHOIT II0YTHI Ha KOMIIbIOTEpe, UCIIO/Ib3YIOIIeM TOT JKe IIOYTOBBIN cepBep,
YTO ¥ IPUHTEP.

IIpumeuanue:
IIpu ucnonv3osanuu noumosozo cepéepa 6 Vnmepreme ymounume uHPOPMAUUI0 0 HACMPOTiKe Y NOCMABULUKA YCTLYe
unu Ha eeb-catime.

1. Boiigure B Web Config u Boibeprute Bkanky CeTb > CepBep 371. H04ThI > OCHOBHBIE.
2. BsepuTe 3sHaueHMe A7 KaXKJOTO 3/IeMEHTA.

3. Beibepure OK.
OT06paxkaroTcst BbIOpaHHbIE TapaMeTPBbL.

ITo 3aBepIIeHMN HACTPOVIKY BBIIOIHUTE IPOBEPKY MONK/II0YE€HNA.

CootBetcTByOWana uHopMmaLumna
= JIpoBepKa COeIMHEHNs OYTOBOTO CepBepa» Ha CTP. 38
= «[TapameTpbl HACTPOITKY TTIOYTOBOTO CEpBepa» Ha CTp. 37

= «Jocryn k npunoxkeruto Web Config» Ha ctp. 27
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MapameTpbl HACTPOMKMN NOUYTOBOIrO cepBepa

EPSON

Stalus Print [ FTReT Metworic Security Fraduct Seasiy Device Management

P:A;w ] Email Server > Basic
Wrea Lan

HirF et LBk 4IRS i T FRllEwing Eas
Email Strver - O Cnricte

— « ook Carbcale Lidaby

s tmnison Tenl Autraricafion Mehod

MostrenriScated ACcossni

Gaogle Claud Prict Senvices dstrarcated Passwond
Serders Email Address
BUTF Saretr ASdiess
SMTP Sarenr Pl Member
Beoire Confecian
Catficale Vakdaben

Eis recomesindad 19 abie e Certfcale Valdakon

Epsan Open Flafem

Tra CabRIHE 5 tbuned Io ule 3 Badunk Rnckan of T amail ki

SMTE AUTH E|

PO

mremnmsnans
epeonensontEst o
192.0.2.L27

25

Hane EI

= Enaftie Cesatle

Ewil o conrecled wihout conBrming B salety of e email server whin the Carthcale Vaidaton is dsatied

PP Sareer Addiess

POP3 Ewreer Posi Homber

MapameTpbi Hactpoika n 06bacHeHUA
MeTop ayTeHTUdUKaLMK YKaxute MeTof ayTeHTMGMKaLMM ANA JOCTYNa NPUHTEPA K CepBEPY 3NIEKTPOHHOW MOYTbI.

Bbikn BklouUTe 3TOT pexunm, eCivi MOYTOBLIV CepBep He TpebyeT
ayTeHTUdMKaLUn.

AYTEHTUOUKALNA SMTP AyTeHTnduKauma Ha SMTP-cepBepe (cepBep ncxopsLlen
nouTbl) NPy OTNpPaBKe NoYTbl.MOUTOBbIV cepBep AOMKeH
noaaepxnBatb ayTeHTnduKaumo SMTP.

POP go SMTP AyTeHTnduKauma Ha cepaepe POP3 (cepBep BxoasLen

nouTbl) Nepea oTnpaBKon NouTbl.Mpu BbIGOpE 3TOro
anemeHTa yctaHoBuTe cepeep POP3.

lpoBepeHHas yuer. 3anncb Mpw Bbibope AYTEHTUOUKALIUA SMTP vinv POP go SMTP ans napametpa Metog

ayTeHTUMKaLMI BBeAMTE UMA YUETHOIN 3anncK, NpoLUesLlei MpoBepKy NOANVHHOCTY,
nnnHoi ot 0 go 255 cumeonos ASCII (ot 0x20 go Ox7E).

Mpu BoiGope AYTEHTUOUKALINA SMTP Beegute yueTHyto 3anncb SMTP-cepepa.flpu
Bbi6bope POP go SMTP BBeauTe yueTHylo 3anucb cepsepa POP3.
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MapameTpbl

Hactpoika n 06bsacHeHuA

lMpoBepeHHbI Naponb

Ecnu Bbl Bbibpanu 3HaueHne AYTEHTUOUKALUA SMTP vnu POP go SMTP ans napametpa
MeTop ayTeHTUdMKaymm, BBeanTe Naponb ayTeHTdMKauum gnmHon ot 0 fo 20 CMMBONOB
ASClI (c kogamu ot 0x20 go Ox7E).

Mpw Bbi6ope AYTEHTUOUKALIUA SMTP BBeaunTe yueTHyto 3anucb ans SMTP-cepsepa,
npoLueAaLyo NpoBepkKy noasmHHocTu.Mpu Boibope POP go SMTP BBeaviTe yueTHYI0 3anucb
ana cepsepa POP3, npoweawyo npoBepKy NOASIMHHOCTU.

Appec 3n. nouthbl
oTnpasuTens

BBeguTe agpec 3neKTPOHHON MNOYTbl OTNPABUTENA, HAaNPUMEpP agpec SNEKTPOHHON NOYTbI
cUCTeMHOro agMuHucTpaTopa.OH NCNonb3yeTca Npw NPOoBepKe NOAJIMHHOCTY, NO3TOMY
BBeAWTE AeNCTBUTENbHDBIN aipec SNEeKTPOHHOW NOYTbI, 3aperncTPYPOBaHHbI Ha MOYTOBOM
cepsepe.

Beegute o1 0 go 255 cumBonoB ASCII (o1 0x20 no 0x7E), 3a ucknioueHuvem: () < >[1; ¥.Touka
(.) He MOXeT BbITb NepPBbIM CIMBOJIOM.

Appec cepsepa SMTP

BeeguTe o1 0 0 255 cMmBONOB, Ucnonb3ysa A-Z, a-z, 0-9, . n-Mcnonb3yinte dopmar IPv4 nnu
FQDN.

Homep nopra cepeepa
SMTP

Beegute uncno ot 1 go 65535.

be3sonacHoe nogkntoueHne

Bbibepute MeToa WwindpoBaHMsA A1A CBA3M C MOYTOBbIM CEPBEPOM.

Het Mpw BoiGope POP o SMTP B MeTop ayTeHTUdUKaLun
nopKtoyeHne He Wndpyertca.

SSL/TLS JTO AOCTYMNHO, ecnu anAa napametpa Mertog
ayTeHTUdUMKaLMM YCTaHOBNIEHO 3HaYeHe Bbikn nnu
AYTEHTUOUKALINA SMTP.MogkntoueHre wndpyerca ¢
camoro Havana.

STARTTLS T0 AOCTYNHO, ecnn AnA napameTpa Metoa

ayTeHTUUMKaLMM yCTaHOBNIEHO 3HayeHne Bbikn nnu
AYTEHTUOUKALIUA SMTP.MogkntoueHne wndpyertca He
M3HayasnbHO, a B 3aBMCYMOCTUN OT CETEBOW CpeApbl,
nepefaBaemble JaHHbIe B KOTOPO WirdpyoTCsa nnbo He
N3MEHAIOTCA.

MpoBepKa NogANHHOCTN
ceptTudumkaTon

Mpwy BKNOYEHUN 3TOTO pexrma npoBepseTca cepTndukat.PekomeHayeTcs 3afaTh 3HaUeHNe
Bxnountb.[11A TaKOM HACTPOWKN Ha NPUHTEP JOMKEH 6bITb MMNopTUpoBaH CepTudukat

Lc.

Anpec cepsepa POP3

Ecnu Bbl BbIOpanu 3HaueHne POP o SMTP ana napametpa Metop ayTeHTUduKauum,
BBeauTe agpec cepsepa POP3 anuHown ot 0 go 255 cumeonos, ncnonbsya A-Z, a-z, 0-9, .
n-.Mcnonb3synte popmar IPv4 nnn FQDN.

Homep nopra cepsepa
POP3

Ecnu 3HaueHne POP go SMTP ykasaHo ana napametpa MeTtop ayTeHTudunKauum, BBegrte
uncno 1 go 65535.

CooTBeTcTBYIOWAA nHpopmaLus

= «HacTpoiika MOYTOBOrO cepBepa» Ha CTp. 36

HposepKa coeannHeHNA NoYTOoBOro cepBepa

Mo>xHo IIPOBEPUTD COCAMHEHME C IIOYTOBBIM CEPBEPOM, 3aAITYCTUB COOTBETCTBYIOIIYIO IIPOLEAYPY.
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1. Boitgure B Web Config u Bei6epute Bknanky Cerb > CepBep 91. 1o4ThI > IIpoBepka NOAKIIOUYEHNU .

2. Bwi6epure Ilyck.

HauneTcs npoBepka HORK/IIOYEHNS K IOYTOBOMY cepBepy.Ilociie 3aBepleHNs IpOBEPKM OTOOPASUTCS OTUET
0 TIpOBEpKe.

CooTtBeTcTBYIOWAA MHopMmauua
= «Jocryn k npunoxkerunio Web Config» Ha ctp. 27

= JloscHEHNS K COOOIIEHNAM, OTOOPAKAEMBIM TIPY IPOBEPKE COEVHEHNS C TOYTOBbIM CEpBEPOM» Ha CTP. 39

MoAacHeHNA K coo6LWeHnAM, oTo6parKaeMbiM NpU NpoBepKe coeaNuHEHNA C
NOYTOBbIM CEpBEpPOM

CoobueHna MpuunHa
MpoBepka nogknoyeHrsA npoLusia 370 coobLyeHne oTobpaxaeTcs, Korga COenHEHVE C CEPBEPOM YCTaHOBJIEHO.
ycnelLHo.
OwnbKa cBsA3m ¢ cepsepom SMTP. 370 coobLeHne oTobpaxaeTca B criefyowWwuyx Ciyyasnx.
MNposepbTe cnegyiouee. - NapameTpbl
posep Ayiot P P (A TMpuHTEp He NOAKIIIOYEH K CEeTU.
cetn
(1 SMTP-cepBep He paboTaerT.
(J CeteBoe nopksnoyeHne 66110 NPepBaHO B NpoLecce nepeaaynt AaHHbIX.
[ MonyyeHbl HEMOJHbIE JAHHbIE.
OwnbKa cBa3m ¢ cepeepom POP3. 3710 coobLeHne oTobpaxaeTca B CliefyowWwumx Clyyasnx.
MNposepbTe cnegyouee. - NapameTpbl
posep Ayiot P P (A TMpuHTEP He NOAKIIIOYEH K CEeTU.
cetn
(1 POP3-cepBep He paboTaeT.
(J CeteBoe nopksnoyeHne 66110 NPepBaHO B Npouecce nepeaayn AaHHbIX.
[ MonyyeHbl HEMOJHbIE JAHHbIE.
MNpw nogknioueHnn K cepeepy SMTP 370 coobleHne oTobpaxaeTca B CliefyowWwumx Clyyasnx.

npowsoluna owmnbKa. NposepbTe
cnepyoulee. - Agpec cepsepa SMTP -
Cepsep DNS (1 NMpowusoluna ownbka npu paspeLieHnn nmeHn SMTP-cepsepa.

1 Mpowusowna ownbKa npu nogkntoueHmumn kK DNS-cepsepy.

Mpw noaknioyeHnn K cepsepy POP3 370 coobLeHre oTobpaxaeTca B CefyoLmnX ClyYasnx.
npowusoluna owmnbKa. MpoBepbTe

cnepytoulee. - Agpec cepsepa POP3 -
Cepsep DNS 0 Mpowsowna owmbKa Npy paspeLueHnn nmeHn POP3-cepsepa.

1 Mpowusowna ownbKa npu nogkntoueHmumn kK DNS-cepsepy.

Owwnbka ayTeHTMOUKaLMK cepBepa 370 coobLyeHne oTobparkaeTcs, ecsiv NPon3oLwna owmnbKa ayTeHTudUKaunm Ha
SMTP. MNposepbTe cnepytoulee. - Metog SMTP-cepBepe.

ayTeHTudMKaumm - NoaTsepKaeHHan
yuyeTHas 3anuchb - NoaTBepKAeHHbIN
naponb

Owwnbka ayTeHTMOUKaLMK cepBepa 370 coobLyeHne oTobpaXkaeTcs, ecsiv NPon3oLwna owmnbKa ayTeHTudUKaumum Ha
POP3. MNposepbTe cnepytouee. - Meton | POP3-cepsepe.

ayTeHTudMKaumm - NoaTsepKaeHHan
yuyeTHas 3anuchb - NoaTBepKAeHHbIN
naponb
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CoobueHna

MpununHa

Henopnep:kmBaemblii meTof CBA3M.
lMpoBepbTe cneaytouee. - Agpec
cepepa SMTP - Homep nopTta
cepsepa SMTP

JT10 COOGLU,EHI/IE OTO6pa)KaeTCﬂ, €CJIN Bbl NblTaeTeCb CBA3aTbCA MO
HenognepXnBaemMmbiM NPOTOKOJTaM.

He ypanocb nogkniountbca K cepsepy
SMTP. M3meHwnTe besonacHoe
noaksoyeHne Ha Het.

370 coobLyeHme oTobpaxaeTcA NPU BO3HNKHOBEHUW HECOOTBETCTBMA NO
npoTokony SMTP mexay cepBepoM 1 KIMEHTOM Wi B TOM Cllyyae, eciiv cepeep
He nopaep»KmBaeT 6esonacHoe nogknoueHune no SMTP (SSL-nogknioueHme).

He ypnanocb noakniountbes K cepeepy
SMTP. U3ameHuTe be3onacHoe
nogktoueHue Ha SSL/TLS.

D70 coobLeHMe OTOOPaXKaeTCs NPK BO3HUKHOBEHWM HECOOTBETCTBMSA MO
npotokony SMTP mexay cepBepom 1 KNMEHTOM WM B TOM Cllyyae, ecin cepsep
3anpalunBaeT UCNoNb3oBaHMe nogknoveHna no SSL/TLS anAa yctaHoBKM
6e3onacHoro noaksoyeHns SMTP.

He ynanocb nogkniountbcs K cepeepy
SMTP. U3meHuTe be3onacHoe
nogkntoueHne Ha STARTTLS.

D70 coobLLeHMEe OTOOPAXKAETCS NPY BO3HMKHOBEHW HECOOTBETCTBUSA MO
npotokony SMTP mexay cepBepom 1 KNMeHTOM Wi B TOM Cllyyae, eciin cepsep
3anpawvBaeT Ncnosib3oBaHmne nogknodeHna no STARTTLS anAa yctaHOBKK
6e3onacHoro noakntoyeHns SMTP.

HepoBepeHHOe coefuHeHne.
MNpoBepbTe cneaytowee. - lata u
Bpems

370 coobleHne OTObpaXKaeTcs, eciv NapameTpbl AaTbl M BpeMeHU NprHTepa
ABMATCA HEAOMYCTUMbBIMU VST UCTEK CPOK AENCTBUA cepTudmKaTa.

HepoBepeHHoe coeauHeHme.
MNpoepbTe cnepytolee. - Ceptudurkat

LcC

370 coobLeHne OTOBPAKAETCA, €CI MPUHTEP HE MEET KOPHEBOro cepTuduKaTa,

CooTBeTCTBYIOLLEro cepBepy, unu ecnu Ceptuoukat LiC He 6bl1 MMNOPTUPOBAH.

MopknioueHne HebesonacHoe.

370 coobLyeHne 0TOBpaKaeTCA, ecsiv NONyYeHHbIN cepTUdMKAT NOBPEXIEH.

Owwnbka ayTeHTMOUKaLMK cepBepa
SMTP. U3meHnTe MeTop
ayTeHTUdMKauum Ha SMTP-AUTH.

370 coobleHne 0TOBPAXKAETCA, eCiM BO3HMKAET HECOOTBETCTBME B METOAE
ayTeHTMdUMKALUM MeXay cepBepom 1 KnmeHTom. CepBep noagepxmeaert
AYTEHTUOUKALMA SMTP.

Owwnbka ayTeHTUOUKaLMK cepBepa
SMTP. U3ameHuTe MeToa
ayteHTnduKaumn Ha POP nepep SMTP.

70 coobLyeHre oTobpaXkaeTcs, eCN BO3HKAET HECOOTBETCTBME B METOAE
ayTeHTUDUKALMUN MeXaY CepBepoM U KnueHTom. CepBep He NoaaepKmBaeTt
AYTEHTUOUKALINA SMTP.

HeBepHbil agpec 31eKTPOHHON NoYTbI
oTnpasuTens. YkaxuTe agpec
3NEKTPOHHOW MOYTbl CBOEW MOYTOBOMN
CIyX0bl.

JT10 COOGLU,GHVIG 0T06pa)KaeTCﬂ, €eCnn yKasaH HeBeprIVI agpec 3. NoYTbl
oTnpasuTenAa.

[lo 3aBepLueHns o6paboTkm
06paTUTHCA K NPUHTEPY He YAACTCA.

370 cooblieHne 0TOBpaXKaeTCs, eC/iM MPUHTEP 3aHAT.

CooTtBeTcTBYIOUAA MHPopMaLuA

= «[IpoBepKa CoeMHEeHNs [I0YTOBOTO cepBepar» Ha cTp. 38

BHeceHMne cncTteMHbIX HacCTpoOéeK

HacTpoika naHenu ynpasneHuns

BrInonmHnTe HaCTPOVIKY ITaHeNMN yIIpasIeHnsA npyuHTepa.HacTpoilky MOXXHO BBIIOTHUTD C/IEAYIOMINM 06pa3oM.

40




PyKOBOD,CTBO AaAMUHNCTPATOpPa

1.

2.

3.

Hactpoinkn ¢pyHKumin

Boitnute B Web Config 1 Bribepute BKIagKy YpasaeHue ycrpoiicteamu > IlaHenp ynpasieHns.

ITpy HeOO6XOAMMOCTY HACTPOIITE CTIEHYIOLIE JIEMEHTBL.

1 Ad3pik

Bri6epute oTo6paXkaeMblil A3bIK Ha ITaHE/V YIIPAaBIeHUA.

[d brokmposKa maHenm

Ecnu BeI BeIOepuTe 3HaYeHMe BKII. Ipy BBINIOJTHEHVM ONlepaLuii, TpeOyIoMX IIpaB afMUHUCTPATOpPa,
HeoOXoMMO Oy/ieT BBOJUTD IIapo/b afMuHMCcTpaTopa.Ecnm mapons agMuHNCcTpaTOpa He 3a/iaH,
67T0KMPOBKa ITaHeIN OTK/IIOYeHa.

(d TarimayT omepanumn

Ecnu BbI6paTb Bk, IIpY BXO/i€ B Ka4€CTBE IIO/Ib30BATE/IA MIN aAMUHNCTpPAaTOPa YIIpaB/I€HNMA JOCTYIIOM,
BBITIOTTHAETCS aBTOMAaTUYeCKII BBIXOM M3 CUCTEMBI U IIepexon Ha HavyaabHbIN 9KpaH IIpN OTCYTCTBUMA
AKTVMBHOCTYU B T€YEHME OIIPENETIEHHOTO IIEPMOJa BpEMEHN.

MoxxHo 3afaTh 3Ha4eHMe OT 10 ceKyHp, o 240 MUHYT C IIarOM B OJHY CEKYHTY.

IIpumeuanue:
Takse MOHHO HACMPOUMDb IMU NAPAMEMPbL HA NAHENU YNPABEHUS NPUHmMepaA.

A Asvix: Hacmp. > O6wue napamempot > Ocnos. nacmpotixku > A3vix/Language

d Brokuposka navenu: Hacmp. > O6ujue napamempot > Admunucmpup. cucmemot > Hacmp. 6esonacnocmu >
Hacmpoiiku aomunucmpamopa > Pynxuus 6noxuposxu

[ Bp. oxc. on.: Hacmp. > O6wue napamempot > Octos. Hacmpotixu > Bp. osxc. on. (mosxro ykasamv «Bkn.» unu
«Buikn.»)

Haxxmurte OK.

CooTtBeTtcTBYIOUAA nHPopMaLuA

= «Jloctyn k npunoxennio Web Config» Ha cp. 27

HacTpoiiku sHeproc6epexeHns Bo Bpems 6e3aencrensn

MosxHo HaCTpOUTb BpEMA IIEPEXOA B PEXXUM 3HepI‘0C6€pe)KCHI/IFI VIV BBIK/TIOYEHMA INTAHNA IIPU OTCYTCTBUN
Heﬁ[CTBI/II;I C ITaHE/IbIO YIIPABJICHNA IPMHTEPA B TECYEHME OIIPENETIEHHOTO BpeMeHI/I.3aJ.IaI7[Te Bpe€M:A B 3aBVICMOCTHU
OT Cpé€fpbl MCIIO/Ib30OBaHMA.

1.

Boiigute B Web Config 1 BoibepriTe BKIanky YipaBieHue ycTpoiicTBaMu > JHeprocéepexeHue.
BBepute Bpems i1 TaiiMep aBTOBBIKTIOUEHM, YTOOBI [IEPEKTIOIUTHCS B PEXKUM 9HEProchepexxeHus Ha
niepuop, 6e3aericTBIS.

MO>XHO HaCTpOUTDb 3HaUeHMe BIJIOTD 0 240 MUHYT C IIaTOM B OGHY MUHYTY.

Ipumeuanue:
Taxsce MONCHO HACMPOUMb MU NAPAMEMPbL HA NAHENU YNPABTIEHUS NPUHMEDA.

Hacmp. > O6wue napamempot > Ocnos. nacmpoiiku > Tatimep omx.

Bri6epute BpeMs oTKMoYeHNs 1 TaiiMep BBIKTIOYEHIIA.

Ilpumeuanue:
Takse MOHHO HACMPOUMDb IMU NAPAMEMPYL HA NAHENIU YNPABEHUS NPUHmMeEPA.

Hacmp. > O6wue napamempot > Ocrnos. Hacmpotixu > Taiimep évikniouenus
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4. Haxmure OK.

CooTBeTcTBYIOWAA MHPopmauua

= «Jocryn k npunoxkerunto Web Config» Ha ctp. 27

CuHXpOHMN3aLMA AaTbl 1 BpeMeH C MOMOLLbIO CepBepa BpeMeHM

ITpu cunxpoHuU3anum ¢ ceppepoM BpeMenu (ceppepoM NTP) MOXXHO CMHXpOHM3VPOBATh BpeMs IPUHTepa I
KoMIIbIoTepa B ceTn.CepBep BpeMeHM MOXKeT pa3MeIlaThbCs KaK B CaMOil OpraHM3amui, Tak u B VIHTepHere.

ITpu ucnonb3osannu ceprudukara LIC v nposepku nogmmHHOCTH Kerberos Henonmagky 13-3a pasHUIIbI

CUCTEMHBIX YaCOB MOXXHO IIPENOTBPATUTD IIYyTEM CMHXPOHM3AMN C CEPBEPOM BPEMEHU.

1. Boiipure B Web Config 1 Boibepute BKIanky YipapneHue ycrpoiicteamu > [lara u Bpems > Cepsep
BpEMeEHIL.

2. Bnibepure sHaueHMe Vicnonb3oBath i napaMeTpa Vicnonb3oBaHue cepBepa BpeMeHM.

3. Bsepute afpec cepsepa BpeMeHM B KayeCTBe 3HaUeHM: IIapaMeTpa AJpec cepBepa BpeMeHI.
Vcnonssyiite popmar IPv4, IPv6 nnm nonHoro foMeHHoro uMeHu.Beegure He 6omee 252 cuMBosos.B
IIPOTMBHOM C/Ty4ae OCTaBbTE 9TO II0/I€ ITYCThIM.

4. Bsengute VIHTepBan o6HOBIeHNs (MUH.).

Mo>XHO HaCTpOUTh 3Ha4YeHME BIVIOTH 10 10 800 MMHYT C IIarom B OJHY MUHYTY.

5. Haxwmnure OK.

IIpumeuanue:
Bui mosceme nposepumv cocmosinie noOKmoueHUs k cepaepy epemenu 8 pasdene CocmosiHue cepeepa épemen.

CooTBeTcTBYIOWAA MHpopmaLus

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27

Hacrpouka AirPrint

YcTaHOBUTE 3TOT PEXXMM IIPYU UCIO/Ib30BaHMM IedaTy AirPrint.

Boiipute B Web Config n Boibepnte Bxinagky Cerb > Hacrpoiika AirPrint.

MapameTpbli OnucaHne
Cny»xebHoe nmsa Bonjour BeeauTe uma cnyx6b1 Bonjour gnnHon ot 1 fo 41 cumsonos B ASCII (ot 0x20 fo
Ox7E).
MecTononoxeHune Bonjour BeepunTe uHPopmMaLMio O MECTOMONOMXKEHUI, HANPUMEP ONMCaHMe MeCTa, rae
YCTaHOBJIEH NPUHTEP, AfIMHON He 6onee 127 6anT B Koguposke Unicode (UTF-8).
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MapameTpbli OnucaHve

[eonosuy-e BBeanTe MHGOPMaLIMIO O MECTOMOJIOKEHNW MPUHTEPA.DTOT MNYHKT

HeobA3aTeNbHbIN.
LLnpota n gponrota (WGS84)

BeepunTe 3HaueHuns, ncnonb3ya gaHHble WGS-84, B KOTOPbIX WMPOTa U JONTOTa
OTAENATCA 3anATON.

[nA wupoTbl MOXHO BBECTU 3HaYeHne oT -90 go +90, a gna gonrotbl — oT -180 go
+180.M0oXHO BBECTV 3HaUEHME C LEeCTbIo AeCATUYHBIMU Pa3pAaaMm, TaKkxKe
MOXHO ONYCTUTb 3HAK «+».

MpropuUTETHDLIN NPOTOKON BbibepuTe B KauecTBe NPOTOKONa Bbiclwero npuoputeta IPP nnn Port9100.

Wide-Area Bonjour Ykaxute, cnegyet nu ncnonb3osatb Wide-Area Bonjour.llpu ncnonb3osaHun
Takon GpyHKLMM NPUHTEP HYXHO 3apernctpmposaTtb Ha DNS-cepsepe, 4tobbl
MOXHO 6bINIO HAXOANTb €ro B JaHHOM CErMeHTE.

Bkn. AirPrint IPP, Bonjour, AirPrint BkntoueHbl, a IPP ycTaHaBn1BaeTcA TONbKO C 3alyLLeHHbIM
coeIHEeHnEM.

NUcnonb3oBaHune cny6bl Epson Connect

C nomompio cmyx6s1 Epson Connect, focTymnHoit B VIHTepHeTe, MOXKHO IleyaTaTh ¢ Balllero cMapTdoHa,
IUIAHIIEeTa WIM HOYTOYKa KOIZja YTORHO U IPaKTUYeCKN OTKYZAa YTORHO.

B VHTepHeTe JOCTYIHBI CIefyoLIye QYHKIMN.

Email Print YnaneHHasa nevatb Epson iPrint Remote Print Driver

4 4 4

ITonpobrOCTH CM. Ha BeO-caitTe moprana Epson Connect.
https://www.epsonconnect.com/

http://www.epsonconnect.eu (Tonpko EBpomna)

Ucnonb3oBaHue Epson Open Platform

MHdopmaunsa 06 Epson Open Platform

Epson Open Platform — sTo nnatrdgopma mys ucronb3oBaHus npuHTepoB Epson ¢ ucnonb3oBanmeM GyHKImI
cepBepa ayTeHTU(PUKALIUINL.

CoBMECTHO ¢ cepBePOM OHA MO3BOJIAET MOTYIUTD XXYPHAIbI KaXKIOTO YCTPOJCTBA U IONTb30BATES, 3 TAKXKE
HAaCTPOUTD OTPaHNYEHNS JJI YCTPOICTB M GYHKIMIL, MCIIONb3yeMBIX Ka>KIbIM II0/Ib30BaTeNIeM Win rpymnmnoit.Ee
MO>KHO MCIIONIb30BaTh BMecTe ¢ Epson Print Admin (cucremort ayrentndukanuy Epson) umm ctopoHHelt
CUCTeMOJ Ay TeHTUPUKALINYL.

[TonK/IIYMBIIICH K YCTPOVICTBY ay TeHTU(MKALINY, MOXXHO TAaK)Xe BBIIOTHUTD ay TEHTU(PUKALINIO IIOTIb30BaTeNs C
nomoutbo ID-kapThI.
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Hactpomka Epson Open Platform

Axrusupyiite Epson Open Platform, 4To65!I MMeTb BO3MO>KHOCTD MCIIONb30BATh 3TO YCTPOVICTBO U3 CUCTEMBL
ayTeHTU (UKL,

1. Boiipure B Web Config n Boibepnte Bxianky Epson Open Platform > Knrou npogykra.

2. BBemure sHavyeHUe I KaXKAOTO 971eMEHTA.

(A CepuitHblit HOMep

OTO6pasuTCs CepUITHBIIT HOMEP YCTPOCTBA.

(4 Bepcus Epson Open Platform

Bui6epute Bepcuto Epson Open Platform. Tpe6yemas Bepcust 3aBUCHUT OT CUCTEMBI ay TEHTU(PUKAIINNL.

(d Beegure Kimtou npogykra

BBenyTe KII0Y IPOYKTA, IOYYEHHBI Ha BbIAe/IEHHOM BeO-calite.[loMONHUTeIbHBIE CBEeHs
(HampuMmep, 0 TOM, KaK IIOJTY9UTh KJTI0Y IIPOAYKTa) MOXHO HaiiTu B pykoBozicTBe 1o Epson Open Platform.

3. Haxwmure Cnegyromuii.

OTtobparkaeTcst 3aIIpOC TOATBEPXKAEHNS.

4. Haxmure OK.

Hacrporiku npuHTEepa 0OHOB/IEHBI.

HacTpoika ycrponcrea ayteHTUPpuKaumn

HacTtpouts ycTpoiicTBo ay reHTUUKALNY, CIOIb3yeMO€e CUCTEMOI ay TeHTU(MKAL[MY, MOXXHO Ha BK/IajiKe
Ynpasnenue ycrpoiicteamu > Kaprpupep.

IIOHO}IHI/ITe)II)HbIe CBE€IOCHIA MOXHO HalTHU B PYKOBOJCTBE K CICTEME ayTeHTI/I(i)I/IKaLU/H/I.
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Hactpoikn 6e3onacHocTy npoAyKTa

HacTtponkmn 6esonacHOCTN npoAyKTa

B 3T0i% Ir/TaBe paccMaTpUBAIOTCA HACTPONKY 6€30IaCHOCTY YCTPOICTBA.

BBepgeHune B pyHKLMM 6e30NacHOCTM NPOAYKTa

B aTom paspene onucpiBaroTcs GyHKIuM 6e30macHOCTH yCTpoiicts Epson.

HasBaHue ¢pyHKUUN

Tun pyHKUUN

Yr1o onpepenatb

Yro npepoTBpawaTh

HacTtpoiika napons
aAMUHUCTpaTopa

Bbnokupyet HacTpolikn
CUCTEeMbI, TaKne Kak
HacTpolKa NOAKMIOYEHMNA K
cetv unu USB.

AOMVHUCTpaTOp 3a4aeT
naporb 1A YCTPOCTBa.

MOXHO yCTaHOBWTb 1
MN3MEHUTb 3TOT pexkum B Web
Config n Ha naHenn
ynpasneHnsa npuHTepa.

Mo>Ho npegoTBpPaTUTDL
He3aKoHHOe YTeHve 1
n3MeHeHune nHGopmauuu,
KOTOpas XpaHWUTCA Ha
YCTPOWNCTBE, Hanpumep
naeHTMoNKaTopOoB, Naponen,
HacTpoek ceTun 1 T. a.Kpome
TOro, MOXHO CHU3UTb
LUMPOKNI CNEKTP PUCKOB
6€30nacHOCTN, TaKNX Kak
yTeuka nHbopmaumm o
ceTeBOW cpefe Nnv NoanTuKe
6e3onacHoCTL.

HacTtponka gna
yrpaBneHus JOCTYNoMm

Ecnu BbI BbINONHWTE BXOA C
UCNonb30BaHNEM
npeaBapuTenbHoO
3aperncTpupoBaHHON
yyeTHoW 3anmcu
nonb3oBarens, Bbl CMOXeTe
MCMosb30BaTb MPUHTEP.

3almTa OT HE3aKOHHOro
[OCTYyra BCEX CUCTEM,
OT/INYHBIX OT CUCTEMDI
NPoBEPKN NOAANHHOCTH.

3apeructpupyiTe niobyto
YUYETHY!I0 3anuchb
nonb3oBaTens.

Bbl moXxeTe
3apeructpuposaTb o 10
Y4YeTHbIX 3anucen
nonb3oBaTtenen.

PUCK yTeuku n He3akoHHOro
NPOCMOTPA AAHHBIX MOXET
6bITb CHUXXEH MOCPELCTBOM
CBefeHNA K MUHUMYMY
Konmuectsa GyHKLMIA B
COOTBETCTBUY C BU3Hec-
KOHTEHTOM U POJbto
nonb3oBarens.

HacTtpoiika BHewHero
uHTepdeiica

YnpasneHue nntepdencom
AN1A NOAKIIOYEHA K
YCTPOWCTBY.

BkntouunTe nnn otknouute
NFC n nogkniouyeHne K
komnbloTepy no USB.

(d NFC: npepgoTtBpaiiaet
HeneranbHylo nevyatb C
ncnonb3zoBaHnem NFC.

(d USB-nogknioueHne
KOMMbloTepa:
npegoTBpalyaeT
HeaBTOPU30BaHHOE
1CNonb3oBaHne
YCTPONCTBA, 3anpeLyas
neuatb 6e3 noaknoUYeHns
no ceTu.

CooTBeTcTBYIOWAA MHpopmaLus

= «O nporpamme Web Config» Ha cp. 26

= «EpsonNet Config» Ha cTp. 80

= «HacTpoiika maposis a]MUHUCTPATOpa» Ha CTP. 46

=» «OrpaHndeHye TOCTYIHBIX QYHKIWIT» Ha CTp. 51
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Hactpoikn 6e3onacHocTy npoayKTa

=» «Otkm0ueHne BHenHero nHrepdeiica» Ha cTp. 53

HacTpoiika naponsa agMmuHucTpaTopa

YcTaHOBKa apo/Is afMVHUCTPATOpa MOXKET IIPeOTBPATUTDb M3MEHeH e IT0Tb30BaTe/IAMY [TapaMeTPOB
YIIpaB/IeHNs CUCTeMOI.3afaTh ¥ M3MEHUTD [TApO/Ib AMMHICTPATOpa MOXKHO ¢ roMolibio Web Config, manenu
yIlpaBjIeHVs IIpUHTepa Wiy nporpammuoro obecneyenus (Epson Device Admin).IIpu ucnonszoBannmn
[IPOTPaMMHOTO 00eCIede s N3y InTe JOKYMEHTALMIO KaXK 0l IPOrPaMMBlL.

CootBeTcTBYIOLaA NHPOopMmauns
= «HacTpoiika maposis a]MMHUCTPATOpa Ha TIAHEM YIIPABIeHNs» Ha CTP. 46
= «HacTpoiika maposs agMuHIcTpaTopa ¢ nomoinpio Web Config» Ha crp. 46

= «Epson Device Admin» Ha cTp. 80

Hactpoiika napona agMmnHUCTpaTopa Ha NaHenu ynpaBieHus

MOo>XHO HaCTPOUTD NMAPO/Ib AAMUHUCTPATOPA Ha MaHE/ IV YIpaBIeHNA IPUHTEpa.

1. BoiGepure HacTp. Ha aHenu yIpasieHNs IpUHTepa.

2. Boibepure O61uiye mapamMeTpsl > AGMUHUCTPUP. cucteMbl > Hactp. 6esomacHocTH.
3. Beibepure HacTpoiiku agMuHUCTpaTOpa.

4. Boibepure Ilapons agMuHKCTpaTOpa > Perncrpanms.

5. BsemuTe HOBBIN TAPOIID.

6. Bsemure maposnb eme pas.

7. Boibepure OTKIOHUTSD, 3aTeM Ha>KMUTe KHONKY OK, 4TOOBI 3aKpBITh 9KpaH HOATBEPIKCHMS.
OrobpaskaeTcs 9KpaH HACTPOEK afMIHICTPATOpa.

Ilpumeuanue:
MosxcHo usmeHumy unu yOanums napoiv amMuHucmpamopa, éviopas Usmenumo uny Copoc na sxpare Ilaponv
AOMUHUCIMPAMOPA U 66€05T NAPONb AOMUHUCTIPANOPA.

HacTtpoika napons agMmuHucrparopa c nomouwbio Web Config

C nomompio Web Config MO>XXHO HaCTpPONTD IIapOJIb AIMUHNUCTPATOPA.

1. Boiipure B Web Config 1 Boibepute BkIanky BesomacHocTs ycrpoiicTsa > VMismennts ITapons
aIMMHUCTPATOPA.
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2. Bsegute mapons B none HoBblit mapons 1 Haxxmute IloaTBepauTs HOBBII Maponk. Eciu Heobxoxumo,
BBEITE MM IIO/Ib30BATENIA.

HpI/I HeO6XO}II/IMOCTI/I CMEHDI ITapOJIsd BBEAUTE TeKYHH/II?[ Imapob.

EPSON

Stalus Print Hetwark BMahwark Sequrity Protuc] Sacuity Device Management Epson Open FlaSonm

Acoess Coatrod Sefings

] Change Administrator Password

B
slizer Selngs
Dot padiwiaid
Esternal Infectace
Charss Adeinistraisr P Llgsr reame Ebis Getatan 0 and 20 characlens
wenaon_ademin
Hiw Paagwadd Dobie Batatan 1404 20 chiracens

I LI TI ATy

Conlrm Herw Fasswoed FHIFTEE R

HESUE 1S ML=t B SSrrmurmisady vl WTTIPS i $ifiini] an H0-as 40 s pasiwied

3. Boibepure OK.

Ilpumeuanue:
d Ymobvt ycmanosump unu usmeHums 3a6710KUPO8AHHbLE IleMeHMbL MEHIO, wienkHume Bxoo ona
aomMuHuCcmpamopa, samem 86edume napons AOMUHUCMPamopa.

A Ymobwt yoanumv naponv admuHucmpamopa, svibepume 8xnaoxy besonacnocmv ycmpoiicmea > Yoanumo
Iaponv admunucmpamopa, a 3amem 86edume naposv AOMUHUCHIPAMOPA.

CooTBeTCcTBYOWasA NHPOpMaLuA

® «Jlocryn k npunoxkeruto Web Config» na crp. 27

YnpaBneHune pa6botom c naHenbio

Ecnu YCTAHOBJIEH IIapOJIb aIMMHNCTPATOPA U BK/IIOYEHA (byHKHI/IH CDYHKLU/IH 6)'IOKI/IPOBKI/I, TO MOXXHO
336)’[OKI/IPOBaTb JIEMECHTBI, OTHOCAIIMECA K CUCTEMHDBIM HaCTpOf;[KaM IIpMHTEpPA, YTOOBI I10/Ib30BATENN HE MOI/IN
M3MCHUTD UX.
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BknoueHne OyHKUMA 6510KMPOBKIN

Bxirounte @yHK1MsT O7TOKMPOBKY [UIsl IPUHTEPA, HA KOTOPOM YCTAaHOBJIEH ITAPOJIb.

HpenBapMTeanO HY>XHO HaCTpOUTD IIapOJIb afMIHNCTpAaTOpA.

BknioueHne OyHKLNA 610KNPOBKN Ha NaHeN ynpaBneHna

1.

Brr6epure HacTp. Ha IaHenu yipasieHus IpuHTepa.

Yro6bI BLIOpATD 971€MEHT, ITepeMecTiTe POKYC Ha 3TOT 9MEeMEHT C IOMOLIbI0 KHOIIOK AV, dy >, 3aTeM
Haxmute KHOnKy OK.

Bei6epure O6uiye mapameTpst > AGMUHUCTPUP. cucTeMbl > Hactp. 6e3omacHocTH.
Bei6eprre HacTpoiiku agMuHKUCTpaTOpa.

Bri6epute Bk B paspene @®yHKIus GIOKUPOBKU.

Bbl6ep]/[Te Jla Ha 3KpaHe NOATBEPXKAEHNA.

Bei6epure Hactp. > O6mue mapamerpsl > HacTpoiiku cety, 3aTeM ybenuTech, YT0O Hapoib 3alpaninBaeTcs.

BknioueHne OyHkuyuna 6noknposku B Web Config

1.

Boitnute B Web Conﬁg 1 HuKMUTe BXxop ans agMuMHNCTpaTopa.
Beenute uMs nonbzoBaTens u naponb u Haxmure OK.

Bri6epute BKIafiKy YiipaBieHue ycTpoiictBamu > IlaHenb ynpapneHus.
B Bnokuposka nmanenu Boi6epute Biir..

Haxxmure OK.

Bei6epure Hactp. > O6mume mapamerpsl > HacTpoiiku ceTy Ha IaHenu yrpasjeHIs IPUHTEPa, 3aTeM
ybennTech, 4TO Mapoyb 3aIpaIlNBaETCs.

MapameTpbl DyHKLNA 6NOKNPOBKN ana MeHio O6wme napameTpbl

910 cmcok nmapamerpoB OyHkumst 6mokupoBku B MeHio Hactp. > O6miye mapaMeTpsl Ha TaHeIn yIIpaBIeHysI.

MeHio O6we napameTpbl Bbnokuposka na-

Henn

OCHOB. HaCTpONKK —
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MeHio O6uye napameTpbl Bnokuposka na-
Henn

ApkocTb guncn. —
Taimep oTK/. v
Tanmep BbIKNIOYEHNA v
HacTp. patbl u BpemeHu v
f3bik/Language v
Bp. ox. on. v
Knasnatypa —

HacTtpolikn npuHTepa —
Hactp. nctouH. bymaru —
fA3bIk neyatn 3 v
YH. HacTp. neyatn v
KoHur. neyatn PDL"3 v
ABTOYCTp. OLL. v
Peryn. TonwuHbl 6ymaru v
Tuxnih pexmm v
Bpems BbICbIXaHWA YepHUN —
USB-noaknioueHne K PC v
Bpema oxug. uHtepd. USB™3 v

HacTpoiikn cetn v
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MeHio O6uye napameTpbl Bnokuposka na-
Henn

Hactporiika Wi-Fi v
HacTpolika nposogHo JIBC v
CraTyc cetn v
CocToA. nposog. JIBC/Wi-Fi Vel

CocTosHune Wi-Fi Direct Vel

TabnMLbl COCTOAHMA Vel
MpoBepkKa NoaKtoYeHNA K ceTh /2
PacwmpeHHble V4
Wmsa ycTpoiicTea v

TCP/IP v

Mpokcn-cepsep v

Appec IPve v

NFC v

CKOpOCTb COEAVH. 1 AyNneKcHasA CBA3b v

MNepeHanpasneHune HTTP Ha HTTPS v

OTkntoumnTb IPsec/ Gunbrpauusa IP v

OtknmiounTb IEEE802.1X v

HacTpoliikn Be6-cny»x6bl v
Cny»6a Epson Connect v
Cny»xba obnauHon nevatn Google v
AOMVHACTPUP. CUCTEMBI v
OUUCT. BHYTp. NamsATb "3 4
HacTp. 6e3onacHocTn v
Ypanutb Bce KoHbMAaeHU, 3aa. v

Hactpolikn agmmHucTpaTtopa v

Maponb agMnHKUCTpaTopa v

DOyHKUKMA 6110KMPOBKM v

Boccr. HacTp. no ym. v
O6HoBneHune BcTpoeHHoro MO v

v = OJIOKUpYeTCsL.
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— = He OIOKUPYeTCsL.

*1  [axe ecnv 3neMeHTbl Ha BepXHeM YPOBHE MOTryT 6/10KMpOBaTbCA Naponem aiMUHUCTPATOPa, OHW No-NpexHemy 6yayT
JocTynHbl B MeHIo Hactp. > CocTosHue npuHTepa/lleyaTb C TakUM Xe Ha3BaHUEM.

*2  [axe ecsiv 3neMeHTbl Ha BEPXHEM YPOBHE MOTYT 6/10KMPOBaTbCA Naponem aiMUHNCTPATOPa, OHW NO-NpexHemMy 6yayT
L

LOCTYNHbI Ha MMaBHOM 3KpaHe > i | E > L > anI HEBO3MOXXHOCTN YCTAaHOBUTb NOAKJlOYeHNe K ceTun.

*3 DTOT MyHKT 0TOOpaXkaeTcs Ha IpuHTepe, noapep>xusatoieM PCL vy PostScript.

CooTBeTcTBYIOWAA nHpopmauus

= «[lapamMeTpbl MEHIO 11 AIMUHUCTPUP. CUCTEMBI» Ha CTP. 96

OrpaHunyeHune fOCTYNHbIX PYHKLNN

MO>XHO 3aperucTpUpOBaTh yYeTHbIE 3aIJICH Ha IPUHTEPe, CBA3ATh UX C PYHKIVIAMMU U YIIPABIATh GYHKLAMI,
KOTOpBIE MOTYT MICIIO/Ib30BaTh ITO/Ib30BATE/IN.

ITocrme perucTpanuy JaHHBIX ayTEHTUPUKALNH B ApaliBepe IPUHTEpa MOXKHO BBIIOMHATD MIEYaTh C JAHHOTO
koMibioTepa.CBeleHNA O ITapaMeTpax ApaliBepa CM. B CIIpaBKe JpaliBepa WM PYKOBOICTBE K HEMY.

HacTpoika ynpaBneHuns gocrynom

Ilns ucnonb3oBanmsA QYHKLUUM yIIPpaBIeHNA JOCTYIIOM CO3/aliTe YUeTHYIO 3aIIICh II0/Ib30BaTeIA 1 BKITIOUNUTE 3T
(YHKIVIO Ha YCTPOJICTBE.

Co3paHue yyeTHOM 3annucuy nosb3oBartens

Cospanue y4eTHOI 3al1CH IIOIb30BAaTENA [/l KOHTPOJIA HOCTYTIA.

1. Boitgure B Web Config u Bei6epute Bknanky besonmacHocTh ycTpoiicTBa > IlapaMeTpbl KOHTPOIIA KOCTYIA
> Ilonmb3oBaTenbcKie HACTPOMKIL.

2. Haxwurte [Jo6aBUTD /151 HOMEPA, KOTOPBI TpebyeTcst 3aperncTpyupoBarh.

g Baxcno:

IIpu ucnomv3osanuu npurmepa ¢ cucmemoti aymenmuguxavyuu Epson unu opyeux xomnanuii
3apezucmpupyiime ums NOIbL308AMeNs OsT HACMPOUKU 02PAHUMEHUS N0 HOmepom om 2 00 10.

IIpozpammnoe obecneueruie, makoe Kak cucmema aymeHmudukayuu, ucnonvsyem Homep 1, nosmomy
coomeemcmeytouee UM NONb308AMENS He OMOOPaANAeMCA HA NaHenU YyNpasieHus npurmepa.

3. HacrpoiiTe KaXXablil 371€eMEHT.

[ VMmsa onb3oBatens

BBenyte M, oToOpakaeMoe B CIIMCKe MMeH I10/Ib30BaTeNelt, [yINHOM OT 1 fo 14 6yKBeHHO-1MPOBBIX
CUMBOJIOB.

(d ITapons

Beennre mapons ot 0 fo 20 cumBosos B ASCII (ot 0x20 o 0x7E).IIpu nuuImanusanumu naponis ocTaBbTe
€ro IYCTBbIM.
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(J Bri6epure KHOIKY-(IaXXOK /11 BKIIOUEHNUA MY OTKTIOUEHNS KaXXKTO0I 13 QYHKIUIL.

Bei6epute GpyHKLMIO, pa3pelleHHYIO I VICIIO/Ib30BaHMUA.

4. Haxwmnre IIpuMeHNTS.
Yepes onpeneneHHoe BpeMsa BEPHUTECH K CIIMCKY HACTPOEHHBIX II0/Ib30BaTENEN.

Y6enurech, YTO UM TONH30BATENA, 3aPETUCTPUPOBaHHOE B VIMsA Nonmb3oBaTens, 0ToOpaXkaeTcs, a IyHKT
do6aBuTh n3MeHWICA Ha VI3SMEHUTD.

U3meHeHue y‘-léMHOﬁ 3anucu nosb3oeamens

V3meHnenne Y‘IeTHOﬁ 3anmncm, SapeFVICTpVIPOBaHHOﬁ 7151 KOHTPOJIA JOCTYIIA.

1. Boiigure B Web Config 1 BoibeprnTe Bk1anky BesomacHocTs ycrpoiicTBa > ITapaMeTpbl KOHTPO/LA AOCTYIA
> Ilonp3oBaTebCKIe HACTPOIKM.

2. Haxmute Vi3MeHNTSD [/11 HOMepa, KOTOPBIII TpeOyeTCst MISMEHUTb.
3. VisMmeHuTe KaXXJbIil 9JIEMEHT.

4. Haxwmure IIpuMeHNTS.

eres onpeneicHHOoE€ BpeMA BEPHUTECD K CIIMICKY HACTPOCHHbBIX MMO/Tb30BaTE/EN.

Y0oaneHnue yyemHolii 3anucu nonb3oeamens

YnanMTe YYETHYIO 3alIMICh, 3apETMUCTPUPOBAHHYIO /1A KOHTPOJIA HOCTYIIA.

1. Boiipure B Web Config 1 Boibepute Bk1anky BesomacHocTs ycrpoiicTBa > IlapaMeTpbl KOHTPO/LA OCTYHA
> Ilonbp3oBaTebCKIEe HACTPOMKIL.

2. Haxmure Vi3aMeHUTD [/11 HOMepa, KOTOPBIiT TpeOyeTcs YaaIuTh.

3. Haxwmure Yganurs.

n Baxcno:

IIpu Haxcamuu Yoanumv yuemuas 3anuce nonv3osamens 6ydem yoaneHa 6e3 3anpoca Ha
noomeepscoerue. Byovime sHUMAMENbHDL NPU YOaneHUU YHEMHOL 3aNUcy.

ere3 onpeneicHHOoe BpeMA BEPHUTECD K CIIMICKY HACTPOCHHbBIX MMO/Tb30BaTE/EN.

BknioyeHune ynpaBieHnAa goctynom

ITpu BK/IIOYEHMM YIIpaB/IeHNA OCTYIIOM IIPMHTEP CMOTYT MCIIO/Ib30BaTh TOIbKO 3aperuCTPUPOBAHHbIE
M10/Ib30BATEIN.

1. Boitgure B Web Config u Bei6epute Bknanky besonmacHocTh ycTpoiicTBa > ITapaMeTpbl KOHTPOIIA KOCTYIA
> OcHOBHBbIE.
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2. BbiGepure BKIIOYNTH yHpaBIeHMe JOCTYIIOM.

ITpu Bbi6Ope PaspemnTh BHIMOTHEHME IeYaT Y CKAHVPOBAHNA 6e3 CBeleHMiT ay TeH TM(PMKAIN MOXHO
BBIIIOJIHATD I1eYaTh C MCIIOIb30BaHUEM IPaiiBepOB, He YCTAHOB/IEHHBIX BMecTe ¢ MHpOpMauyeit 1yl
ayTeHTU (UKL,

3. Haxwmnure OK.

OTKnouYeHne BHewWHero nirepdenca

MO>KHO OTKITIOUNTDb MHTepQelic, MCIIOIb3yeMBlil [/L MOAK/IIOYEeHN A YCTPOVICTBA K IpUHTepy.BblnonHuTe
HACTPOJIKY OrpaHNYeHNIT, YTOOBI Pa3peIlNTD MeYaTh TOIBKO IO CeTH.

IIpumeuanue:
MosHo maxie UsMeHUMb HACMPOTIKY 0ZPAHUYEHUT HA NAHeNU YNPABTIeHUsI NPUHmMepa.

(A NFC: Hacmp. > O6ugue napamempuot > Hacmpoiixu cemu > Pacuupennvie > NFC

A USB-nooknwuenue k PC: Hacmp. > O6uue napamempot > Hacmpoiixu npunmepa > USB-nooxntouenue x PC
1. Boiipure B Web Config 1 Boibepute Bkanky BesomacHocTs ycTpoiicTBa > BHenmnmit maTepdeiic.

2. Buibepure OTKIIOYMTD [1s1 GPYHKINIT, KOTOPbIe HEOOXOAMMO YCTaHOBUTb.
Bri6epyute BKIIOYMTD, YTOOBI OTK/IIOUNUTD YIIPaBICHIE.
d NEC
OTK/TI0YNTe MHTETPUPOBAHHBII B ITaHesb yrpasienus nunrepderiic NFC.
1 USB-nopkouyenne k PC

Bol MoxeTe orpaHnunTh ucnonb3osanue mopra USB mis nopkmouenns ¢ komnbotepa.Ecnin Heobxonumo
YCTQHOBUTH OrpaHNdeHMe, BbiOeprTe OTKIIOYNTS.

3. Haxwmure OK.

4. YGCJII/ITGCb, 4TO OTK/IIOUYEHHBIN IIOPT HE MOJKET JVICIIO/Ib30BATbHCA.

A NFC

Y6emuTech, 4TO IpU IOTHECEHUY K IPUHTEPY YCTPOIicTBa ¢ noppepKkoil ¢pyukunu NFC, HanpuMep
cMapTdoHa, IPUHTED HE OTBEYAET.

[ USB-nogxmouenne k PC
Ecnu Ha KOMIIbIOTepe OBLT YCTaHOBIIEH paiiBep
[MopxmrounTe IpUHTEP K KOMIIBIOTEPY ¢ moMolbio kaberss USB u ybennrecn, 4TO IPUHTEP He IIe€YaTaer.
Ecnu Ha koMIIbIoTepe He ObLT yCTaHOBIIEH IpaiiBep
Windows

OTkpoiiTe fuUcIeTYep YCTPOIICTB, 3aTeM IOAKIIOUNATE IPUHTEP K KOMIIBIOTEPY ¢ oMolpio kadens USB u
ybenurech, YTO CofiepKMMOe ANCIIeTYepa YCTPOVICTB He MEHACTCA.

Mac OS

[TopxmounTe NPUHTEP K KOMIIBIOTEPY C ITOMOLIbI0 Kabernss USB u ybenutech, YTO MPUHTEP OTCYTCTBYET
npu go6aBneHun NpuHTepa B MeHIo IIpMHTepbI M CKaHepBI.

CooTBeTcTBYIOWAA MHPopmaLus

= «Jloctyn k npunoxernio Web Config» Ha ctp. 27
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HacTtponkun pa6oTbl n ynpaBneHuns

B 37011 r/1aBe 0O'BACHSIOTCS 37IEMEHTBI, CBsA3aHHbIE C eXXEJHEBHOI pabOTOIL U YIIpaBIeHUEeM YCTPOICTBOM.

BxoA B cuctemy NpuHTepa B KauecTBe
agMuNHMCTPaTopa

Ec/u Ha mpuHTepe YCTaHOBJIEH NapOJIb aIMUHICTPATOPA, /A pabOThI € 3a67I0KMPOBAHHBIMM /IEMEHTaMI MEHIO
Web Config HeoOxonuMo BOITHI B CHICTEMY IPUHTePa B KaueCcTBe afMUHICTPATOpa.

BBCJII/ITC Imapojb A1 pa6OTI)I C 3a6HOKI/IPOBaHHbIMI/I 9JIEMEHTaAMM MEHIO Ha ITaHE/IN YIIpaBI€HNA.

Bxop B cuctemy npuHTtepa ¢ nomouibto Web Config

ITpu Bxone B Web Config ¢ mpaBaMu afMIHUCTPATOPa MO>KHO paboTaTh C 9/IeMeHTaMM, 3a0/I0KMPOBAHHBIMY B
pasperne OyHKIVA 6TOKMPOBKIUL.

1. Bsepure IP-apec npuHTepa B anpecHylo CTpOKy Opaysepa, uTo6s! 3anyctutb Web Config.
2. Haxwmure Bxop gna agMuHNCTpaTopa.
3. BsepuTe nMs 1onb3oBaTesA ¥ Hapolb AIMUHIUCTpaTOpa B oA VM nonb3oBartensa u Texkymii mapons.

4. Haxwmure OK.

HPI/I aYTeHTI/I(bI/IKaLU/H/I Ha 9KpaHe€ IMOABATCA 336}IOKI/IPOBaHHbIe JJIEMEHTDI ! ITYHKT BI)IXO]Z[ LA
afMUHUCTPATOPA.

[lenkunte Boixop And afMUHUCTpATOPA [/ BBIXOJA.

IIpumeuanue:

IIpu evibope 3nauernus Bkn. ona napamempa Ynpaenenue ycmpoticmeamu > Ilanenv ynpaenenus > Tatimaym
onepauuu 6v1x00 Oyoem 8viNoNHEH ABMoMAMuYvecky npu 6e30eiicmeuy namenu ynpasneHus 6 meveHue onpedeneHHozo
nepuooa spemeHu.

MNoparBepxaeHne nHopmaym npuHTepa

MpocmoTp nHPopmaunm Ha NaHen ynpaBfieHnn

Ha naHenu ynpasieHus MOXXHO IIPOCMOTPETH U pacleyaTarh CIefYIOLYI0 MHGOPMAIINIO.

(J Yncno HaneyaTaHHBIX CTPAHMUIL
Hactp. > CueTynk xonuii

Mo>KHO ITpOBepUTb 061Iiee YMC/I0 HAalleYaTaHHBIX CTPAHUILI.
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[d Pecypchr
Hactp. > CocTrognue nogaun

MO>XHO TPOCMOTpPeTh MHPOPMALINIO O KAPTPHUPKAX ¥ eMKOCTH A7Isi OTPAOOTAHHBIX YEPHIIL.

(d JINCTOK COCTOSTHMA IMPORYKTa
Hactp. > Cocroanne npunrepa/Iledars > Iley. micT cocr.

Mo>KHO HaIe4aTaTh TMCTOK COCTOSAHMS, HA KOTOPOM COfIEP>KUTCS TakasA MHPOPManys, KaK CBefleHNs O
IpUHTEpe ¥ PACXOFHBIX MaTepyaax.

[ Csegenns o cetu
Hacrp. > O6uue mapamerpsl > Hactpoiiku cetn > Cratyc cetn
Hactp. > Cocrosanne npunrepa/Iledats > CeTb

Mo>HO IpOCMOTpeTh MH(POPMAINIO, OTHOCALIYIOCS K CeTH, TAKYI0 KaK COCTOsIHVE CeTeBOr0 MOAKIIIOYeH N,
IapaMeTphl CEPBEPA 3/IEKTPOHHOM IOYTHI 1 T. ., ¥ Halle4YaTaTb IMCTOK COCTOSTHUSA CETH.

1 Oryer 0 ceTeBOM MOIK/ITIOYEHNN

Hactp. > O6uiue mapamerpsl > Hactpoiiku cetu > IIpoBepka mogKII0ueHUS K CETU

0 O

I'naBHBIN > i L > le/l HEBO3MO>XHOCTHN YCTAHOBUTD NOJKIIOYEHNE K CETU

MoxxHo IIPOCMOTPETD COCTOAHME CETEBOTO ITOAK/IIOYEHNA IIPUHTEPA M HalledaTaTb OTYET.

[d CocrosiHie ceTeBoro IIOAKITIOYCHU A

InaBHbIT > E ‘ E > MapmipyTusarop

MO>XHO IPOCMOTPETh COCTOSIHME MOKITIOYeHMsI I IPOBOJHOI/0eCIIPOBOJHOI TOKATbHO CETH.

Mpocmotp nHpopmauum B Web Config

MOo>XHO IIPOCMOTPETh CTIefyIole CBefleHNs 0 paboTe puHTepa B paspene Cocroaune cpencrsa Web Config.
d CocTosHMe yCTpOiiCTBa
ITpocMoTpuTe JaHHBIE: S3BIK, CTATYC, 0OIAUHYI0 CIYXO0Y, HoMep npoaykTa, MAC-afpec 1 T. I.
A Craryc cetn
IIpoBepbTe cBefleHNs 0 COCTOAHMM CeTeBOro Nopkmodenns, IP-agpece, DNS-cepsepe u T. 1.
[d TexHuveckoe 06CIy>XKuBaHMEe

HpOCMOTp]/ITe HepBI)IIZ AE€HDb IT€YaTy, CIETIMK 3aM€E€HbI YEPHIII, KOIMYIECTBO Hall€daTaHHbIX CTpaHNL],
KO/MN4YE€CTBO Hall€4YaTaHHBIX CTPAHNI] 110 KaXKIOMY A3BIKY U T. II.

(4 Cratyc o6opynoBaHus

ITposepka cocTossnusA Beex ceret Wi-Fi m NFC.

[ IManens "CHuUMOK"

OTtob6pakeHne CHUMKA SKpaHa IS [TaHe/I! YIpaBlIeHNs YCTPOIICTBA.
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NMonyuyeHne yBegomneHunin no s3N1eKTPOHHON NouTe,
Korpa nponcxoaaT coobiTna

MHdopmauma 06 onoBewweHNAX MO 1eKTPOHHON noyTe

910 PyHKIMA yBELOMIEHMs, KOTOPasA P BOSHUKHOBEHMY TaKUX COOBITMII, KaK OCTAaHOBKA [eYaTy U OLIMOKa
IIPUHTepPa, OTIPAB/IseT COObIIeHIe 37IeKTPOHHOI IIOYThI Ha YKa3aHHBI afpec.

MO>XHO 3aperncTpupoOBaTh 4O IATH alPECOB ¥ HACTPOUTD IIAPAMETPbI YBEJOM/IEHMIA 11 KaXKIOTO U3 HUX.

YT0OBI MCIIONB30BATD 3TY (PYHKINIO, Iepefl HACTPOIKOI yBeJOM/ICHIII He0OXOIMO HaCTPOUTD CepBep
3JIEKTPOHHO ITOYTHI.

CooTtBeTtcTBYIOLAA MHPopMaLua

= «HacTpoiika MOYTOBOTO cepBepa» Ha CTp. 36

HacTpornka onoBeweHnin No 3/1IeKTPOHHON NoyTe

Hacrpoiite onoBeljenns 1o 3/eKTPOHHOI mmouTe ¢ omolpio Web Config.

1. Boitaure B Web Config u Bei6epute BKIafiKy YIpaB/IeHUe YCTPOICTBAMI > YBeJOMIeH e IO 37IeKTPOHHOM
moure.
2. YCTaHOBUTE TEMY yBEIOM/ICHUII 3JIEKTPOHHON ITOYTBHI.
Bei6epure cofepxumoe, oTobparkaeMoe B TeMe, IIPH IIOMOLIM CTIEAYIOLINX FBYX PaCKPbIBAOLIMXCS MEHIO.
(J Bri6paHHOe cofep>XMoe 0ToOpaxxaeTcs pagoM ¢ moneM Tema.
(1 CreBa 1 cripaBa He/b3s1 YCTAHOBUTD OJJTHAKOBOE COZlEPKIMOe.
(4 Ecmn uncno cumBonos B nojnie Pacnonoxxenue npesbiiiaeT 32 6aiiTa, CMMBOJIBL, BBIXOAALYE 32 TPaHuUIly 32
6aiiTOB, OTOPACHIBAIOTCA.
3. Bsenure afpec 9MeKTPOHHOI IOYTHI I/ISI OTIIPABKI YBEJOM/ICHUIL.
Victionbayiite cumBonbl A-Z a-z 0-9 1#$ % & '* + - ./ =27 _{|} ~ @; mmHa MOXeT cocTaBIATh OT 1 10 255
CUMBOJIOB.

4. BpibepuTe SA3BIK OIOBEICHMIL.

5. YcraHoBute CbHa)KOK 19} 8-t CO6I)ITI/II7[, O KOTOPBIX HeO6XOILI/IMO TIO/Ty49aTb YBEIOMJICHNA.

Homep HacTpoiiku yBemoMIeHNIt CBA3aH ¢ HOMepoM HasHadeHus IlapameTpsl agpeca 3MeKTpOHHOM
TOYTHI

ITpumep:
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Ecnmu yBEAOMJIEHIE TO/DKHO 6I)ITI) OTIIPABJIEHO Ha aJipec SHGKTPOHHOI‘/‘I IIOYTHI, YCTaHOBTIeHHbHZ 1A 9YUCiia 1B
ITapameTpsI affpeca 5MeKTPOHHOI MOYTHI, KOTZA B IPUHTEpPe 3aKAHINBAETCs GyMara, TO yCTAHOBITE
¢naxxok B cronb1ie 1 B crpoke Her Oymarm.

EPSON PR
Stabus Prinl Hetwark w0ty Produd Seourty hvice Lasagemast Epson Open Fladonm
I,_I.p“. ] Email Notification
Powal Sxang
Card Flesse Sotun e Emdl Senvi 19 e bie B amdl nodcion
Expost and bmport Seting Value Gusjed Selng
SEspait Susjec < Sias) - WF-CE IR0 Saries>
il status [=] prrzes podel  [=]
Firmwans Updsle Emnail ASHeES SHENS
:-C.:I;II"?;':-TI' Hamarantad Ernail in salecied language will 2o sl io esch address
P Address 10 [AAmnQAAS cam Engkh |
»Dispiay Format ASdess 20 [Ganeai@ARA com Enghh -]
sDiatd and Time Addiess 3 Englsh ;'l
#Tima Deference AdEss 4 Englh =]
sTistd St A3dEss 5 Erghih ;]
Hgkicion Semngs
Ermiail wall bt S0 whish perdud sEadus 15 a8 checkad
[ Address.
1 [ 2] 3] 4] s
INE Sugpdy ondTEjio be rplaced Ll |
AE & i
Mainienanos Sor #nd of Serso iy L
Mainienanog 24T naaring esd o o+
ATtk e i Pasid chasged Ll
Page ot £
Priing stopged® L
Privier gimar G
T Bl o
- S0 i) Mabory 7
FIL toardalwe | &2

oI e o s |

6. Haxwmnure OK.

[TonTBepauTe OTIPAaBKY YBEJOM/ICHMS IO 3JIEKTPOHHOII II0YTE B C/Iy4ae KaKUX-TMO60 COOBITUIL.

ITpumep: mevyarsb npu yKasaHuy VcTounyk 6ymary, ecnu 6ymara He YCTaHOBJICHA.

CooTtBeTcTBYIOWAA MHpopMmauua

= «Jocryn k npunoxkeruto Web Config» Ha ctp. 27

= «HacTpoiika MOYTOBOTO cepBepa» Ha cTp. 36

Hapame‘rpbl YBep,OMIIGHI/Iﬁ no 3ﬂeKTpOHHOI7I no4re

MapameTpbl

HacTpoiikun n onncaimne

TpebyeTca 3ameHa 6noka nopaun
YyepHuI.

YBepgomneHuve o TOM, 4TO YepHWa 3aKOHYNNNCb.

Mano yepHun

YBegomneHue o ToM, YTO YepHW/a CKOpPO 3aKOHYaTCA.

EmKocTb Ans oTpaboTaHHbIX YepHWI:
NCTEK CPOK CITYKObI

yBenomneHme O TOM, YTO éMKOCTb AnA OTpa6OTaHHbIX YyepHWUn 3anosiHuNacb.
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MapameTpbl

Hactpowkn n onucaHmne

EMKOCTb AnA 0TpaboTaHHbIX YepHU:
NCTEKaET CPOK CyObl

YBegomneHve o TOM, YTO eMKOCTb AnA OTpaGOTaHHbIX YepHUn CKOPO 3anOJIHUTCA.

Maponb agMUHMCTPaATOPa U3MEHEH

YBegomneHmve 06 U3MeHeHUV Napons agMMHUCTPaTopa.

Het 6ymaru

YBefomneHune 06 ownbke OTCYyTCTBUA 6ymarV| ANA yKa3aHHOro NCTOYHUKa 6ymarm.

MNeuaTtb NnpepBaHa*

YBepomneHune 06 0CTaHOBKe MeyaTu 13-3a 3amMATvA Bymaru nnm o6 oTcyTCTBUN
KacceTbl ¢ bymarot.

OwwnbKa npuHTepa

YBefomneHve 06 ownbKe NpuHTEpPa.

OwwnbKa Wi-Fi

YBepgomneHvie 06 ownbke nHTepderica 6ecnpoBOfHON IOKaNbHON CeTU.

OuwnbKa BcTpoeHHas kapTa SD

YBepomneHue o6 owmnbKe BCTPOEHHON KapTbl SD. DTOT NYHKT oToOparkaeTcs Ha
npuHTepe, nogaepmeatowem PCL nnmn PostScript.

Owwu6Ka Mnata PDL

YBepgomneHue o6 owwmnbke ocHoBbl PDL. 3TOT NyHKT oToGpaxaeTca Ha NpuHTepe,
nogaepxmsatowem PCL nnn PostScript.

Owwnbka NFC

YBegomneHue 06 olwnbke ocHoBbl NFC.

O6HOBNEHNe MNKponporpaMmmbl

Korzna BbIXOAUT HOBast BepCys MUKPOIIPOTPaMMBbl, Hy>KHO OOHOBUTb MUKPOIIPOTPaMMY IIPUHTEPA, YTOOBI
E00aBNUTb HOBbIE (PYHKIMM U YCTPAHUTD CYIIECTBYIOLIVE IPOOIEMBIL.

O6HOBNEeHne BCTPOEHHOro NporpaMMHoOro obecneyeHns npuHTepa
C MOMOLLbIO NaHeNn ynpaBneHUs

Ecmy nprHTEp MOXeT OBITh IOAKIIIOUEH K VIHTepHeTY, MOXXHO 00HOBUTD BCTpoeHHOe [1O nprHTepa ¢ IOMOIIbIO
IaHenm ynpasieHnsa.KpoMe Toro, MO>KHO HaCTPONUTD IIPUHTEP Ha PEry/IAPHYIO IIPOBEPKY Hammdys 0OHOB/ICHUI
BcTpoeHHoro 11O 1 onoBeleHNIT 0 HaIM4Iyy OOHOB/IEHHBIX BEPCHIL.

1. Boibepure HacTp. Ha Haua/IbHOM 3KpaHe.

Y1061 BHIGPATH S7eMeHT, epeMecTuTe BOKyC Ha 3T0T ameMenT ¢ momompbio kHomok A, ¥, €y P, sarem

HakmuTe KHONKy OK.

2. Boibepure O6mMe mapamMeTpsl > ATMUHUCTPUP. cucTeMbl > O6HOBNIeHNe BCTpoeHHoro 110 >

O6HoOBIIEHME.

IIpumeuanue:

Buibepume Ysedomnenue > Bxn. 0715 HACMpotiKu npuHmepa Ha pecynspHyo nposepxy 00CynHoix 06Ho8eHUTI
BCMPOEHH020 NPOZPAMMHO20 0bechedeHUsT.

3. Beibepure 3amyck mpoBepKu.

HpI/IHTep HAYHET BBIIIOTHATD IIOVICK JOCTYITHBIX OOHOBJIEHMIA.

58




PyKOBOﬂ,CTBO AAMUHNCTPATOpPa

Hactpoliiku pa6oTbl n ynpaBneHus

4. Ecmm na JKK-akpane oTobpakaeTcs coobuieHne o Hamauy o6HoBeHNs BcrpoenHoro 110, cnenyiire
MHCTPYKIUAM, YTOObI Ha4aTh IIPOLEAYPY OOHOBICHMS.

g Basxcno:

[ He svikniouatime u He omknouatime npuxmep om cemu 00 mex nop, noka He 3a8epuiumcs 00Ho6eHUe.
B npomusrom cyuae npunmep mosxerm GyHKUUOHUPOBAIND HEUCTPABHO.

1 Ecnu 06Hosnenue He 0110 3a8epuiero Uy Obiio 3a6epUuieHO ¢ OUUOKOLL, NPUHMED He 3anYCIUMCS 8
06vtuHoM pexcume, npu credyrouem exmouenuu npurmepa Ha KK-axpane 6ydem omobpacetrio Recovery
Mode.B maxom cnyuae Heo6xo0umo 06Hosumyv ecmpoentoe I1O ¢ nomouipio komnviomepa. Coedunume
npunmep u komnviomep ¢ nomowsvio USB-kabens.Ioka na npunmepe omobpaxcaemcsi Recovery Mode, ébi
He cmosceme 00Ho8UmMb ecmpoentoe I10 no cemesomy coedunenuro.Ha komnviomepe omkpoiime catim
Epson onst saudesi cmpanvt u 3azpy3ume nocneoHiow eepcuio scmpoenrozo 110 Jns o6noenenus cnedyiime
UHCMPYKUUSIM HA 6€0-catime.

O6HoBneHne mukponporpammbi c nomoubio Web Config

Ecnmu npuHTep MOXKeT OBITh OAK/IIOYEH K VIHTepHeTY, MOXHO 00HOBUTB BcTpoeHHOe ITO mpuHTepa ¢ MOMOIIbIO
Web Config.

1. Boiigure B Web Config 1 BoibepuTe BKIanKy YiipaBieHue ycTpoiictBamu > OOHOB/IeHNe BCTPOEHHOI
NpPOrpaMMBbL.

2. Haxwmure Ilyck.
3amyckaeTcsi MOATBEPXK/ieHIE MUKPOIIPOTPaMMBI, IIOC/IE Yer0 OTOOPAXKAIOTCsI CBEEHNsI O MUKPOIIPOrpaMMe,
€C/IU CYIIeCTBYeT OOHOB/IEHNE MUKPOIIPOTPAMMBI.

3. Ienxuwure Ilyck 1 BHIOTHUTE MHCTPYKIUY HAa SKpaHe.

Ipumeuanue:

Moscno maxe 06Ho8UMb MUKponpozpammy ¢ nomougpio Epson Device Admin. MoxcHo 8usyanvro noomeepoums
c6e0eHUs 0 MUKPONPOZPAMME 6 CHUCKE YCMPOLICE.Omo 0Ka3bleaemcst NONe3HbIM, eclil He00X00UMO 00HOBUMD
MUKPONPOZPAMMY HA HeCKONbKUX ycmpoticmeax.JononnumenvHole céedeHUs MoxHO Hatimu 6 pykosoocmee Epson Device
Admin unu 6 cnpasxe.

CooTtBeTtcTBYIOUAA MHopMaLuA
= «Jloctyn k npunoxennio Web Config» Ha ctp. 27
= «Epson Device Admin» Ha cTp. 80

O6HoBNeHne MMKponporpamMmmbl 6e3 nogknioueHns K UHTepHety

MOo>HO 3arpy3UTbh MUKPOIIPOTpaMMy YCTPOJICTBA Ha KOMIIbIOTep ¢ BeO-caiita Epson, a 3aTeM IOAK/IIOYNTD
YCTPOICTBO ¥ KOMIIBIOTEp € oMolLbio kKaberst USB 1 06HOBUTD MuKponporpaMMy.Eciu BbI He MOXKeTe
BBIIIO/IHUTH OOHOBJIEHME Yepe3 CeTh, BOCIIOIb3YIATECh CIEAYIOLIM METOIOM.

1. Tlomyuure gocTym K Be6-caiiTy Epson 1 3arpysure MUKpOIIpOTpaMMy.

2. TlopxmounTe KOMIBIOTED, HA KOTOPBIII 3aTpy>keHa MUKPOIIpPOrpaMMa, K IIpUHTepy depes kabenp USB.

3. IBaxnpl IieNKHUTe 3arpy>keHHbliT paitn EXE.

3anyckaercs Epson Firmware Updater.
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4. CrnenyiiTe MHCTPYKUMAM Ha 3KpaHe.

Pe3sepBHOe KONUpPOBaHNe HaCTPoeK

MO>XHO 9KCIIOPTHPOBATh YCTAHOBJIEHHOE 3HaYeHMe napaMerpa u3 Web Config B ¢aiin.9To MOXXHO UCIOIb30BaTh
A7 pe3epBHOTO KONMPOBAaHMs 3HAYEHUI TapaMeTPOB, 3aMeHbI IIPUHTEPa 1 T. .

®Daiin IKCIIOPTUPYETCA KaK ]:[BOI/I‘iHbII?I, IIO3TOMY €TO HENMb34 6YI[€T MN3MCHUTD.

DKCNOPT HacTpoeK

OKCIIOPTUPYIiTe TapaMeTPhl /1A IPUHTEPA.

1. Boitgure B Web Config u Bei6eprte BKIafiky YpaBiieHue ycTpoiicTBaMy > 3HaYeHMe HaCTPOIIKYU SKCIIOPTa
¥ UMIOPTa > DKCHOPT.
2. Bsibepure HACTPOIIKY, KOTOPBIE HEOOXOAMMO IKCIIOPTUPOBATD.

Bei6epure HacTpoiiku i skcriopra.Ecimu BBIOpaTh poguTeNbCcKyIo KaTerOpuIo, Takoke OyyT BBIOPaHBI BCe
nopkateropuy.OZHaKoO /I BBIOOPA CTAHOBATCA HELOCTYIIHBIMY Te IIOIKATEeTOPUY, KOTOPbIe IPUBOMAT K
omyn6OKaM IyIUIMKAlMY B paMKaX OffHOJ ceT (Harpumep, Jymmkanym IP-agpecos n T. 1.).

3. BsepuTe maposs i uM@poBaHUA SKCIOPTHPOBAHHOTO (aiiya.
I umnopta daiiia Heo6xoauM mapoab.OcTaBbTe HOJIe Mapojist IYCThIM, eC/Ii He Tpebyercs umdpoBaHue

darina.

4. Haxmure IKCHopT.

g Basxcno:

Ecnu Heobxo0umo sxcnopmuposamn cemesvle Hacmpoliku npuxmepa, Hanpumep ums u IPv6-adpec
ycmpotiicmeaa, évibepume Brniouume 0ns1 6v160pa omoenvHvix napamempos ycmpoticmea u samem
svibepume 00nonHUMenvHvle dnemeHmobl. VIcnonvsytime 6vi6panHvie 3HAYEHUS MONLKO OIS NPUHMEPA HA
3ameny.

CooTBeTcTBYIOWAA MHPopmaLus

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27

MmnopT HacTpoek

Vmmoprupyiite skcioptuposanHbli ¢aiin Web Config Ha mpunTep.

g Baxcno:

IIpu umnopme 3Hauenutl, cO0ePHAULUX UHOUBUOYATIbHBLE C8edeHUs, Hanpumep umeHu unu IP-adpeca npunmepa,
ybedumecw, umo 6 cemu Hem maxoeo xe IP-adpeca.ITpu cosnadenuu IP-adpecos npurmep He ompaxcaem 3mo
3HaueHue.

1. Boiigure B Web Config 1 BoibeprTe BK1aaKy YipapieHue yCTpoiicTBamMu > 3HaueHe HACTPOVIKY IKCIIOPTa
¥ umMnopra > ViMmopr.
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2. BbiOepurTe sKCIOPTVPOBAHHBII (Baill 1 BBefUTE 3alI(pPOBAHHBII IAPOIIb.
3. Haxwmure Cnegyrommii.
4. BpiOepure HaCTPONKY, KOTOpbIe HEOOXOAMMO UMIIOPTHPOBATD, 3aTeM HaxkMuTe CIey oIMmii.

5. Haxwmnure OK.

HacTtpoiiku 6ynyT IpuMeHeHbl Ha IpUHTepe.
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YcTpaHeHMe Henonaaok

CoBeTbl NO peLieHnIo Nnpodnem

(d ITpocmoTp coobiienus 06 ommbke

ITpy BOSHMKHOBEHNM HETIONIA/IKY CHAvYajIa IPOBepbTe Halmu4ye Kakux-mbo coobIeHNit Ha IaHenu
yIIpaB/ieHMs IPMHTEpa MY Ha 9KpaHe ApaiiBepa.Eciu HacTpoeHa OTIIpaBKa yBeTOMJICHMI! 110 3/1eKTPOHHOI
HOYTe B C/Ty4ae KaKuX-1M00 COOBITHI, TO BB CBOEBPEMEHHO y3HaeTe O IIPOM3OIIe/IIeM.

[d Otuer 0 ceTeBOM MOIK/IIOYEH NN
IIpoBenuTe [MAarHOCTUKY COCTOAHMA CETU M NIPUHTEPA, 3aT€M HalledyaTaiiTe pe3ysbTar.

O6HapyXeHHYIO OIIMOKY MOXXHO HAlIT/ Ha CTOPOHE IIPUHTEPA.

(1 ITpoBepka COCTOSIHUS COEVHEHISI
ITpoBepbTe COCTOSIHIE CBA3MU C CEPBEPOM WM K/IMEHTCKIM KOMIIBIOTEPOM, UCIIONIb3Ys TaKye KOMaH/IbI, KaK
ping u ipconfig.

[ ITpoBepka HOAKIIOYEHNS

J71s mpoBepKy MOAKIIOUYEHV I IPMHTEPA 1 IIOYTOBOTO CepBepa BBHIIIOMHNTE Ha IPUHTEPe IPOBEPKY
nopxodeHnss. Kpome Toro, mposepbTe HOAKIIOYEHNE KINEHTCKOTO KOMIIBIOTEpa K CepBepy, YTOObI IPOBEPUTD
COCTOSIHIIE CBA3M.

A ViHunuanmusanys napaMeTpos

Ecnu mpo6eMa He cBsi3aHa ¢ TEKYIVIMY ITapaMeTPaMy ¥ COCTOSIHIEM CBS3U, OHU MOTYT OBITb PeIeHBI ITyTeM
OTK/IIOYeHMsI VJIK cOpOca CeTeBbIX IIapaMeTPOB IIPMHTEPA U UX HOCIeHYIOLeil IIepeHaCcTPOIKOIL.

MpocMoTp COCTOAHNA NPUHTEpPaA

Iis1 onpepienieHNs IPUYMHBI IPOOIEMBI IPOBEPbTE COCTOSIHIE IPUHTEPA M CETH.

MpocmoTp coobueHnn 06 ownbke

MpocmoTp coobuieHna 06 ownbKe B yBefOMIEHMM NO /IEKTPOHHOM NoyTe

[Tony4nB yBeoM/IeHMeE IO 9EKTPOHHOI IT0YTe, YOeHUTeCh, 4TO 9TO coobIIeHNe 00 OIMOKaX OTIIPAB/IEHO C
IpUHTEpA.

Ecyt B 9TOM 37IEKTPOHHOM IIMCbMe COfIEP>KAaTCs YKa3aHU IO PEIIeHUI0 IIPOOIeMBI, CTIeAYITe VM.

CooTBeTcTBYIOWAA MHPopmauua

= «JlomydeHne yBeOMIEHUIL TIO 3/IEKTPOHHOI MOYTE, KOT/Ia TIPOUCXOAAT COOBITUS» Ha CTP. 56
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MpoBepka coobweHnunn Ha XKK-aucnnee

Ecnmu Ha JKK-gucnee orob6paxaercs coobuieHne o6 ommbke, TO i ee yCTpaHeH)ss HeOOXOMMO CIefoBaTh
MHCTPYKIVSIM Ha 9KpaHe WM PeLIeHNsIM, IPEACTABIeHHBIM HIDKE.

Coob6ueHns 06 owmbKax MpunUnHbBI N pelieHnA

Owwbka neyatn [ Mpuunna

CHoBa BK/OUUTE NpUHTEp. nonpo6Hee CM.B B NPUHTEP nonasna NHoOpPOoAHaA YaCTula, Win nponsowsia owmnbKa
JOKyMeHTauumm. npriHTEpPa.

1 PeweHnsa

Y6epuTe u3 npuHTepa 6ymary v 3aluTHble MaTepuanbl.Ecnm
coobLyeHne 06 owmnbke NpoaomKaeT BbIBOAUTLCA, 06paTMTECh B
cnyx6y noaaepKKu nosibosatenei Epson.

Het 6ymaru B XX. 1 MNpuunna
OtcyTtcTByeT bymara.
d PeweHnsa

3arpyswuTe Gymary 1 BCTaBbTe KacceTa ans bymaru go yrnopa.

Heobxognmo 3ameHuUTb KoHTeiHep ¢ d MpuunHa

Heprunamm. 3aKOHUYMINCh YepHUna.

(d PeweHna

Korpa nprHTep yKasblBaeT Ha HEOOXOAUMOCTb 3aMeHbl KapTPUAXa,
Ana obecneyeHnA HaMBbICLIEro KayecTBa neyvatu v 3aluTbl
neyvartatoLLeli FoNOBKM B KapTpuXe OCTaeTcA pe3epBHbIii 3anac
YyepHUn, 06bem KOTOPOro MOXKeT 3MeHATbCA.3aMeHNTe KapTpUaX
nocne NoABNeHNA COOTBETCTBYIOLLEro 3anpoca.

KoHTelHep ana oTpaboTaHHbIX YepHUI He A MpwvunHa

PaCro3HaeTCA. YCTaHoBHTE ero NpasusbHO. EmKocTb ana 0Tpa6OTaHHbIX YepHWUN yCTaHOBN1€Ha HENPaBUJIbHO.

(d PeweHun

MpoBepbTe COCTOAHNE YCTAHOBKM EMKOCTYM AMA OTPabOTaHHbIX
YepHWI 1 YCTAHOBUTE ee NPaBUIIbHO.

CpoK cny»6bl eMKOCTV ANs OTPabOT. YUepHUN O MpuunHa

uctek. Tpebyetca sameHa. NcTek cpok cny»x6bl eMKOCTW ANA 0TpaboTaHHbIX YepHUIL.

1 PeweHnsa

3aMeHuNTe eMKOCTb AnA OTpa60TaHHbIX YepHUn B COOTBETCTBUN C

PYKOBOACTBOM.
3ameHuTe KoHTeNHep AnsA oTpaboTaHHbIX d MpwvuunHa

HEPHWI NEPEA BBINOIHEHNEM MEXaHN4ECKOU O6beM eMKOCTU ANst OTPAOOTaHHbIX YePHWI HeJOCTaTOYEH AJiA
YNCTKN.

OYNCTKN rONOBKN.

1 PeweHunsa

OTKNoYNTE NUTaHVE NPUHTEPA, 3aTEM 3aMEHUTE EMKOCTb ANA
0TPaboTaHHbIX YEPHUII.
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Coob6weHna 06 ownbKax

MpunynHbI N pewseHna

M3Bnek. 1 ycTaH. KOHTENHepP ANA 0TpaboTaHHbIX
yepHwun.

a

a

Mpuunna

EmKoCTb Ans oTpaboTaHHbIX YePHU He pacro3HaHa.

PeweHns

M3BneknTe eMKOCTb A1 OTPaboTaHHbIX YEPHWS 1 CHOBA YCTaHOBUTE
ee.Ecnm nocne BbINOMIHEHVA YKa3aHHbIX AeNCTBUIA EMKOCTb A4S
OTPabOTaHHbIX YEPHWI BCE PABHO He Pacro3HaeTcs, 3aMeHuTe ee Ha
HOBYIO EMKOCTb AJ1 OTPaboTaHHbIX YEPHWSI.

[Ona ABTomart. oTob6pasK. HacTp. Bymaru ycT. Boikn.
HekoT.dyHKUMM MOTYT 6bITb HE[OCTYMHbI.
Moppo6Hble cBeAEHUA CM. B LOKYMEHTaL MU,

MpuynHa

MapameTp ABTOMAT. 0TOGpaK. HacTP. Gymarm oTK/oYeH.

PeweHnsa

Ecnn napametp ABTOMaT. OTOGpaXK. HacTp. Gymaru OTKNoUeH,
Henb3A ncnonb3osatb AirPrint.Bkntounte ero npm ncnonb3osaHmm
AirPrint.

Heponyctumoe coueTtaHue IP-agpeca n mackum
nogcetn. NMoapo6Hble CBeAEHUS CM. B
JOKyMeHTaumu.

MpuunHa
YcTtaHoOBNeHO HeBepHOe coveTaHume IP-agpeca.
PeweHnsa

BeegunTe npasBunbHbIN IP-agpec unm agpec wto3a no ymonyaHuio.

[na ncnonb3oBaHua obnauHbIxX cny>k6 o6HoBKTE
KOpHeBOW cepTudUKaT.

MpuynHa

McTeK CpoK AeicTBUA KOpHEBOro cepTUdMKaTa, UCNosib3yemoro Ans
MOAKNIOYEHUNA K 06NayHbIM cry>6am.

Pewenns
3anyctute Web Config n 06HOBMTE KOPHEBOI cepTUdIKaT.

Be3onacHocTb ceT — O6HOBN. KOpHEB. cepTud.

Recovery Mode

MpuunHa

He ypanocb 06HOBUTb MUKPOMPOrpammy 1 BepHYTbCA B OObIUHBIN
peXum.

PeweHnsa

MprHTEp 3anycTnnCcA B pexrme BOCCTaHOBIEHUS, T. K. OBHOBMIEHME
BCTpoeHHoro MO 6b110 BbINOHEHO € OLWMOKON.[ANA NOBTOPHOFO
06HOBNEHNA BCTpoeHHOoro MO BbiNonHUTE clieayloLime AeincTBuS.

1.CoefnHUTE NPUHTEP C KOMMbIOTEPOM C MoMoLbto USB-kabens.(Bo
Bpems paboTbl B pexkrMe BOCCTaHOBNIEHWA HEBO3MOXHO OOHOBUTL
BCTpoeHHoe MO yepes ceTeBoe coefjuHeHNE.)

2.[lanbHenwye NHCTPYKLUM CM. Ha JIOKanibHOM Beb-caiite Epson.

MpocmoTp naHenn yaaneHHOro NpuHTepa

Mo>xHO IPOCMOTpeTh ITaHeNMb YAaIeHHOTO IPUHTepa, ucronb3ya Web Config.

1. 3amycture Web Config nna npunTepa, COCTOSHME KOTOPOTO HEOOXOIMMO IIPOBEPUTE.

I[Tpu nony4yeHNn yBefOMIEHNS IO 37IEKTPOHHOII I0uTe MOXKHO 3amyctutb Web Config, ncnonssys URL-

agpec B IIICbME.

2. Bsifepure Bxnaaky Cocrosiaue > ITanens "CHUMOK".

Texy1as naHens mpuHTepa orobpaxaercs B Web Config.
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s o6HOBNEeHNA WenKHUTE OOHOBUTD.

MeyaTb OTUETA O NOAKNIOYEHUMN K CeTHN

OTueT 0 MOJK/II0YEHNM K CETI TI03BOJISAET IIPOBEPUTD COCTOSAHME CBA3M MEXAY IPMHTEPOM ¥ TOUKOM JOCTYIA.
1. 3arpysute 6ymary.

2. Boibepure HacTp. Ha ITaBHOM 9KpaHe.

Yro6bI BLIOpATD 971eMEHT, IlepeMecTiTe POKYC Ha ITOT 9MeMEHT C IOMOLIbI0 KHOIIOK AV, dy >, 3aTeM
HaxxmuTe KHONKy OK.

3. Beibepure O6ume mapamerpst > Hacrpoiiku cetn > IIpoBepka mogKI0OYeHN K CETH.

3amyckaeTcs IpoBepKa MOAKII0YeHNUA.
4. Boibepure Ileyats oT4eTa O IPOBEPKE.

5. Harmeuaraiite oT4eT 0 IIOOK/ITHYECHUN K CETU.

[Tpy BO3HMKHOBEHMM OLIMOKY 03HAKOMBTECH C OTYETOM O TIOJK/ITIOUEHNN K CETH U CIIeRYIiTe peKOMEeHAIAM
II0 €€ YyCTPaHEeHMUIO.

6. 3akpoiiTe 3KpaH.

CooTBeTcTBYIOWaA NHPopMauua

» <<COO6I.[L€HI/IH " BapMaHThI pEeHIEHNA HpO6}I€M B OTYETE O CETEBOM IIOIK/TIOYEHMM» HA CTP. 66
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Coo6weHnA n BapuaHTbl pewleHna Npobnem B oTyeTe 0 ceTeBOM
NOAK/IOYEeHNN

[TpoBepsbTe COOOIIEHNS U KOABI OLINOOK B OTYETE O CETEBOM ITOAK/IIOUEHNMI U BBIIIO/IHNTE IIPefjIaraeMble
IeVICTBMSI TIO PeLleHuIo IpobeM.

Check Metwork Connection

Check Result FAIL

Error code [}5—71

See the Network Status and check if the Network Name (S3ID) 1is
the SSID you want to connect. kJ
If the SSID is correct, make sure to enter the correct password

and try again.

If your problems persist
see your documentation for help and networking tips.

T e T e e
Checked Items

Wirelesas Network Name (55ID) Check PASS
Communication Mode Check PASS
Security Mode Check PASS
MAC Address Filtering Check PASS
Security Key/Password Check FAIL
IP Address Check Unchecked
Detailed IP Setup Check Unchecked
e —

Metwork Status

Printer Model XX-XXX XXX Eeries
IP Address 0.0.0.0

Subnet Mask 255.255.255.0
Default Gateway

Network Mame (S5ID) ):9:9:9:9:9:0:9:9:9.0:0:¢
Communication Mode WEAZ-FPSK (AES)
Signal Strength Poor

MAC Address 44:D2:44:DA:C0D:43

A. Kop omm6xu

b. Coob1ieHns B ceTeBOM OKpY>KEeHUU

E-1

Coob6ueHue:

[TonTBEpANUTD, YTO CETEBOII Kabenb IIOAK/IIOUEH 1 TaK/e CeTeBble YCTPOVICTBA, KaK KOHIIEHTPATOD,
MapHIPyTU3aTOP W/IM TOYKA JOCTYIIA BKIIOYEHBI.

PeweHns:

(d Y6emurecs, uTo kabenpb Ethernet Hage>XHO MOAKITIOUEH K IIPUHTEPY, KOHLIEHTPATOPY WIN JPYTOMY CETEBOMY
YCTPOJCTBY.

[d Y6emuTrech, YTO KOHIIEHTPATOP UM APYTOe CETeBOE YCTPOCTBO BK/IIOUEHBI.

([ Ecnu BBI XOTHTe MOAKTIOUNTD IpUHTEp Yepe3 Wi-Fi, cHoBa 3apaiite mapameTpsl Wi-Fi myisa npunTepa, Tak Kak
OH OTKJ/IIOYEH.
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E-2, E-3,E-7

CoobweHune:

Vmena 6ecripoBopubix cetelt (SSID) He o6HapyxeHbI. [TofTBepANTD, YTO MapPLUIPYTU3ATOP/TOYKA JOCTYIIA
BKJIIOUeHBI 1 6ecripoBopiHas ceTb (SSID) HacTpoeHa MpaBUIbHO. CBSDKUTECH € CUCTeMHBIM aIMIHUCTPATOPOM
IS TIOAE PIKKI.

Vmena 6ecripoBopubix ceteit (SSID) He o6HapyxeHbl. [TogTBepanTh, uTo nMs 6ecrpoBopHoit cetn (SSID) TIK,
KOTOPBII HEOOXOAMMO MOIK/ITIOYUTD HACTPOEHO MPaBuIbHO. CBSDKUTECH C CHCTEMHBIM aIMUHICTPATOPOM IS
HOJIEPXKKIL.

BBepeHHBII KTI04 6€30I1aCHOCTY/IIApO/Ib He COOTBETCTBYET YCTAHOB/ICHHBIM /ISl MapIIPyTU3aTOpa/TOUKM
pocryna. IToaTBepanTh K04 6e3onacHoCTy/Iaponb. CBAXUTECH C CUCTEMHBIM a[MIHACTPATOPOM 1A
MOAIIePKKIL.

PeweHns:

(d V6enurech, 4TO TOYKA JOCTYIIA BKIIOYEHA.

(d ITpoBepbTe HpaBUIBHOCTD IOAK/IIOUEHNMS KOMIBIOTEPA VTN APYTUX YCTPOICTB K TOUKE FOCTYIIA.
(J Beixarounte T04Ky goctymna.llogoxante okomo 10 ceKyH[ U CHOBA BK/IIOYNMTE TOUKY HOCTYIIA.

[d PasmecTure mpuHTep O/IMOKe K TOUKE JOCTYIIA U yOepuTe IPeIsTCTBIS MeXY HUMIL.

(4 Ecmm o1 BBogwu SSID Bpy4HYI0, IpOBEpbTe MPaBMIbHOCTD BBOfA. CpaBHNUTE BBEfIEHHOE 3HAYEHIE C
sHauyeHyeM SSID, ykasaHHbIM B pasziene CTaTyc ceTM 0T4eTa O CETEBOM COENMHEHNIL.

(J Ecm Ha TOYKe JOCTYIIAa HACTPOEHO HecKONIbKO upieHTrduKatopos SSID, Bei6epute SSID, oTobpaskaeMblit Ha
skpase.Ecim SSID mcrionb3yeT HeCOBMECTUMYIO YacTOTY, IIPUHTEP He OyIeT 0TOOpaXKaTh €ro.

(J Ecmi 1 yCTaHOBKM CeTEBOTO COENVHEHNA UCIIONb3YeTCs HACTPOIIKA 110 HaXKATIUIO KHOIIKM, YOeINUTeCh, 4TO
TOYKa flocTyna nopgepxxusaetr WPS.Ecnu Touka goctyna He nopnep>xubaet WPS, HacTpoliky 1o HakaTuio
KHOIIKY MCTIO/Ib30BaTh HETb34.

[J Y6emurecs, uTo B upeHtudukarope SSID ncnons3yiorcs Tonbko ASCII-cumBonb! (6yKkBeHHO-1[UpPOBLIE
cumBorbl). Mpentudukarop SSID, comepyxammit cMMBOIBI, He Bxopsiiye B Ha6op ASCII-cuMBOIOB, HE MOXKET
6BbITH OTOOpaXKEH Ha IIPUHTEPE.

[ I mopK/II0ueHnA K TOYKe JOCTyna Hy>XKHO 3HaTh SSID u mapons.Ecim BbI nCHONb3yeTe TOUKY JOCTYTIA C
HaCTPOJKaMM 110 yMon4aHuio, SSID 1 naposb yKasaHBI Ha ApjblKe To4Ky foctyna.Ecim Bbl He 3HaeTe SSID u
HapoJIb CeTH, 0OpaTUTECh K OTBETCTBEHHOMY 3a YCTaHOBKY TOYKY JOCTYIIA VM K JOKYMEHTAIMM K TOUKe
JOCTyTIA.

(d Ecnu BbI IOAK/IIOYaETeCh K ceTH, deit upeHTudukarop SSID 6511 cO37aH HAa MHTEIEKTYaIbHOM YCTPOJICTBE B
pe>XX1Me MapUIpyTU3aTopa, y3HaliTe sHadeHue SSID 1 maposb 13 JOKyMeHTaluM Ha 3TO MHTE/IEKTYyaIbHOe
YCTPONCTBO.

(d Ecnn Wi-Fi-coennHeHne BHe3amHO 0OpbIBAETCSI, IPOBEPBTE, HE BHIMOTHIIOTCS /U CeRyolye ycnosus.Ecin
BBIITOTTHAETCA /I000€ 13 ITUX YCIOBUIL, COPOChTE HACTPOWKIM CETH, 3arPY3UB 1 3aIYCTUB IPOrPaMMHOE
obecreyeHe co CIefyolIero Beb-caiira.

http://epson.sn > Hactpoiika

J JIpyroe nHTeIEKTyalIbHOE YCTPONCTBO OBIIO JOOAB/IEHO B CETh C MCIIONb30BAHIEM HACTPONKY C IIOMOIIbIO
KHOIIKU.

(1 Cetp Wi-Fi 6b11a HacTpoeHa 6e3 UCIIOMb30BaHMSI HACTPOMKY C TOMOIIBIO KHOTIKIA.
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E-5

CoobweHune:

Pexxum 6esonacaocty (WEP, WPA) He cOOTBeTCTBYeT TeKYIUM HacTpPOIKaM IpUHTepa. [IoATBepaNTD pesXuM
6esomacHocTy. CBXXUTECH C CUCTEMHBIM aMUHUCTPATOPOM IS TOAACP>KKIL.

PeweHns:

Y6emurech, 4T0O TUI 6€30IIACHOCTY TOYKY IOCTYIIA COOTBETCTBYET OHOMY M3 YKa3aHHBIX HIDKe. Eciu aTo He Tak,
M3MeHUTe TUII 6e30IaCHOCTY Ha TOYKe JOCTYIIA U COPOChTe CeTeBble HACTPOMKM IIPUHTEpPA.

[ WEP-64 6ur (40 6ut)
1 WEP-128 6ut (104 6ut)

[J WPA PSK (TKIP/AES) *

J WPA2 PSK (TKIP/AES) *
(J WPA (TKIP/AES)
J WPA2 (TKIP/AES)

* WPA PSK Takxe nssecteH kak WPA Personal. WPA2 PSK Takxxe n3BecteH kak WPA2 Personal.

E-6

Coob6uweHue:

BosmoxxHo MAC-agpec npunTepa dunbrpyercs. [IpoBeputs, ecThb M y MapuIpyTH3aTOpa/TOYKY FOCTYIIA
orpaHm4eHus, Takue Kak ¢puibrpanysa MAC-agpeca. CM. JOKyMeHTaIMIO MapIIpyTU3aTOPa/TOYKU JOCTYIIA MM
CBSDKUTECH C CMCTEMHBIM aiMYHUCTPATOPOM /IS MOAJeP>KKUL.

PewweHns:

[ IIposepsTe, oTKMI04YeHa mu punbrpanysas MAC-agpecos. Ecnu ¢unbrpalius BKI0YeHa, 3aperucTpupyiire
MAC-agpec, 4To65I OH He Homagan nox gevicteue pubrpa. s 6oee mogpobHoit nHbOpMaIy 06paTUTECh
K JOKYMeHTalMy Ha TOUKY focTyna. IIpoBeputs MAC-afpec npuHTEepa MOXHO B cTOnOI[e CTaTyc ceTn oTdeTa
0 CEeTeBOM COEMHEHMI.

(4 Ec/mu B TOuKe HOCTYIIa UCIIONb3YeTCA paclpefie/ieHHas aBTopusanus ¢ TunoM 6esonacHoct WEP, ybenurecs,
YTO KJII0Y ¥ MHIEKC aBTOPU3aLMM BEPHBHI.

(d Ec/mu 4mcno mopKI09aeMbIX YCTPOICTB JI TOUKM JOCTYIIA MEHbIIIe YIC/Ia CETEBbIX YCTPONCTB, KOTOPbIe
TpeOyeTcs IIOAK/IIOUUTD, YBe/INYbTe B HACTPOIKAX TOUYKY JOCTYIIA YMUCTIO TOAK/II0YaeMbIX YCTPOJCTB.
Mudopmanyio 06 n3MeHeHNN HACTPOEK CM. B JOKYMEHTALMM Ha TOUKY JOCTYIIA.

E-8

Coob6uweHune:

ITpunTepy npucsoen HenpasuabHbli IP-anpec. [logreepanuts ycTranoBKy IP-agpeca cereBoro ycrpoiicTsa
(KOHILIEHTpaTOp, MapUIPYTU3aTOP WM TOYKA JOCTYMA). CBAKUTECH C CUCTEMHBIM aIMUHICTPATOPOM LA
HOATEPIKKIL.
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PeweHuns:

(d Bxmounte DHCP Ha Touke focTyma, ecn 1A mapaMeTpa npuHTepa «[lomyunts IP-agpec» 3aaHo 3HaueHme
ABTOMaTHYECKI.

(4 Ecmm ana mapamerpa npunTepa «Ilomyants IP-agpec» 3agano sHaueHue «BpyuHyto», To BBefleHHbIT Bamu [P-
afipec HefleliCTBUTETIEH, TaK KaK He HAXOAMUTCS B Manas3oHe paspelleHHbIX aapecos (Hanpumep, paseH 0.0.0.0).
YcranoBute KoppeKTHbIT [P-ampec Ha maHenu ynpasineHus npunrepa unn depe3 Web Config.

E-9

Coob6uieHue:

IopTBepauthb coennuenne u Hactporiku cetu 11K nam gpyroro ycrpoiictsa. JlocTynHo coefuHeHne ¢
ucnonab3oBaHueM ycraHoBKI EpsonNet. CBsDKUTeCh € CUCTEMHBIM afiIMUHICTPATOPOM IJL MOJAEPHKKIL.

PeweHnsa:
[TpoBepsTe, BBIIOMHSIIOTCS T CIIERYIOLINE YCIOBISL.
(d YcTpoiicTBa BKIIIOYEHBI.

[d C ycTpoIicTB, KOTOpBIe HY>KHO IIOAK/TIOUNTD K IPUHTEPY, €CTh LOCTYI B VIHTepHET, ¥ MO>KHO IIOAK/ITIOUYNTBCA K
APYTUM KOMIIBIOTEPAM WM CETEBBIM YCTPOMCTBAM, HAXOAALIMMCS B TOVI JXKe CETIL.

Ecnu nmocne mpoBepky YKa3aHHBIX BBIIIE YCIOBUIL IIPUHTEP M CeTeBble YCTPOVCTBA He MOIK/ITIOYAI0TCA,
BBIK/IIOYMTE TOUKY focTyma. [Togoxaute okomo 10 ceKyH[ 1 CHOBa BK/IIOUMTE TOYKY JOCTYIIA. 3aTeM cOpochTe
HACTPOJVIKY CETH, 3aTPy3MB U 3alIyCTUB YCTAHOBIIMK CO CIIERYIOIEro BeO-caiiTa.

http://epson.sn > Hactpoiika

E-10

Coob6LeHune:

[TopTBepanThb ycTaHOBKY IP-ampeca, Macky IoficeT! U IITI03a IO YMOMTYaHMIo. JIOCTYIIHO coeMHeHMe C
ucnonb3oBaHueM yctaHoBKY EpsonNet. CBsDKMTECh ¢ CUCTEMHBIM afiMUHUCTPATOPOM IS HOATEPKKIA.

PeweHns:
HpOBepre, BBIITOJIHAKTCA 1N CHGHYIOIHI/IC YC)’IOBI/IH.
(d JIpyrue ycTpoiicTBa B CETU BK/IIOYEHBI.

[d Cetesble afipeca (IP-anpec, Macka moficeT ¥ IIJTIO3 110 YMOTYAHMIO) 3a[JaHbI BEPHO, I IJIA IIapaMeTpa
npuntepa «Ilonyauts IP-afpec» ycraHnoBneHo 3sHaYeHMe «Bpyunyto».

Ecnu ceTeBble afpeca 3ajjaHbl HeBEPHO, COPOChTe X 3Ha4YeHNs. IP-agpec, MacKy 1moziceT 1 ITI03 IO YMOTYAHWIO
MOXXHO ITPOBEPUTH B pasfenie CTaTyc ceTu OTYeTa O CETeBOM COEHEHUM.

Ecmu Bxmovena ¢pynkuys DHCP, ais napamerpa mpunrtepa «Ilomyants IP-agpec» 3apaiite 3HaueHe
Asromariyeckn. Eciiu Bbl xoTHTe 3a0ath IP-agpec Bpy4nyto, mposepbre IP-anpec npuHTepa, yKasaHHbI B
pasgene CTaTyc ceTH oT4eTa O CeTeBOM COEMHEHNUN, U BbIOepuTe «BpydHylo» Ha 9KpaHe HacTpoek ceTu. s
MAacKM MOJICeTH YCTAaHOBUTe 3HaYeHue [255.255.255.0].

Ecnu npunTep u ceTeBble YCTPOMCTBA He TIOAK/IIOYAIOTCS, BRIKIIOYNTE TOUKY focTymna. [logoxanure okono 10
CEKYHJI I CHOBA BK/IIOUMTE TOYKY NOCTYTIA.
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E-11

Coob6uieHue:

YcraHOBKa He 3aBepIleHa. [logTBepANTD YCTaHOBKY LITI03a II0 YMOTYAaHNIO. [JOCTYIIHO coenyHeHnme ¢
MCronb3oBaHueM ycTaHoBKY EpsonNet. CBsDKMTECh ¢ CUCTEMHBIM afiMUHUCTPATOPOM IS HOATEPKKIA.

PeweHns:
IIpoBeppTe, BHIIOTHAIOTCA /U CIEAYIOLINE YCIOBU.

[ ITpaBuibHO MM 3afiaH afipec IUTI03a 110 YMOTYAHNIO, eC/IM I mapaMeTpa «YcraHoBka TCP/IP» yctaHOBIEHO
3HadeHMe «BpydHyto».

| YCTPOIZCTBO, YCTaHOBJICHHOE€ KaK II/TI03 110 YMO/TYaHNIO, BKITIOYE€HO.

YcTaHOBUTE IPAaBUIBHBII afipec IIT03a 10 YMoa4aHmio. IIpoBepuTs agpec 1Io3a Mo yMOTYaHUIO MOYKHO B
pasgerne CTaTyc ceTH OTYeTa O CETeBOM COeIVHEHN.

E-12

Coob6uweHune:

[TonTBEpAUTD CrIeAyIOLee: -BBEAEHHBIIT KITI0Y 6€30IacHOCTHM/TIapO/Ib IPaBUIbHBIE -MHIEKC KTo4da 6e30macHoCT/
IIapoJisd YCTaHOBJIEH Ha nepBylo unpy -IP agpec, Macka mopceTyt My yCTaHOBKA LIJTI03a TI0 YMOTYaHUIO
npaBuIbHble CBSKUTECH C CICTEMHBIM a]MUHUCTPATOPOM [/ IOAAEPIKKIL.

PeweHns:

HpOBepre, BBIITOJIHAKTCA 1IN CJIe,ILYIOILﬂ/Ie YCJ'[OBI/IH.

(d JIpyrue ycTpoiicTBa B CETU BK/IIOYEHBI.

D pr‘-IHYIO BBEJEHHDIE CETEBDIE ITapaMETPbL (IP—a;[pec, MacCKa IIoACeTU U I3 I10 YMOTI‘{aHI/IIO) 3alaHbl BEPHO.
(d CereBble mapaMeTpbl /I APYTUX YCTPOICTB (MacKa MOACETH U LIUII03 10 YMOTYaHUIO) MAEHTUYHBL

(d IP-anpec He KOHQIMKTYET C IPYTVUMU YCTPOVICTBAMIL.

Ecnu mocne ITPOBEPKM YKa3aHHBIX BbIIIE YCHOBMﬁI IIpPUHTEpP U CETEBbIE YCTpOI‘/'ICTBa HE IIOJK/ITIYaTCA,
nonpoéyﬁ[Te BBIIIOTHUTD C/I€AYIOMEe.

(J BrixmrounTte TouKy gocryna. [logoxkauTe okono 10 ceKyH/ 1 CHOBa BKIIOUMTE TOUKY JOCTYIIA.

(d CHosa 3ajjaiiTe IapaMeTpBbl CETU C TIOMOLIBIO YCTAaHOBIIMKA. BbI MOXeTe 3aIlyCTUTD €ro CO C/IERYIOLero Beb-
caura.

http://epson.sn > HacTtpoiika

[J Ha Touke gocTyma, ucronbayioueit i 6esornacHoctt WEP, MOXXHO 3aperncTpyupoBaTh HECKOIBKO MAPOIeit.
Ecnm Ha TouKe JoCTyIa 3apernCTpMpPOBAaHbl HECKO/IBKO ITapOJIeli, IPOBEPbTE, YCTAHOBJIEH /1M Ha IIPUHTEpPE
IIepBbIl U3 3aPETUCTPUPOBAHHBIX ITAPOJIEIL.
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E-13

CoobweHune:

[TonTBepauUTh CIenyIoLee: -BBeeHHDII K04 6€30I1aCHOCTI/TIApO/Ib IPAaBIJIbHbIE -MHAEKC KII4a 6e30I1acHOCTH/
IIapoJisl YCTaHOBJIEH Ha IepBYI0 LUQPY -coefHeHNe 1 ceTeBas ycTaHoBKa 11K mnu gpyroro ycrpoiictsa
npaBUIbHbIe CBSDKUTECh C CUCTEMHBIM aIMIHUCTPATOPOM I OATEPKKIL.

PeweHns:
HpOBepre, BBIITOJIHAKTCA 1N CHGHYIOIHI/IC YC)’IOBI/IH.
D CeTeBbIe YCTpOIZCTBa, TaKNMe KaK TOYKa }IOCTYHa, KOHHeHTpaTOp n MapquyTM3aTop, BK/IFOUC€HBI.

[d Ha cereBbix ycTpoiicTBax mapametpsl TCP/IP He sagaBamnce Bpyunyto. (Ecm Hactpoiika TCP/IP npunTepa
IIPOM3BOAMIACH ABTOMATUYECKM, B TO BpeMs Kak HacTpolika TCP/IP apyrux ycTpoiicTB B ceTu IPOM3BOAMIACH
BPYYHYI0, CETb IIPMHTEPA MOXKET OT/IMYATHCA OT CETU APYTUX YCTPONCTB.)

Ecnu Hudero He momMoraet, IIONpoOyiiTe BBIIOTHUTD CIEYONIYIO IIPOLEAyPY.

[ Beixmounte TOUKy goctyna. [Togoxxaure okomo 10 ceKyHA ¥ CHOBA BK/IIOUMTE TOUKY JOCTYIIA.

] 3a,ua17[Te HaCTpOﬁ[KI/I CETY Ha KOMIIbPIOTEPE, HAXOAAIIEMC B TOM >Ke CeTU, 4YTO U IIpUHTEP, C IIOMOLIbIO
ITporpaMMbl YCTaHOBKIL. Bbr MmoxeTe 3allyCTUTD €ro CO CICHYIOIIETO Beb-caiiTa.

http://epson.sn > Hactpoiika

[d Ha rouxke focTyna, ucronbsymoueit Tun 6e3omacHoct WEP, MOXXHO 3aperncTpupoBaTh HECKOIBKO IapOIelt.
Ecnu Ha TOuKe [OCTYIIA 3apETUCTPUPOBAHDBI HECKOTIBKO naponei{, IIPOBEPHTE, YCTAHOBJIEH IV HA IIPUHTEPE
IIEPBBIN U3 3aPETUCTPUPOBAHHBIX ITAPOJIEIL.

Coo6LeHns, Kacallmecsa CeTeBOro OKpyXeHus

CoobueHne PeweHne
*O6Hapy»keHO HeCKOJIbKO MMEH ceTel B0o3MOXHO, Ha pa3nnyHbIX TOUKax AOCTYMa 334aHO OANHAKOBOE MMA CeTh
(SSID), KoTopble COOTBETCTBYIOT SSID. MpoBepbTe HACTPONKMN TOUEK JOCTYNA, U NPU HEOOXOAUMOCTN N3MEHUTE
BBeZIEHHOMY VIMEHU CETU . .

efIeHHO eHu cetu (SSID) SSID

MopteepaunTb nma cetu (SSID).

Heobxogunmo ynyuwmntb coegrHeHme Wi-Fi. MoaBrHYB NpuHTEpP 6N1MXe K TOUKe [OCTYyNa 1 YCTPaHUB BCe NPenATCTBUA
BbikntounTe 1 BKNOUKTE 6€CNPOBOAHON MeXJy HUMK, BKAoUmnTe ToUKy goctyna. Mogoxante npumepHo 10 cekyHf 1
MapLipyTtusartop. Ecnu coeguHeHue He CHOBa ero BKJouuTe. ECnn coegmnHeHmne Bce paBHO He yAaeTCA yCTaHOBUTb,
YNYULINTCA, O3HAKOMbTECh C CM. AOKYMEHTaLNIO0, BXOAALLYIO B KOMIIEKT NOCTaBKM TOYKU AOCTYMa.
AOKYMeHTaLueln K 6ecnpoBogHoOMyY

MapLupyTusaTopy.

*MMopkntoyeHne AONOMHUTENbHbIX KomnbioTep 1 MHTENNEKTyaNbHble YCTPONCTBa, KOTOPble MOXKHO MOAKNIOYNTb
YCTPOWNCTB HEBO3MOXHO. OTKIIOUUTE OHO OAHOBPEMEHHO, NMONHOCTbIO NoaKtoYeHbl kK coeanHeHunio Wi-Fi Direct (B

13 NOAKMOYEHHbIX YCTPOWCTB ANA peXrme NPOCTON TOUKM JOCTYNa). YTo6bl 106aBUTL APYro KOMMbIOTEP WK
pobasneHus fpyroro. VHTesINIeKTyanbHOe yCTPOWCTBO, CHauana oTK/ouMTe OAHO 13 paHee

noAKMOYEHHbIX yCTpOIZCTB.

Konnuectso 6ECI'IpOBO£I,HbIX )/CTDOIZCTB, KOTOpPbl€ MOXXHO NOAKMOUYNUTD
OAHOBPEMEHHO, N KONMNYeCTBO NOAKTIOYEHHbIX y(TpOIZCTB MOHO NPOBEPUTDL
Ha INCTEe COCTOAHUA CETU UM Ha NaHENN ynpaBneHnAa NnpuHTepa.
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Coob6weHne PeweHne

B cpepne cywectByet SSID, nuaeHtnyHoe Wi- M3 naHenn ynpasneHua npuHTepa nepengnte B okHo HacTporku Wi-Fi Direct
Fi Direct. Ecnn He yaaeTca nogknoumTb 1 Bbl6epuTe MEHIO ANsi U3SMEHEHMA HACTPOEK. MOXKHO N3MEHUTb UMSI CETHU,
VHTENNIeKTYyaNbHOE YCTPONCTBO K yka3aHHoe nocne DIRECT-XX-. Beegute He 6onee 32 cMBOJIOB.

npuHTepy, nameHunte nma SSID ana Wi-Fi

Direct.

NMpoBepKa cocToAHNA coeaNHEeHnA

Y6emurech, YTO CBA3b MEX/Y IIPUHTEPOM U KOMIIBIOTEPOM YCTAHOBJIEHA, 1 IIEpeiiANTe K YCTPAaHEHNIO IPOOTIEM.

MpoBepkKa XXypHana cepBepa 1 CeTeBOro ycTpoicTea

B ClIy9a€ BOSHMKHOBEHNA r[po6neM C MIOAK/IIOYECHNEM K CETU MOXXHO I/I}IeHTI/I(i)I/IIU/IpOBaTI) IIpUYNHY, IIPOBEPUB
JKypHaJl Ha II0OYTOBOM CE€PBEPE, CEPBEPE LDAPur. A., @ TAK)XX€ IIPOBEPUB COCTOAHME C IIOMOIbIO CETEBOTO
JKypHajia My >)KypHa/IoB I KOMaH]] TaKOro 06OPY,HOBaHI/IH, KaK MapmipyTu3aTOpbl.

MeuyaTb NNCTKa COCTOAHNA CETU

YTOO6bI ITOTYINTDH MOFPOOHDIE CBEIEHNS O COCTOSHNUY CETU, MO)KHO HAIle4aTaThb TMCTOK COCTOSHNUSA CETH.
1. 3arpysute 6ymary.

2. Bribepure Hacrp. Ha r/1aBHOM 9KpaHe.

Y065 BLIOpATD 971eMEHT, ITepeMecTiTe POKYC Ha 3TOT 9MeMEHT C IOMOLIbI0 KHOIIOK AV, dy >, 3aTeM
HaxxmuTe KHONKy OK.

3. Beibepure O6uime mapamerpst > Hacrpoiiku cetn > CraTyc ceTn.
4. BsifepuTe TAOMMIBI COCTOSHIIA.
5. IIpocMoTpuTe coobLIeHMe I HalleYaTaiiTe TUCTOK COCTOSIHMS CETH.

6. 3akpoiiTe aKpaH.

OKHO aBTOMaTUYECKN 3aKpOE€TCA I10 MICTEYECHNN OIIPENEIEHHOTIO BpEMEHN.

MpoBepkKa cBA3MN MeXAay YyCTPOMCTBamMn U KOMNbloTepamu

lNMpoeepka coeduHeHus c nomowbio KomaHowbl Ping — Windows

Bbl MO>keTe McnONb30BaTh KOMaHAy Ping, 4To6bI yOenuThcsA B HOAK/IIOYEHN KOMIBIOTEpa K
IpUHTepY.BhINONMHNTe NpUBeIeHHbIe HIDKE IENICTBIUSA, YTOOBI IPOBEPUTD COENIHEHNE C TIOMOIbI0 KOMaHAbI Ping.
1. IIposepsbre IP-agpec npuHTEpa, COEAVHEHNE C KOTOPBIM XOTUTE IPOBEPUTD.

[Tposepurts IP-agpec mpuHTepa MOXHO Ha skpaHe «COoCTOAHMeE CeTV» Ha ITaHe/N YIpaBlIeHNs IPUHTEpa, B
ordete coefuHeHus m60 B cronbiie IP Address mucTka COCTOSHMUS CETH.
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2. 3amyck KOMaHJHOJ CTPOKM Ha KOMIIbIOTEpE.

3amycTuTe 9KpaH npuaokeHus u Boibepure Komangnas crpoka.
3. Bsepure ping XXX.XXX.XXX.XXX ¥ HOKMUTE KIaBuUIly «BBom».
BMecTo xxXxX.XXX.XXX.XXX BBegute [P-afpec npunTepa.

4. HpOBepre COCTOAHME COCOMHEHNA.

Ecnn o6men AaHHBIMM MEXY KOMIIPIOTEPOM U IIPMHTEPOM ITPOMCXOANT, IIOABUTCA CIE€AYIOLIee COO6LH€HM€.

o) Administrator: Command Prompt I;Ii-

Nrping 192.168.114.28

Pinging 192.168.111.28 with 32 bytes of data:

Reply from 192 .168.111. hyt 2 time=88ms TTL=64
Reply from 192.168.111.28: i ims TTL=64
Reply from 1%2.168.111.2A: i Stms TTL=64
Reply from 192.168.111.28: 2 time=%ms TTL=64

Ping statistics for 192.168.111.2R:
Packets: Sent = 4, Received = 4, Lost = @ (B2 loss),
Approximate round trip times in milli-—seconds:
Minimum = Pms, Maximum = 88ms. Average = 3Bms
N

Ecnmyu 06MeH HaHHBIMY MEXAY KOMIIBIOTEPOM U IPUHTEPOM He IIPOMCXORUT, HOSBUTCA CIeAYIollee
coo01eHne.

o | Administrator: Command Prompt

\rping 192.168.1141 .38

Pinging 192_168_111 38 with 32 bytes of data:

Reply from 192.168.111.18: Destination host unreachable.
Reply from 192 _168.111 .18: Destination host unreachable.
Reply from 192.168.111.18: Destination host unreachable.

Reply from 192 _168.111 .18: Destination host unreachable.

Ping statistice for 192.168.111 _38:
Packets: Sent = 4. Received = 4, Lost = B {Bz loss),

N

MNMpoeepka coeduHeHus c nomowbto KomaHObl Ping — Mac OS
Bbl MOXXeTe MCIONIb30BaTh KOMaHAy Ping, 4To6bI yOeauUThCA B HOAK/IIOYEHNM KOMIIbIOTEpa K
HpyUHTepY.BBIIONHNTe TpUBeeHHbIe HIDKe JelCTBISL, YTOOBI IPOBEPUTD COEAMHEHNE C IOMOLIbI0 KOMaH/bI Ping.
1. IIposepsre IP-anpec mpuHTepa, COeRMHeHMEe C KOTOPBIM XOTUTE IIPOBEPUTb.
ITpoBeputs IP-agpec npuHTepa MOXHO Ha 9KpaHe «COCTOsIHME CeTU» Ha MTaHeTM YIIPaB/IeHNs IPUHTepa, B
orueTe coefuHenys 1160 B cronbiie IP Address micTka cOCTOSTHMSA CETH.
2. 3amycrute nporpammy Network Utility.
Beepure Network Utility B Spotlight.
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3. Ilenxnwure mo Bknanke Ping, sBBegute nposepsembiit IP-agpec ns mara 1 u menkaute Ping.

[ N | Network Utility

Info NetstaiLockup Traceroute  Whois  Finger  Port Scan

Enter the network addrass ta nina

OO OO IO XK »e. 10.0.2.1 or www.example.com)

Send an unlimited number of pings

© Send only 10 pings

4. HpOBepre COCTOAHME COCOMHEHNA.

Ecnn o6Mmen AaHHbIMI MEXIY KOMIIBIOTEPOM U IIPMHTEPOM HNPOUCXOANT, ITIOABUTCA CIIEAYIOIIEE COO6].LI€HI/IC.

@ ] Network Utility

Info  Metstat m Lookup Traceroute Whois Finger  Port Scan

Enter the network address to ping.
XK XX XHK XX {ex. 10.0.2.1 or www.example.com)

Send an unlimited number of pings

©sendonly 10 pings

b4 DYTEs Trom i, 1k#,14.7: 1cmp_Seq=4 TUl=b4 Time=..¥s¢ ms
64 bytes from 790, 1F8,19,7: icmp_seq=5 ttl=64 time=32.896 ms
64 bytes from 15, 188,13,1: icmp_seg= 6 ttl=64 time=121.774 ms
64 bytes from Ya0. LH.13.1: icmp_seq=7 ttl=64 time=118.428 ms
64 bytes from JWl.i8M.1d.1: icmp_seq=8 ttl=64 time=1.912 ms
64 bytes from 9%0.188,70.7: icmp_seq=9 ttl=64 time=208.127 ms

—= 182, 188 1% L ping statistics

1@ packets transmitted, 18 packets'recewed @.8% packet loss '

round-trip mniavq!max#stddw e ey

Ecu 06MeH faHHBIMY MEX/TY KOMIIBIOTEPOM ¥ IIPUHTEPOM He TIPOMCXOINT, IIOSBUTCS CIIEAYIOLee
coobiieHue.

@ ] Network Utility

Info  Metstat m Lookup Traceroute Whois Finger  Port Scan

Enter the network address to ping.
XK XX XHK XX {ex. 10.0.2.1 or www.example.com)

Send an unlimited number of pings

©sendonly 10 pings

HEquUesT TIMEOUT Tor lemp_seq £
Request timeout for icmp_seq 3
Request timeout for icmp_seq 4
Request timeout for icmp_seq 5
Request timeout for icmp_seq 6
Request timeout for icmp_seq 7
Request timeout for icmp_seq B

— |82. 33 L) L3 ping statistics —
10 packets transmitted, @ packets recelvec( 100.8% packet loss ]
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MpoBepka cetn kKomnblotepa — Windows

C noMo1Ibi0 KOMaHFHO CTPOKY IPOBEPbTE COCTOSIHIE IOSK/II0OUEH I KOMITBIOTEPa V1 Iy Th OFK/ITIOUeHSI K
IPUHTEPY.ITO MO3BOIUT HAWTY CIIOCOO pelIeHNs IIpo6IeMBbl.

(J Komanpa ipconfig

BLIBOIUT cOCTOAHME TIOK/TIOUEHMS CETEBOTO MHTepdeiica, UCIOIb3yeMOro KOMIIbIOTEPOM B HACTOSIIVIA
MOMEHT.

ITyTem cpaBHeHM: MHPOPMALIUY O IIOJK/TIOUEHNN U (PaKTUIECKOTO COeHEHNA MOXHO IIPOBEPUTD
IIpaBUIbHOCTD NopKmodeHnA.Ecnu B ogHoit cetnt ecTb Heckonbko DHCP-cepBepoB, MOXKHO y3HaTh
(dakTIyecKuii afjpec, Ha3HaYEeHHBI KOMIIBIOTEPY, UCIIONb3yeMblit DNS-cepsep u T. A

J ®opwmar: ipconfig /all
A [Tpumepsr:

o Administrator: Command Prompt |;|i-

:~ripconfig ~all
Windows IP Configuration

e WIN2812R2
Primary Dnz Suffix pubs _net
Hode Type

IP Routing Enahled

WINS Proxy Enabled. .

DNS Suffix Search List pubs .net

[Ethernet adapter Ethernet:

Connection—specific DNS Suffix

Description Gigahit Metwork Connection

Physical Address HHHH—HH—HH—HH KK

DHCP Enabled Mo

Autoconf iguration En Yes

Link-local IPwv6 Adde fefB::38fh:7546 :18a8 :d2Bex14{Preferred>

IPu4 Address 192.168.111 . 18¢(Preferred

Subnet Mask 255 .2585.255.8

Default Gateway 192.168.111.1

DHCPv6 IAID . . . 283142549

DHCPu6 Client DUID B8-01-PA—-A1—-26-48-2F-45-88-1D-73-6A—44-08
DHS Servers . . . 192.168.11441.2

NetBIOS over Tcpip Enahbled

unnel adapter isatap.<PBBARAPA-ABCD-EFGH-HIJK-LMNOPGQRSTUUMS :

Media State Media disconnected
Connection—specific DHS Suffix
Description Microsoft ISATAFP Adapter #H2
Physical Address HE-B0-PH-PA-BA-0B-B6-E@
DHCP Enabled No
Autoconf iguration Enabled

N

(J Komanpa pathping
MO>KHO IIOATBEPAUTD CIMCOK MapIIPYTU3ATOPOB, IPOXOAAIINX Yepe3 y3e Ha3HAUeHN, M MapIIPy TU3ALINIO
COeNVHEHNA.
[ ®opwmar: pathping Xxx.XXX.XXX.XXX

1 TIpumepsr: pathping 192.0.2.222

o Administrator: Command Prompt

=~>pathping 192.168.111.28

racing route to EPSONAB12AB [1922.168.111.281
over a maximum of 38 hops:

B UWINZB12RZ.pubs.net [192.168.111.181

1 EPSONAB12AB [192.168.111.281

omputing statistics for 25 seconds...
Source to Here This ModerLink

op RIT LostsSent = Pect LostsSent = Pct Address
8 WIN2B12R2 .pubs.net [192.168.111.181

B H
Bx EPSONAB12AB [192.168.111.281

B/ 188 =
1 38ms 8- 188 B 8- 188 =

race complete.

N2
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NMpoBepkKa nogkKnoyeHns

Ha npunTepe mnm xoMnbploTepe, MOAK/IIOYEHHOM K TOMY € CETMEHTY, 4TO ¥ IPUHTEP, IPOBEPhTE NPaBUIbHOCTD
HOAK/TIOYEHNsI K IPUHTEPY U Hallke.DTO MO3BOIUT HAMTY CIIOCOO pellleHNus PO 6IeMBl.

MouTtoBbIN cepBep
Hp0Bepre COCOMHECHIIE an/IHTepa N IIOYTOBOIO cepBepa C IIOMOIIIBIO Q)YHKHI/II/I HpOBepKI/I CE€TEBOI0 COCAMHECHMA

MIpUHTEpa.

CooTtBeTcTBYIOULAA MHPoOpMaLuA

= «[IpoBepKa CoeMHEHNs [I0YTOBOTO cepBepar» Ha cTp. 38

DNS-cepBep

ITposepbre ocHOBHOIT DNS-cepBep koMmmnbroTepa.llpoBepbTe cTaTyc ceTeBOro afanrepa KOMIbIOTEPA, KOTOPBI
HaXOJIUTCA B 3TOM K€ CETMEHTe CETH, YTO U IIPUHTEP, a TAKKe MMPOBEPbTE MPAaBUIbHOCTL HacTpoek DNS nia
MIpUHTEPA.

Hactpoitku DNS-cepBepa KOMIIbIOTEpPa MOXXHO IIPOBEPUTH CIEAVIOLIM 00pasoM.

4 Windows: ITanens ynpasinenus > Cetb u VIutepHer > IleHTp ynpasieHus ceTamMu U 0O1UM JOCTYIIOM >
VsmeHeHMe MapaMeTPOB aflanTepa

ITpu HamMYMYU HECKONBKMX CEeTEeBBIX MHTepP(elicOB MOXKHO BBIIIOJTHUTD IPOBEPKY, BBeAs KoMaHpy ipconfig/all B
KOMaHJHOII CTPOKe.

(1 Mac OS: Cucremusie HacTpoiiku > CeTs > [JonomuurensHo...> DNS

WHnymannsauuna ceTeBbiX HaCTpoeK

OtknioueHune Wi-Fi ns Web Config

Ortximoyenne Wi-Fi B Web Config.Ecu npu otxmtouenun Wi-Fi yepes aTo coennHeHne ObIIM IOGK/IIOYEHB
Kakye-b0 yCTpOCTBa, OHY OTK/TIOYAIOTCS.

1. Orkpoiire Web Config u Bei6epute Bknagky Cerb > Wi-Fi, 3aTem Bbibepute Otkmountp Wi-Fi.

2. Tlpourure coobienne, 3aTeM Boibepute OK.

PaspbiB nogknioueHuna Wi-Fi Direct (npocTtas Touka gocryna) c nomouybio
Web Config

Orkmouenne Wi-Fi Direct (mpocTtas Touka goctyna) B Web Config.
1. Boitgure 8 Web Config u Bri6epute Bknaaky Cersb > Wi-Fi Direct .

2. Boibepure 3Hauenne OTKIIOUUTH 77151 mapameTpa Wi-Fi Direct .
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Haxxmure Cnegyromii

4. Tlpourure coobmennue, 3aTeM Boibepure OK.

OTtknioueHune Wi-Fi Ha naHenv ynpasneHus

[Tpu oTxmrouennn pexxnma Wi-Fi coegunenne Wi-Fi paspoiBaercs.

Bri6epure Wi-Fi Ha HauaIbHOM 3KpaHe.

Yro6HI BHIGPATH S7eMeHT, lepemecTuTe GOKyC Ha 3T0T ameMenT ¢ momompbio kHorok A, ¥, € P, sarem
HaxmMute KHONKy OK.

Bei6eprte MapupyTusarop.

OTtobpakaeTcst COCTOSIHME CETH.

Bri6epute VI3aMeHUTD HaCTpPOIKM.

Bribepure dpyrue > Orxmounts Wi-Fi.
[TpocMoTpuTe cOOOLIEHYE U BBIIIOTHUTE HACTPOJKY.

IIpn oTo6pakeHNM Ha 3KpaHe HOATBEPK/AIOIIEr0 COOOITEHNs 3aKPOIiTe SKPaH.

SKpaH ABTOMATUNYE€CKU 3aKPOETCA 110 UCTEYEHUN ONIPENETIEHHOIO BpEMEHN.

Haxmute kHONIKY ﬂ

PaspbiB noaknioyeHuna Wi-Fi Direct (npoctasa Touka gocrtyna) Ha naHenu
ynpaBneHuns

Ilpumeuanue:

IIpu omxnrouenuu coedunerus Wi-Fi Direct (npocmas mouka docmyna) 6ce KOMnbiomepbvl U UHMeNNEKINYAnbHble
ycmpoticmea, nooknoueHHvle Kk npurmepy uepe3 coedurenue Wi-Fi Direct (npocmas mouka docmyna), 6ydym
omxmoueHvl. Ecniu 61 xomume omKa04ums KOHKpermHoe ycmpoticmeo, binoiHume Omya4eHue Ha 3Mom ycmpoticmae,
a He HA NpuHmepe.

Bri6epure Wi-Fi Ha Haua/IbHOM 3KpaHe.

Y1061 BHIGPATH S7eMeHT, epemecTuTe GOKyC Ha 3T0T ameMenT ¢ momopbio kuorok A, ¥, € P, sarem
Haxmute KHONKy OK.

Bui6epure Wi-Fi Direct.

Orobpaxxaerca nndpopmanus Wi-Fi Direct.
Bri6epure Vi3aMeHUTD HaCTpPOIKM.
Bui6epure Orxmrounts Wi-Fi Direct.

[TpocMoTpuTe COOOILEHYIE U BBIIIOTHUTE HACTPOJIKY.
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6. IIpu oTobOpaskeHMY Ha 9KpaHe MOATBEPXKAAIOLIET0 COOOIIeHNU 3aKPOIITe IKPpaH.

SI(paH ABTOMATNYE€CKM 3aKPOETCA 110 UCTEYEHUN ONIPENETIEHHOIO BPEMEHN.

BoccTraHoBneHune ceTeBbIX HaCcTpoeK Cc nomMollblio NaHeNnun ynpasneHna

BbI MO>keTe BBIIOTHUTD COPOC BCeX HACTPOEK CeTH Ha 3HAYEHMS 110 YMOTIAHMIO.

1. Bsi6epure HacTp. Ha Haga/bHOM 9KpaHe.

2. Boibepure O61uiye mapamMeTpsl >AZMUHUCTPUP. CUCTEMBI >Bocct. HacTp. mo ym. > Hactpoiiku ceTn.
3. IlIpourure coobieHue, 3aTeM Bbibepute [a.

4. TIpm oTob6pa>keHNMN Ha SKpaHe IOATBEP)KIAIONIETO COOOIIEHN 3aKPOJiTe SKPaH.

91<paH ABTOMATNYIECKM 3aKPOETCA 110 ICTEYEHUM OIIPpENE/IEHHOIO BpEMEHI.

HeuncnpaBHoCTH

HeT poctyna Kk Web Config

MpuHTepy He Ha3HaueH IP-agpec.

Bosmoxxno, mpunTepy He HasHaveH fgomyctumblii [IP-agpec.Hacrpoiire IP-agpec, ucnonbsys manenb yrnpasieHus
npuHTepa. Texylue sHaYeHNA TaAPaMeTPOB MOYKHO ITPOBEPUTD C IIOMOIIbIO CTPAHUIIBI COCTOSHMA CeTY MU
MTaHE/N YIPABIEHNS IPUHTEPA.

Be6-6paysep He nogaepxunBaeT pexxum Kpuntorpadpuueckasa ctomnkoctb ana SSL/TLS.

I SSL/TLS ycranosnen pexxuM Kpunrorpaduaeckas croiikocts. Web Config MO>XXHO OTKpPBITD B BeO-Opaysepe,
HOJePKMBAIOIEeM MacCcoBoe mumpoBanue, crefyomym obpasom.IIposeprTe, mopepxuBaeT i 6paysep Takoe
mudpoBaHue.

(1 80 6mt: AES256/AES128/3DES
1 112 6ut: AES256/AES128/3DES
(1 128 6ut: AES256/AES128

(d 192 6ura: AES256

(1 256 6ut: AES256

Cpok pencteua Ceptudukat, nognucaHHbin LC ncrek.

I[Tpu Hamuuuy Npo6IeMsl ¢ UCTedeHIeM CPOKa JelicTBI cepTudukara mpy mopkmodennu Kk Web Config gepes
coennuenne SSL/TLS (https) orob6paxkaercs coobuenune «Cpok feitcTBust ceprudukara ucrek».Ecnmm coobiuieHune
0TOOpaXkaeTcst KO MCTeUeHNMsI CPOKa TOFHOCTH, TO yOemuTech, 4To fata IpMHTepa HACTPOEHA IPABU/IbHO.

O6uee nma B cepTuduKate N Ha NPUHTEpe He coBNagaeT.

Ecnmu ob1ee nms B cepTuduKarte 1 Ha IpUHTEpe He COBIafaeT, Ipu foctyle K Web Config uepes coegunenme
SSL/TLS (https) oTobpaxkaercst coobenne «VIms ceprudukara 6€30macHOCTH He COBIAAET C++».ITO
IPOMCXONUT IIOTOMY, 4YTO He COBIAfIaloT ciefyomue IP-agpeca.
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YcTpaHeHne Henonapok

[ IP-ampec mpuHTepa, BBEIEHHBIN /I 0011ero nMeHn npu co3panuu Camononmnmcanusiit ceprudukat wi CSR
[d IP-agpec, BBefieHHBIIT B Be6-Opaysepe mpu 3anycke Web Config

Ecmu ucnionbayercss CaMONOANICAHHBIN cepTuduKaT, usMeHuTe nMs npuHTepa.Ceprudukar 0OHOBIEH, MOXXHO
MTOAK/IIOYNUTD IIPUHTEDP.

Ecnu ucnionssyercst Ceprudukar, nopnucanusiii LIC, eme pas monyunte ceptudukar fist puHTEpA.

B Be6-6pay3epe He HacTpOeHbl NapaMeTpbl NPOKCU-cepBepa ANA JIOKA/IbHbIX aAPecoB.

Ecnu npuHTeEp MCHOIb3yeT MpOKCK-CepBep, HACTPoIiTe Be6-Opaysep Tak, YTOOLI OH He MOMK/TI0YA/IC K
TIOKaZIbHBIM afipecaM Yepe3 IPOKCU-CePBEP.

J Windows

Bri6epure Ilanens ynpasnenus > Cetb u VIHTepHeT > CBolicTBa 0603peBarensd > Ilogknouyenus >
Hacrpoiika cetn > IIpokcu-cepBep, 1ocjie 4ero OTK/I0YNTE UCIOIb30BaHMe IPOKCH-CEpPBEpa [ CeTU
(mokanbHBIe aipeca).

1 Mac OS

Bei6epute Cucremubie HacTpoiiku > CeTb > [fomonanTenbHo > IIpOKCH ¥ 3aperucTpUpyiiTe TOKATbHBII
agpec B pasfene O6xop NpoKCH-cepBepa AJIs 3TUX XOCTOB U JOMEHOB.

IIpumep:
192.168.1.*: nokanbHblit afpec 192.168.1. XXX, macka nogcetu 255.255.255.0
192.168.*.*: noxanbHblil afpec 192.168. XXX. XXX, macka nofcetu 255.255.0.0

CooTBeTcTBYIOWAA nHpopmaLus

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27

= «Hasnauenne [P-afpeca» Ha crp. 20
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MpunoxeHne.

Npuno)xeHune.

BBepeHne B ceTeBoe NporpamMmmHoe obecneyeHve

Huxe onmcano nporpaMMHoe obecriedeHyie, KOTOpOe IIO03BO/IeT HACTPaMBaTh Y YIPABIATDb YCTPOICTBAMI.

Epson Device Admin

Epson Device Admin — 3To MHOTOQYHKIMOHA/IbHOE IPOTpaMMHOe obeciedeHye /I YIIpaBIeHUs
YCTPOJCTBAMM IO CETM.

B HeM mocTymHBI clenyomye GyHKIUIL.

(1 MonnrtopuHr u yupasnerne 1o 2000 IpMHTepOB ¥ CKaHEpOB B OTHOM CETMEHTe

(J Cospanue nogpo6HOro oT4eTa, HAMpUMep O PACXOAHBIX MaTepyasIaxX MM CTaTyce POAYKTa
(J O6HOB/IEHVIe MUKPOIIPOTPaMMBI IPOYKTA

(d JTo6aBneHue yCTPONCTB K CETH

(d TIpuMeHeHMe OOMHAKOBBIX IIAPaMeTPOB K HECKOTIBKMM YCTPOCTBAM.

Epson Device Admin Mo>xHO 3arpysuth Ha Be6-caitte moppaep>xku Epson.ITogpobuyio nudopmaryio cM. B
JmoKyMeHTauy mnn cupaske 110 Epson Device Admin.

3anyck Epson Device Admin (tonbko Windows)

Bei6epure Bece mporpammbt > EPSON > Epson Device Admin > Epson Device Admin.

Ipumeuanue:
Paspewiume docmyn ons Epson Device Admin, ecnu nosiensiemcs npedynpexcoerue 6panomayapa.

EpsonNet Config

EpsonNet Config — aTo nporpaMMHoe ofecliedeHue [ yCTAaHOBKY ITapaMeTpoB yCTpoiicTBa 1o cetu.Ecn

YCTpOJiCTBa IOfCOeANHEHBI K ceT Yepe3 Ethernet, MOXkKHO ycTaHaBNMBaTh Ha HUX ITapaMeTPhl, Takue Kak IP-
azipec, MU3MeHeHe MeTO/a MOJK/IIOUeHN A U T. [I., JaKe I/ YCTPOIICTB, Ha KOTOPbIX He HasHaueH IP-agpec.Oto
TAK)Xe MOXXET ObITD ITOJIE3HBIM [I/I51 YCTAHOBKM CETEBBIX IAPaMeTPOB /IS YCTPOMCTB Oe3 IaHe/M yIpaBaeHu.
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MpunoxeHne.

ITompo6uyo MHGOPMAINIO CM. B TOKyMeHTanuy wm cripaske o EpsonNet Config.

 EpsonNet
Config

SE Version

hitializng g

3anyck EpsonNet Config — Windows

Boibepure Bece mporpammst > EpsonNet > EpsonNet Config SE > EpsonNet Config.

Ipumeuanue:
Paspewume docmyn onst EpsonNet Config, ecnu nosiensemcst npedynpesxcoetvie 6panomayapa.

3anyck EpsonNet Config — Mac OS

Haxmure Iepeiitu > Ilpunoxxenns > Epson Software > EpsonNet > EpsonNet Config SE > EpsonNet Config.

EpsonNet Print (ronbko Windows)

EpsonNet Print — ato mporpaMmmHoe obecredenne, npegHasHadenHoe mis nedatu B cetn TCP/IP.Ono
yCTaHaB/IMBAEeTCsA YCTAaHOBIMKOM BMECTe € ApaiiBepoM IpuHTepa.lljid nmedaTu 1o cetu cospaiire nopt EpsonNet
Print. OyHK1My 1 orpaHn4YeHnA epeuncieHbl HIDKe.

(d CocrosiHMe IpUHTepa 0TOOpa)kaeTcs Ha SKpaHe AUCIeTYepa O4epey IedaTy.

(4 Ecmu IP-agpec npunTtepa nsmensiercst nocpegcrsoM DHCP, To npuHTep Bce paBHO 0OHAPY>KMBAETCsL.
(1 Mo>XHO CIIONb30BATh IPUHTEP, HAXOMALINIICA B IPYTOM CETMEHTE CeTI.

[ Mo>XHO nevyaraTh, MCIONb3Ys OUH V3 HOCTYIIHBIX IIPOTOKOIOB.

[ IPv6-agpeca He OAEPKUBAIOTCS.

EpsonNet SetupManager

[Tpunoxenue EpsonNet SetupManager npezncrasisaeT co6oil mporpaMMHoe obecniedeHye /I CO3[jaHNnsA ITaKeTa
IIPOCTOJ YCTaHOBKM IIPUHTEPA, HAIIPMMeEP YCTAaHOBKM ApaliBepa npuHTepa, ycraHoBKu EPSON Status Monitor u
CO3fIaHMs MOPTa pUHTepa. [JaHHOe IporpaMMHOe obecriedeHe TO3BOAET aiIMIHNUCTPATOPY CO3[jaBaTh
YHMKa/IbHbIe IPOrPaMMHBIe IaKeThl U paclpefiesiATh UX MeXAY IPyNIIaMIL.
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MpunoxeHne.

I1s momydeHust [OIOMTHUTENIbHO MHGOPMALNH IIepeliiuTe Ha peIrMOHANIbHBIN Beb-caitt Epson.

N3meHeHne HacTpoek Wi-Fi Ha naHenu ynpasneHuna
(WPS)

MoxkHo noaxmounTbesi K Wi-Fi ¢ manenu ynpasneHus npunrepa, ncnonab3ys Gyukiumo WPS.

CooTtBeTcTBYIOLAA MHOpMaLuA
= «Hacrpoiika Wi-Fi ¢ nomompio kHoriku (WPS)» Ha cTp. 82
=» «Hactpoiika Wi-Fi ¢ nomompio Hactporiku PIN-komga (WPS)» Ha cTp. 83

Hacrpomnka Wi-Fi c nomowbio kKHonku (WPS)

Bbl Mo>KeTe aBTOMAaTU4YeCKM HAaCTPOUTD ceTb Wi-Fi, Ha)kaB KHOIIKY Ha TouKe focryna.Eciy BbmonHAaTcA
C/IefYIOLIYIe YCTIOBMUA, BB MOXKETe MCIIO/Ib30BAaTh 3TOT CIIOCO0.

[d Touxa ocryma coBMectuma ¢ WPS (saupuienHast Hactporika Wi-Fi).

[ Texyuee coegunenne Wi-Fi 6b1710 co3aHO ¢ TIOMOLIbI0 HAXATHS KHOIIKM Ha TOYKe JOCTYIIA.

IIpumeuanue:
Ecnu 8vt He Moxceme Halimu KHONKY ub0 8l 8binonHseme HAcmpoiky ¢ nomowsvro I10, o6pamumecs k 0oKymenmavuu
Ha mouky docmyna.

1. Bei6epute Wi-Fi Ha HauanbHOM 9KpaHe.

Yro6bI BRIOPATH S7eMeHT, niepeMectute GoKyc Ha 10T amement ¢ omompio kHorok A, ¥, Qi P, zatem
HakmuTe KHONKy OK.

2. Boibepure MapmpyTusarop.

3. Haxwmmute xnonky OK.

Ecnu ceteBoe NOAK/IIOUEHME YXKe HACTPOEHO, OTOOPa’KAIOTCs MOAPOOHbIE CBEIEHN O
nonkmoueHnn. Boibepute VismMennte pexx. Ha mogkmiouenue Wi-Fi. i VIsMeHuTs HacTpoiiku fi1st
M3MeHeHN HaCTPOeK.

4. Bei6epute Hacrpoiika knonkoit (WPS).
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MpunoxeHne.

5. VYmepxusaiite KHONKy [WPS] Ha TOuKe HocTyma o Tex Iop, HOKa He HAYHET MUTAaTh MHMKATOP
6e30ImacHOCTH.

Ecnu Bl He 3HaeTe, e HaXoAUTCs KHonka [WPS], 1160 Ha Touke JOCTyNma HeT KHOIOK, 00paTUTEeCh K
TOKYMEeHTAllMM Ha TOUKY HOCTYIIA.

6. Haxmute kHonky OK Ha ckaHepe.

7. 3aKpoiiTe 3KpaH.
SI(paH ABTOMATNYE€CKM 3aKPOETCA 110 UCTEYEHUN ONIPENETIEHHOIO BPEMEHN.

Ilpumeuanue:

Ecnu yemarnosumy coedureHue He yOAcmcs, nepeanycmurme mouxky 00cmyna, nepemecrume ee Ouxce Kk npuxmepy
u nosmopume nonvimky.B cnyuae Heyoauu evisedume Ha newamy omuem o0 cemesom coeduHeHUU U vlbepume
peweHue npobremot.

8. 3akpoiiTe 9KpaH HaCTPOEK CeTeBbIX IO/K/TI0UeHNIL.

Hactpownka Wi-Fi c nomouwbto HacTtponku PIN-koaa (WPS)

K Touke gocTyna MOXXHO aBTOMaTUYeCKY MOAKIIOYUTHCA ¢ HoMolpio PIN-Kkoza.9ToT c11oco6 MOXHO IIPUMEHATD,
ec/u To4Ka joctyna umeet gpynkunio WPS (3amuiennas Hacrpoiika Wi-Fi).[lna ycranosku PIN-koza Ha Touke
TOCTYIA UCTIONIb3YiiTe KOMIIBIOTEP.

1. Bri6epute Wi-Fi Ha HauanbHOM 9KpaHe.

Yro6bI BRIOPATH S7eMeHT, iepeMectute GoKyc Ha 10T amement ¢ omompio kHorok A, ¥, Qi P, zatem
HakmuTe KHONKy OK.

2. Boibepure MapmpyTusarop.

3. Haxwmmute xnonky OK.

Ecmu ceTeBOe IOAKITIOUEHNME Y>Ke HACTPOEHO, 0TOOPaXKAITCS HOAPOOHbIE CBEfIEHN O
nonkmoueHnn. Boibepute VismMennte pexx. Ha mogkmouenue Wi-Fi. i VIsMeHuTh HacTpoOiiku /15t
M3MeHeHN HaCTPOeK.

4. Bwi6epure Opyrue > Hactp. PIN-koga (WPS)
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MpunoxeHne.

5. C momorpio koMibiotepa BBegure PIN-koz (BocbMM3HAYHOE MC/I0), OTOOpaskaeMblil Ha IaHe/ N
yIpaBjIeHNs IPUHTEPA, B TOUKY JOCTYIA ([Ipoliefypa He JO/DKHA IPOFODKATHCS 6omee IBYX MUHYT).

Ipumeuanue:
Jns 6onee nodpo6roii ungdopmayuu o 6600e PIN-xoda obpamumecy Kk 00KyMeHMAUUU HA MOUKY 00CHYNA.

6. Haxmure xnonky OK Ha npunTepe.

7. 3akpoiiTe sKpaH.

B cnyuae ecnu Bel He BoiOepeTe 3aKpbITh, OKHO aBTOMATHYECKY 3aKPOETCsI IO MCTEYEeHIUM ONIPefeNIeHHOTO
BpEMEHI.

Ipumeuanue:

Ecnu ycmanosumo coedurernue He yoacmcst, nepesanycmume mouky 00Cmynad, nepemecmume ee Onudice Kk npurmepy
U nosmopume nonvimxy.B cnyuae neyoauu sviedume Ha newamp omuem 0 CoeOUHeHUU U Bvibepume peuteHue
npobnemut.

8. 3akpoiiTe 9KkpaH HACTPOEK CETeBbIX MOAKITIOUEHMIA.

Ucnonb3oBaHue nogkniouyeHnsa Wi-Fi Direct (npoctan
TO4YKa gocTtyna)

[Mopxmouenne Wi-Fi Direct (mpocTas Touka BocTyna) UCIIONb3yeTcs [isd IONKII0UeHNs IIPUHTEPa U YCTPOICTB
HaIpAMYIO.

[TockonbKy IpUHTEp MOYKHO IOACOSAMHNUTD HAIIPAMYIO 63 MCIO/Ib30BaHNA IIONK/II0UYEHHON CeTI, OH MOKeT
UCIIO/Ib30BAThCS KaK BpeMEHHOE IOfIK/TIOUeHe YCTPOIICTBA K IPUHTEPY, IOAKIIOYEeHHOMY K CeTH, 6e3 IIpas
foCTyIa.

Kpowme toro, npu Bkmouenuu ¢pyukiuy Wi-Fi Direct (mpocTast TouKa JOCTYIIa) MOXHO MCIIO/Ib30BaTh Ha
npunTrepe ¢pynkiuio NFC.

BknioueHune Wi-Fi Direct (npocTtas Touka goctyna) Ha naHenu
ynpasJjieHnA
1. Boibepure Wi-Fi Ha nmanenu ympasieHus IpUHTepa.

Y1061 BHIGPATH S7eMeHT, epemecTuTe BOKyC Ha 3T0T ameMenT ¢ momompbio kHomok A, ¥, € P>, sarem
HakmuTe KHONKy OK.

2. Boibepure Wi-Fi Direct.

ITpu BxmoyeHun csisu Wi-Fi Direct (mpocTas Touka gocrymna) orobpakaercss MHGOpMaLusa o CoefMHeHUN
Wi-Fi.

3. Boibepure HauaTh ycTaHOBKY.

4. Bpibepute 3amyck HaCTPOIKI.

I[Tpu Bxmrouenun csisu Wi-Fi Direct (mpocras Touka goctyma) orobpaxaercs cets (SSID) u mapons.
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5. 3axpoiiTe sKpaH.

Ilpumeuanue:
Iooxniouaiimecs K npuHmepy ¢ UHMeLIEKMYANLHLIX YCMPOTicme, ucnonv3yst cemv (SSID) u naponv, omobpacaemote
HA Naxenu ynpasneHus npummepa.

N3meHeHmne napameTpos Wi-Fi Direct (npocTtasa Touka gocryna)

Ecnmu BrrodeH pexxuM nogknodenusa Wi-Fi Direct (mpocTtas Touka goctymna), MOXXHO U3MEHUTD
COOTBETCTBYIOLIYE TapaMeTpbl, BbIOpas B MeH10 Wi-Fi > Wi-Fi Direct > VI3MeHNTb HACTPOJIKM, [IOC/IE YeTO
HOABATCA CTIeAYIOlIMe TYHKTbI MEHIO.

Yro6bI BRIOPATH S7eMeHT, epeMectute GoKyc Ha 10T amement ¢ omompio kHorok A, ¥, Qi P, zatem
HaxMuTe KHOTKY OK.

N3meHeHne nmeHm cetu (SSID)

Vamenenne nmenn cetu (SSID), ucrionbzyemoro B pexxume Wi-Fi Direct (mpocras Touxa joctyna) musa
MIOIK/IIOYEH S K IIPUHTEPY, Ha IPOMU3BOIbHOe 3HaueHMe.[]na umenn cetu (SSID) MOXKHO MCIIO/Ib30BAaTh CMBOJIBI
ASCII ¢ s3kpaHHOII K/TaBUATYphl Ha NTaHE/IN YIIPABIeHNA.

[Tpu namenennn umenu cetn (SSID) Bce MopKII04eHHbIE YCTPOICTBA OTK/TIOYAOTCA. UTOOBI CHOBA IORK/IIOYNTD
3TU YCTPOICTBA, UCIO/b3YIiTe HoBOe uMA cetu (SSID).

N3meHeHne napona

VsMmeHeHMe apoys NopKIodeHys K npuHTepy no Wi-Fi Direct (mpocTas Touka ZocTyma) Ha IpOM3BOJIbHOE
3HadeHue.B mapone MoxxHO ucnonb3osaTh cuMBOIbI ASCII ¢ 3KpaHHOI K/aBMaTyphl Ha IIAHE/N YIIPaB/Ie€HNA.

ITpu M3MeHeHNY HapoJIA BCe MOAK/II0YEHHBIE YCTPOIICTBA OTKII0YAIOTCA. UTOOBI CHOBA NONK/IIOYNTD 3TU
YCTPOIICTBA, UCIIONIb3YIITE HOBBII IAPOIb.

OtknioueHue pexuma Wi-Fi Direct (npocras Touka gocryna)

OrtkmoueHne mapameTpos pexxnma Wi-Fi Direct (mpocTast Touka focTyna) Ha npunrepe.IIpu oTK/II04eHUY 9TOTO
pexxnMa Taxke OyyT OTK/IIOUEHBI BCe YCTPONICTBA, HOFK/II0OYeHHbIE K IPUHTePY B pexxuMe Wi-Fi Direct (mpocrast
TOYKa JOCTYIIA).

BoccraHoBneHne napametpoB pexuma Wi-Fi Direct (npoctaa Touka gocryna)
BosBpar Bcex mapameTpoB pexxuma Wi-Fi Direct (mpocTast Touka JOCTYIIA) K 3HAYEHVAM 110 YMOTYaHMUIO.

Ypansaercs coxpaHeHHas B IIpMHTepe NHPOPMAIVA O HOAKIIOYEeHIN MHTEIeKTya/IbHOTO YCTPOJCTBA B peXKuMe
Wi-Fi Direct (mpocras To4ka focTyma).

Ipumeuanue:
Ha exnaoxe Cemv > Wi-Fi Direct npunoxenus Web Config makice MOXHO 8bInONHUMD Credyoujie HACMPOTiKiL.

[ Brnouenue unu svixnrouerue pexcuma Wi-Fi Direct (npocmas mouka docmyna)
1 Mzmenerue umeru cemu (SSID)
A Jsmenenue napons

(4 Boccmanosnenue napamempos Wi-Fi Direct (npocmas mouxa docmyna)
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N3meHeHne cnocob6a nogknioyeHus

VIsmeHuTE CIIOCOO IIOOK/IIOYECHMA. VM3amennre 3Ty HaCTpOﬁ[KY, TI03BO/TAIOIYI0O BKIIOYUTD CETh.

Ecnn IP-agpec HasHayaeTcs BPYIHYIO, IPOBEPbTE Y CUCTEMHOTO afMIHNICTPATOPa, MOXXHO JI UCTIONIb30BATh 3TOT
ke IP-aipec B HOBOII ceTu.

IIpumeuanue:
Ecnu nooxknrouernue Wi-Fi exntoueno, nodknrouerue Ethernet omxniouaemcs.

CooTtBeTcTBYIOWAaA MHpopmayus
» «Ilepexon ¢ nopkaouenns Ethernet va mogxmouenne Wi-Fi» Ha cTp. 86

= «Ilepexon c nonkmodenus Wi-Fi Ha noaxmodenne Ethernet» Ha ctp. 87

MNMepexop ¢ nogknoueHnn Ethernet Ha nogknoueHne Wi-Fi

MNepexop Ha noaknioyeHne Wi-Fi Ha naHenun ynpaBneHuns

[Tepeiipute ¢ mopkmoyenus Ethernet Ha mopkmouenne Wi-Fi Ha maHenu ynpasneHus npunrepa. Vismenenne
crioco6a MOAK/IIYEHN [0 CYTU He OT/IMYAeTCsA OT HacTpoliky nopgkmodennsa Wi-Fi. Cm. paspen B aTom
PYKOBOJCTBE, TOCBAILIEHHBIN HACTPOVIKaM NonKmodeHnsa Wi-Fi Ha manemm yrpasiennA NpuHTEpa.

CooTtBeTcTBYIOWAA MHPopmauua

= ([lonxnouenne K 6ecipoBoHoit mokanbHoit cetn (Wi-Fi)» Ha crp. 25

Mepexop Ha nogkniouyeHune no Wi-Fi c nomowbio Web Config

Vsmennte nmopkmouene o Ethernet Ha nogxouenne o Wi-Fi ¢ momonsio Web Config.

1. Boiigure B Web Config 1 Boi6epute Bkaanky Cetb > Wi-Fi.

[Tpu ycTaHOBKe NMaposis afIMMHICTPATOPA BBIIIOTHUTE BXOJ, KaK afIMUHICTPATOP, BBEM MMs ONb30BaTeNA U
Haporb.

2. Haxmure YcranoBka.

3. Bei6epure SSID myst TOUKM [OCTYIIA ¥ BBEUTE MAPOTIb.

Ecmu tpebyemerit SSID He oTo6pakaercs, Boibepute BBectu SSID u BBenute SSID.
4. Haxwmure Crnegyrommi.
5. IIpountaiite oTobpaxkaemoe coobuieHne u menkuute OK.

6. Orkmtounte kabens Ethernet ot mpunrepa.

IIpumeuanue:
Mosico maxice usmernump memoo nooxmouenus 6 Epson Device Admin.IIo0po6Hovle céedenus cm. 8 pyKosoocmee unu 6
cnpasxe Epson Device Admin.
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CooTBeTcTBYIOWAA Hpopmauua

= «Jlocryn k npunoxkennio Web Config» na ctp. 27

= «Epson Device Admin» Ha ctp. 80

MNMepexop ¢ nogknoueHna Wi-Fi Ha nogknioueHne Ethernet

N3meHeHmne ceTeBoro nogknioueHns Ha Ethernet c nanenu ynpasneHuns

BrinonHuTe npuBeeHHble HIDKE AEMICTBYS, YTOOBI MU3MEHUTH ceTeBOe mopkodenne ¢ Wi-Fi Ha Ethernet ¢
IIOMOMIbIO TaHe/IM YIIPaBIeHUs.

1.

Bribepure HacTp. Ha HauaibHOM 9KpaHe.

Y1061 BHIGPATH S7eMeHT, epemecTuTe BOKyC Ha 3TOT ameMenT ¢ omombio kHomok A, ¥, € u P, sarem
HakmuTe KHONKy OK.

Bribepure O61ue mapamerpsl > Hactpoiiku cetu > Hacrpoiika mposognoit JIBC.
Haxxmure knonky OK.

[Topxro4nTe IPUHTEP K MapIIPyTU3aTOPY ¢ moMolbio kadens Ethernet.

CooTtBeTcTBYIOWAA MHpopmMmauua

= «[lopkmouenne k Ethernet» Ha cTp. 24

Mepexon Ha nogknioueHune Ethernet c nomowbio Web Config

I[Tepexmouenne ¢ nopkmodenns Wi-Fi Ha nogxmouenne Ethernet ¢ momompio Web Config.

1.

Boiigute B Web Config u Boibepute Bxmanky Cerb > Wi-Fi.

[Tpn ycTaHOBKe Maposist IMUHICTPATOPA BBIIIOTHUTE BXOJ] KaK afIMUHICTPATOP, BBEMS MMs ONb30BaTeNA I
IapOoIb.

2. Haxmure Otkmountb Wi-Fi.

3. Ilpourure coobieHnne, satem Bribepute OK.

4. TlopxmounTe IPUHTEP U KOHIIEHTPATOp (KOMMYTATOP JIOKa/lbHON ceTn) Kabenem Ethernet.
IIpumeuanue:

Moscro maxe usmeHums memo0 nooknouerus 8 Epson Device Admin.IIo0po6Huie c8edeHus cm. 8 pykosoocmee unu 6
cnpaske Epson Device Admin.

CooTBeTcTBYIOWAA MHPopmauua

= «Jlocryn k npunoxkennto Web Config» na ctp. 27

= «Epson Device Admin» Ha ctp. 80
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Wcnonb3oBaHMe nopTa NpuHTEpa

HPI/IHTep UCIIONb3YET C)'IeJIYIOI.LU/HZ IIOpT. Shv/i IIOPThI JO/IDKHBI ObIThH pn H€06XOI[I/IMOCTI/I Ppa3pelIeHbl CETEBbIM

aIMVHVCTPATOPOM.
OTnpaButenb UAcnonb3oBaHune Monyuatennb MpoTokon Homep nopra
(knueHT) (cepBep)
MpunTtep Ecnun ncnonb3yetca Epson Connect Cnyx6bl Epson HTTPS 443
Connect
XMPP 5222
Mpwn neyaTn Cc uCNonb3oBaHNEM Cepgep Google HTTPS 443
cnyx6bl Google Cloud Print Cloud Print
XMPP 5222
Ynpasnexnne WSD KnuneHtckumn WSD (TCP) 5357
KomnbloTep
KnuneHTcknin OnpepgeneHve npyHTEpa U3 MpuHTep ENPC (UDP) 3289
KOMMbloTep npunoxexua (Hanpumep, EpsonNet
Config) n gpaiiBepa npuHTepa.
C6op 1 HacTpoiika nHdopmavmm MIB MpuHTep SNMP (UDP) 161
13 npunoxeHus (Hanpumep, EpsonNet
Config) n ppariBepa npuHTepa.
Mepecbinka gaHHbix LPR MpuHTtep LPR (TCP) 515
Mepecbinka gaHHbIX RAW MpuHTep RAW (nopt 9100) 9100
(TCP)
MNepeHanpasneHne gaHHbIX AirPrint MpuHTep IPP/IPPS (TCP) 631
(nevatb yepes IPP/IPPS)
Mowuck npuHTepa WSD MpuHTep WS-Discovery 3702

(UDP)

NMapameTtpbl meHio ana HacTtp.

Bri6epure HacTp. Ha IrmaBHOM 9KpaHe IPUHTePa, YTOObI HACTPAaMBaTh PasiiIHbIe IIAPAMETPHL.

Mapametpbl MmeHIo ana O6wWwme napameTpbl

Bri6epuTe MeHIO Ha TaHe/IM YIIPAaB/ICHNUA, KaK OIICAHO HIDKE.

Hactp. > O6wme napameTpbl

OCHOB. HaCTPOMKN

Bri6epyTe MeHIO Ha TaHe/IM YIIPAaB/ICHNU:A, KaK OIMCAHO HIDKE.

Hactp. > O6wme napameTpbl > OCHOB. HACTPOMKN
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HaCTpOf/IK]/I, 336}IOKI/IpOBaHHbIe AOIMMHNCTPATOPOM, U3SMEHNUTD HEIb34.

ApKocTb gucn.

Hacrpoiika apxoctu JKK-sxpana.

Tanmep oTkn.

Vi3meHnTe nepnof BpeMeH! [0 Mepexofa B CILILINI PeXXuM (peXXUM 9HeProcOepexxeHsi), eciu
IPUHTEP He BBIIIONHI HUKaKux oneparnuit.ITo ncrevennn saganHoro Bpemenn JKK-skpaH remHeer.

HacTtpowKkn BbIK/I.

B Bamem ycTporicTBe, B 3aBUCMOCTH OT MeCTa IPHOOpeTe s, MOKeT IIPMMEHATHCS HaHHAs
¢bynxuna m6o pynkuys TaiiMep BBIKTIOYEHN.

(J BoIxmoueHne Ipy mpocToe

Boibepute 3TOT pe>kuM, YTOObI aBTOMATUYECKY BBIK/IIOYNTD IIPUHTEP, €CIM OH He VICIIO/b3yeTCs B
Te€4YeHNE 3aJaHHOT O IIeproaa BpeMeHI/I.YBCHI/I‘IeHI/Ie 9TOro BpEMEHU YBEININUT
3HepronoTpebneHue ycrporicrsa.Ilepen n3MeHeHNeM 9TOroO TapaMeTpa ClIefyeT yI4ecTb GaKTOpPbI
OKpPY>KaIOIEeN Cpenbl.

(J BoIk/moueHue Ipy OTKIIOYEHNN
Bri6epuTte 3TOT peXXyM, YTOOBI BLIKTIOUUTD IIPUHTEP depe3 30 MUHYT HOCTIe OTCOENMHEHNA BCeX
CeTeBBIX IIOPTOB, B ToM uucie nopra LINE.Orta GpyHKIUA MO>KeT OBITb HeTOCTYIIHA B
3aBUCUMOCTH OT BAIlIETO PETMOHA.
HacTtp. gatbl 1 BpemeHu:
J JJata 1 Bpems

YcranoBKa TeKyIel JaThl I BPEMEHI.

(J JleTHee BpeMs

Bri60op napaMeTpoOB IeTHETO BpeMeHY, COOTBETCTBYIOLIVX JAHHOIT 06/1acTH.

(J PasHuma BpeMenn

YcTaHOBKa pasHMIBI MEXAY MeCTHBIM BpeMeHeM u ctanpaproM UTC (BcemupHoe
KOOPAMHUPOBAHHOE BpeMsI).
A3bik/Language

Bri6epurte s3bIK, ncnonbayemsbiii Ha KK-skpane.

Bp. ox. on.

Bri6epute BKII., 4TOOBI BEPHYThCS K ICXOHOMY 9KPaHY, €C/IM B TeYEH)E YKa3aHHOTO BpeMeHU He
BBINIOTTHAIOTCA HUKaKMe NeiicTBYA. EC/u BK/II0UEHbI TI0/Ib30BATENbCKIE OTPAHMYEHNS M HUKAKIE
oIepanyy He BBIIIOJIHAIOTCA B T€YEHIE OIPENENEHHOTO BPEMEH, BHIITONTHAETCSA BBIXOJ] M3 CUCTEMBI C
BO3BPATOM K MICXO[JHOMY 3KpaHYy.

Knasuartypa:

M3MeHnTe KOMIOHOBKY KinaBuatypbl Ha JKK-skxpane.

dnemMeHTbl, 6510K1pyeMble aMUHNCTPATOPOM

Ilanee npyBeIeHbI 37IEMEHTbI, OIOKMpyeMble ITpy BKIodeHny pexxrma Hacrp. > O6mme
nmapameTpbl > AgMuUHUCTpUp. cucteMbl > Hacrp. 6e3omacHocrn > HacTpoiiku agMuHucTpaTopa
> OyHKIMA GTOKUPOBKUL.
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dnemeHT BnokupoBka naHenu

OCHOB. HaCTPOWKN —

ApkocTb guncn.

Tanmep oTKA.

Hactponku Bbikn.

Hactp. patbl n BpemeHn

A3bik/Language

NENENENA

Bp. ox. on.

Knasnatypa

v = 61oKupyeTcs.

— = He O/IOKUpYeTCs.

HacTtponkn npuHTtepa

Bei6eprute MeHIO Ha ITaHe/NV YIIPaB/IeHNs, KaK OIIICAaHO HIDKE.

HacTtp. > O6wume napameTtpbl > HacTpoliku npuHTepa

HacTtpoiiky, 3a6710k1poBaHHbIe aIMUHUCTPATOPOM, U3MEHUTD HEJIb3L.
HacTp. nctouH. bymaru:

HacTpoiika napameTpoB 6ymaru

Bei6op dopmara u TuIIa 6yMary, 3arpyKeHHOI B MCTOYHMKM GyMari.

Mpuop.3ag.cn.nog.6ym.
ITOT 97IeMeHT He 0TOOpakaeTcs Ha IPUHTEPaX € 3aHUM CJIOTOM Hopauy 6ymariu.
BbI6epI/IT€ Bxn. OJ1A IPVIOPUTETHOIO VICIIO/Ib30BaHMA 6YMaI‘I/I, SaFPY)KeHHOﬂ B II0a4a 6YMaI‘I/I
Cc3aau.

Astonepekn. A4/Letter

Bei6epure Bk mnst mogaun 6ymary 13 MCTOYHMKA OyMariu, yCTAaHOB/IEHHOTO Ha pasMmep A4,
ec/IU APYToil MCTOYHUK OyMaru He HAaCTPOeH Ha pasMep Letter, 1160 mopayun U3 NCTOUHUKA
OyMmaryu, yCTaHOB/ICHHOTO Ha pa3Mep Letter, eciu ipyroi MICTOYHMK He HACTPOEH Ha pa3Mep
A4.

HacTpolikn aBTOBbIGOPA

OTOT 37IeMEHT He 0TOOpaXkaeTCsA Ha MPMHTEPaX CO CTIOTOM II0auy OyMarm.

Bui6epute BKIL. 1151 HacTpoek, YTOObI aBTOMATIYECKY IIe4aTaTh Ha Oymare 13 mo06oro
MCTOYHUKA, COfiepyKalllero 6yMary, COOTBETCTBYIOIIYIO HACTPOJKaM Oymaru.
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YBepomneHne o6 olwmnbke
Bei6epure Bk st oTo6paskenns coobiieHns o6 ommnbdKe, ecv BBIOPaHHBIIT pasMep UIn
TUII 6yMary He COOTBETCTBYIOT Pa3Mepy MIU THUILY 3aTPY>KEeHHOI Oymarn.

ABTOMaT. 0TO6pax. HacTp. bymaru
Bei6epure Bk mist otob6paskenns skpana Hacrpoiika mapameTpoB Oymaryu npu 3arpyske
OyMmaru B MCTOYHUK OyMary. ITpy BBIK/TIOUeHM 9TOI GYHKIUY IIedaThb ¢ ycTpoiicTa iPhone
wny iPad ¢ nomouipio AirPrint 6ymeT HeBO3MOXKHa.

A3bIK neyaTtn

9TOT NyHKT 0TOOpaXkaeTcs Ha IpUHTepe, noagepxusaoieM PCL nnu PostScript.

Bri6op s13bika punTepa mist USB-untepdeiica nnu cereBoro nurepdeiica.

YH. HacTp. neyatun

It H&CTpOﬁIK]/I IeJaTy IpMMEHAITCA IIPpU II€YaTU C BHEIITHETO YCTpOﬁCTBa 6€3 1CI0Nb30BaHM

IpaliBepa IPUHTEpA.

MpropuTteT cnota nogauun bymaru
ITOT 3/IEMEHT 0T06pa>KaeTca Ha IIpMHTEpPAxX CO CJIOTOM IIOJa4YM 6YMaFI/I.
BbI6ep]/[Te Bxn. 711 IIPYIOPUTETHOTO ICIIONTb30OBAHNA 6YMaI‘I/I, 3aI‘pY)K€HHOI7[ B CJIOT IMOJa4umn
Oymaru.

CmelleHne ceepxy

KoppexTnpoBka BepxHero 1oy 6ymaru.

CmeleHme cneBa

KoppexTupoBka neBoro mnomus 6ymariu.

CmeLy. cBepxy Ha o6op.
KoppekTnpoBka BepxHero 1oyis 06paTHO CTOPOHBI CTPAHMIIBI IIPYU BLIIIOTHEHUN
ABYXCTOPOHHE ITE€YaTI.

Cmely. cnesa Ha o6op.
KoppekTupoBka 1eBoro mosus 00paTHOl CTOPOHBI CTPAHMIIBI IIPYU BBITOTHEHNN
IIBYXCTOPOHHeIZ IIe4yaTn.

MpoBepKa WwrprHbl Gym.
Bei6epurte BKiL. [/ist mpoBepKy MMpUHBL 6yMary mepeq ne4aTbio. ITo IpefoTBpallaeT eYaTh
C BBIXOJIOM 32 Kpasi OyMary 13-3a HelpaBI/IbHBIX HacTpoek ¢popmata 6ymarnu. Ilpu atom
CKOPOCTD II€9aTN MOXET HEMHOI'O CHU3UTDCA.

Mponyck NycTbix CTp.

ABTOMaTUYECKUIL IIpOIMYCK MYCTBIX CTPAaHNUILl B MaTE€pHaIax AjId II€9aTu.

KoHur. nevatn PDL
OTOT IyHKT 0TOOpa)kaeTcs Ha IpUHTepe, nopgep>xusarowmeM PCL ym PostScript.

Bei6epure mapamerpel Kondur. nevatn PDL, KoTopble crefyeT ucnonb3oBarh Ajst neyatu PCL wm
PostScript.
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O6Lue HacTpoKK

(J Pasmep 6ymarn

Bri6epute pasmep 6ymaru no ymondanuto g nedatyt PCL wu PostScript.
(1 Tun 6ymaru

Bui6epute v 6ymary o ymordanuio i nedatu PCL ywm PostScript.
1 Opuenranus

Bri6epure opuenTanyio o ymondanuio s nedaru PCL nnm PostScript.
(d KauectBo

Boi6epure kauectBo nevatu ast nedatu PCL mnu PostScript.
(d Pexum 9KOHOMUU YePHIIT

Bri6epute BKII. 17151 5SKOHOMMM YEPHUI ITYTEM CHIDKEHUSA IVIOTHOCTY HeYaTH.
1 Ilopsapox neyarn

IlocnenHAA cTpaHNIIa CBEPXY:

HA4aJIo IevyaTy C IepBoit CTpaHnLbl daiiia.

IlepBas cTpaHMIa CBEPXY:

HayaJIo MeYyaTy C MOC/eHell CTpaHuIbl daiiia.
A Yucno xonmit

Omnpepenure KOMNIECTBO KON /A MeYaTH.
(1 Ipamnua nmepermera

Bri6epuTe nono>xeHue meperera.
[d ABTOM3BIEUeHNE OyMaru

BI)I6CPI/IT€ Bk, YTOOBI U3B/IEYD 6YMaI‘Y AaBTOMATUYE€CKU, €C/IN II€9aTb OCTAaHOBJICHA BO
BpeMA I1€9aTy 3ajaHn.

(d 2-CTOpOHHsIA IeYaTh

Boi6epure BKiL. /151 BBIIOMTHEHMS 2-CTOPOHHEN [IEYaTH.

MeHto PCL

[ Vicrounuk mpudra
PesupenTHBIN
Bri6epure fiis vcrionb3oBaHus wWpnu@Ta, MPEefyCTaHOBIEHHOTO Ha IPUHTEPe.
3arpysutb
BeibepuTe fi/1s1 UCIIONBb30BAHNS 3aTPy>KEHHOT0 BaMyt mpudra.
(A Homep mpudra

BbI6epI/ITe HOMEpP HIpI/[(l)Ta I10 YMO/TYaHUIO /IS ICTOYHMKA mpvui)Ta 110 YMO/T9aHHIO.
,HOCTYI'[Hble HOMeEpa pa3M4aroTCA B 3aBYICMMOCTN OT 3alaHHbIX HACTPOEK.

J IMar

YcraHoBKa Iara mpyugra Mo yMOMTYaHMUIO, e/ IPUQT MacIITabUpyeMBblil U
MOHOLIVPVHHBI. MO>XXHO BbIOpaTh 3HaueHue oT 0,44 10 99,99 3HaKOB Ha JIOJM C ILIarOM
0,01.

ITOT MIHKT MOXET OTCYTCTBOBATH B 3aBUCUMOCTH OT HACTPOEK UCTOYHUKA IIPUPTA MU
HoMepa mpudTa.
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(d Kernp B myHKTax

YcraHOBKa BBICOTBHI IIpUQTa [0 YMOTYaHUIO, €C/IM MPUGT MaclITabMpyeMblil 1
IPONOPLMOHANbHBIA. MOXXHO BBIOpaTh 3HauYeHMe OT 4,00 5o 999,75 myHKTa ¢ marom 0,25.

OTOT IIYHKT MOYKeT OTCYTCTBOBATb B 3aBICHMOCTH OT HACTPOEK UCTOYHMKA LIpudTa Nin
HoMepa mpudTa.
(d Habop cumBonoB

Bri6op Habopa cuMBOIOB 1O yMomyaHuio. Eciu mpudrt, BBIOpaHHBII B HACTPOIIKaxX
VICTOYHMKA M HOMepa LIpUQTa, OTCYTCTBYeT B HACTPOIKaX HOBOro Habopa CUMBOJIOB,
HACTPOMKY MCTOYHMKA M HOMepa ipudTa 6YAyT aBTOMAaTHYeCK) 3aMeHEHbI Ha 3HaYeHue
1o ymon4anuio, IBM-US.

1 Crpokn

YcTaHOBKa KOMMYeCTBa CTPOK A1 BBIOPAaHHOTO pasMepa ¥ OpUeHTaluy OyMari.
V3sMeHenne JaHHOTO MMapaMeTpa TaK)Ke IPUBENET K M3MEHEHNIO MEXXCTPOYHOIO MHTEPBaIa
(VMI), u B npuHTEpE COXpaHUTCA HOBOE 3HadeHe VMI. DTo o3Havaer, 4To IOC/IefHIe
U3MEHEHVs B HACTPOJIKax ¢popMara 1 OpMeHTalUy CTPAHUIIbI IPUBOJAT K U3SMEHEHVAM
3HadyeHusA «CTPOKM» Ha OCHOBE COXpaHEHHOTo 3HayeHusa VMI.

1 Oynxunma CR

Br160p KOMaH bl TepeBOfia CTPOKY IIPY MeYaTy ¢ ApaiBepoM U3 OIpefeleHHO
OIEPALVIOHHOM CUCTEMBI.

A dynkumsa LF

Br160p KOMaH bl TepeBOfia CTPOKY IIPY MTeYaTy ¢ ApaiBepoM U3 OIpefeeHHO
OIEPALIVIOHHON CUCTEMBI.

(d HasH. ucro4ys. 6ymaru

YcTaHOBKA MPUCBaMBaHUA J/IA KOMaH/bI BBIOOpa McTOuHMKa Oymarn. Ecii Boi6paHo 4,
KOMaH/Ibl yCTaHaB/IMBalTCA Kak coBMecTyMble ¢ HP LaserJet 4. Eciiu BiOpaHo 3HaueHue
4K, KxoMaHZIBI ycTaHAaBIMBaTCA Kak coBMectuMble ¢ HP Laser]et 4000, 5000 1 8000. Ecnu
BBIOpAHO 3HaueHue 55, KOMaH[bl YCTaHABIMBAIOTCA Kak coBMecTuMble ¢ HP Laser]et 5S.

MeHto PS3:

[ JIuct ommbok

Bei6epute B mist mevaTu mcTa, rae oTobpakaeTcs COCTOSIHUE IPYHTEpPA B CIIydae
OIIMOKY BO BpeMs IIeYaTy ¢ ucnonb3oBanueM PostScript wnn PDE

(1 JIBOMYHBI

Bri6epure BKIL., eciut aHHBIE TIe9aTH COfEPXKAT ABOMYHBIE n3o0paxkeHus. [Ipunoxennue
MOJKeT OTIIPAB/IATb Ha I1eYaTh [JBOMYHbIE JAHHbIE, Ja)Ke eC/I/ B HACTPOIIKax gpaliBepa
npuHTepa BmodeH pexxuM ASCIL. ITpyu BkmodeHNM 910l GYHKLUY IIeYaTh TaKUX
JIBOMYHBIX JaHHBIX Oy/ieT BO3MOXKHA.

1 ®opmar ctp. PDF

Bri6epure pasmep 6ymaru npu nedyat PDF-¢aitna. Ecniu BoibpaHo sHaueHNe ABTO,
pasmMep OyMmaru onpefenseTcs B 3aBUCUMOCTH OT pa3Mepa IIepBOil CTPAHNUIIBL.

ABTOYCTp. OLU.

BI)I60p ﬂeﬂCTBI/IH [711 BBITIIOTHEHMA B C/Ty4a€ BO3SHUKHOBEHNA OIIMOKI ,T.[ByXCTOpOHHeﬁI IIe9aTy Miumn
INEPENOTHEHNA TaMATH.
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(J Bk

OTtobpakeHNe IpeRyIPEXAEHN U [TeYaTh Ha OJHOI CTOPOHE TPV BO3HIKHOBEHUH OLIMOKYU
[BYCTOPOHHEII IIe9aTy YT Xe I1eYaTh TOJIbKO TOTO, YTO MOXKET 06paboTaTh IPUHTED, €CTIN
BO3HMKAEeT OLIMOKA IePENONTHEeH s ITaMATI.

(J BrIK.

OTtobpaxkeHne coobuieHns 06 ombKe ¥ OTMEHA IeYaTH.

Peryn. TonwuHbl 6ymaru
Bri6epute B 1151 npenoTBpallieHns pasMbITHA YePHII Ha OTIedaTKaX. OfHAKO 9TO MOXKET
IIPpUBECTU K CHVDKEHNIO CKOPOCTH I€YaTH.

Tuxun pexxkum

Bei6epute BKIL., 4TOOBI CHU3UTD LTYMBI BO BpeMs IedaTi. OZHAKO 3TO MOXET IIPUBECTI K
CHIDKEHUIO CKOPOCTY IedaTi. B 3aBMCMMOCTY OT BEIOPAHHOTO THIIA OyMaru 1 HaCTPOeK KadecTBa
IeJaTy yPOBEHD IIyMa MOXXET HE I3MEHMUTHCA.

Bpemsa BbICbIXaHUA YepHUN

BerbepuTe BpeMst CYLIKM YePHII, KOTOPOe HeOOXOAMMO MCIIONb30BATh IIPY FBYXCTOPOHHEI TeYaTil.
IIpunTep BBINONMHAET II€YaTh HAa BTOPOI CTOPOHE JIMCTa [TOC/Ie IIeYaTy Ha I1epBoli cropoHe. Ecin
OTIIEYaTOK BHIITIALUT pa3Ma3aHHbIM, YBEIMYbTE 3TOT BPEMEHHOI ITapaMeTp.

USB-nogkntouenmne k PC

HpI/I BK/IIOUEHNU 3TOTO pEXNMMa MOXXHO IIPpEAOCTABUTD JOCTYII C KOMIIPIOTEPA, IIOJK/IIOYEHHOTI'O 110
USB.

HpI/I OTK/IIOYEHNY 3TOT'O PEXXKMMa MOKHO 3aIlIpETUTD I1€9ATh HE YE€PE3 CETh.

Bpemsa oxuna. nHtepd. USB
ITOT NyHKT 0TOOpaXkaeTcst Ha IpUHTepe, noagepxuBaoieM PCL nnn PostScript.

YcTaHOBKa IIPOfIO/KUTEIBHOCTY BpeMeH (B CeKYHAIaX), Yepe3 KOTOpOe HY>KHO 3aBepIINTDb CeaHC
CBSAI3M C KOMITbIOTepoM 110 USB-IoAK/TI0UeHNIO TT0C/Ie TOT0, KaK MPUHTEp MOMyYnI 3alaHue OT
mpaitBepa npunTepa PostScript uny PCL.Ecnu MoMeHT 3aBepiiieHNs 3afiaHns He OYfeT onpefeneH
ABHO B jpaiiBepe npuHTepa PostScript wmm PCL, 3T0 MOXXeT npuBecTy K 6eCKOHEYHOMY CeaHCy
cBaA3u no USB-nopxmodeHnio.B aToM cydae puHTEp 3aBEPILUT CEAHC CBA3Y 110 UCTEYEHUN
ykasaHHoro BpemeHu.Beegute 0 (HO/b), ec/iyt HEOOXOAMMOCTD B 3aBEPIIEHNUN CeaHca CBSI3U
OTCYTCTBYeT.

Hactponkn cetn

Bri6epuTe MeHIO Ha TaHe/IM YIIPAaB/ICHNU:A, KaK OIICAHO HIDKE.

Hactp. > O6wme napameTpbl > HacTpoiikmn cetn

HaCTpOf/IK]/I, 336}IOKI/IpOBaHHbIe AOIMMHNCTPATOPOM, U3SMEHNUTD HEIb34.

Hactpownka Wi-Fi

HacTtpoiika i usMeHeHue napaMeTpoB 6eCIpOBORHON CBA31.BbibepuTe OfyH 13 ClIenYIOLIUX
MeTOJ[0B NOAKITIOUeHN U CIefyiiTe MHCTpYKuMAM Ha JKK-manenn.

(4 MapuipyTusarop
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1 Wi-Fi Direct

Hactpoika nposogHon JIBC
HaCTpOI‘/'IKa MM M3MEHEHNE CETEBOT0 IMOIK/II0OYEHNA, IIPM KOTOPOM JICITIO/Ib3YIOTCA ceTeBOI Kabenb 1
MapmpyTl/IsaTop.B 9TOM Ci1y4ae IMOIK/II0YEHNA Wi-Fi oTkmioyarorcs.
Cratyc cetn
OTo6pa>{<e1-me VIJIN TI€YaThb TeKYH.U/IX CETEeBbIX HaCTpOEK.
A Cocros. mposon. JIBC/Wi-Fi
1 Cocrostnue Wi-Fi Direct

[ Tabnubl COCTOSAHNUA

I'IpOBepKa NOAKMIOYEHUA K CETU

CITy>XMT [/ IPOBEPKY TEKYILEro CeTeBOTrO MOAKIIOYeHN 1 IIedaTy oT4eTa. B cnydae mpobnem ¢

HOAKITIOUeHNeM 03HAaKOMBTECh € 3TUM OTYETOM, KOTOPbII TOMOXKET YCTPAHUTD HeTIOMa K.
PacwmpeHHblie

Hacrpoiite crenyiome JONOMHUTeIbHbIE TApAMETPHI.

([ Vms ycrpoiicTBa

4 TCP/IP

[ IIpokcu-cepsep

[ Appec IPv6

d NFC

[ CKOpOCTb COeiMH. M JYIUIeKCHAs CBA3b

[ Ilepenanpasnenue HTTP va HTTPS

1 Orxmounts [Psec/ @unprpanuns IP

J Otxmounts IEEE802.1X

HacTpoiiku Be6-cnyx6bl

BbI6epI/ITe MEHIO Ha ITaHe/IN YIIPaBI€HNA, KaK OIIMCaHO HIDKE.

Hactp. > O6wme napameTtpbl > HacTpoinkv Be6-cny»6bi

Hacrporiky, 3a6710KupoBaHHbIE aMVHUCTPATOPOM, USMEHUTD HeJb34.

Cnyx6a Epson Connect
OTtobpakeHne JAHHBIX O PETUCTPALUM U IOKII0UeHNH TpuHTepa K cnyxbe Epson Connect.

MO>KHO 3aperucTpupoBaTbCs B 3TON CIy>KOe, HaxkaB PermcTpanys 1 BBIIIONHUB COOTBETCTBYIOLINE
VHCTPYKIUIL.

ITocrie perucTparuy MOXKHO M3MEHUTD CTIeAYIOLye TapaMeTpbL.
(d ITpuocr. / BO306H.

(1 OTMEHNTD perucTpaIiIo
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ITompo6HbIe CBeleHN CM. Ha ClIefiyIoleM Beb-cariTe.
https://www.epsonconnect.com/

http://www.epsonconnect.eu (Tonpko EBpoma)

Cny»x6a obnauHown nevatn Google

OTtobpakeHNe JaHHBIX O TOM, 3aPeTMCTPUPOBaH M puHTep B cny>xk6e Google Cloud Print
[IOfK/TIOYeH /U K HYM.

[Tocre perncTpanyy MO>XXHO USMEHUTD C/IeAYIOLe IIapaMeTphl.
1 Bxrounts/OTKIIOUUTD

(1 OTMEHUTD PerncTpaInuio

Caepenus o peructpaunu B cnyx6ax Google Cloud Print. cm. Ha crenyroiiem Be6-caiiTe.
https://www.epsonconnect.com/

http://www.epsonconnect.eu (Tonbpko EBpora)

MapameTtpbl MeHI0 ANA AAMUHUCTPUP. CUCTEMDI

C IIOMOINBIO 3TOr0 MEHIO MOXXHO O6C}'IY>KI/IBaTI) IIPpOAYKT B KAaYE€CTBE€ CMCTEMHOI'O aiMMHNCTpPATOPA. OHo TaKkxe
II03BO/IAET OTPaHNIMBATD (I)YHK]_U/IOHEUII)HI)Ie BO3MOXXHOCTM IPOAYKTaA 715 OIIPENETIEHHBIX 1oJIb30BaTeseil B
3aBUCUMOCTH OT HOTp€6HOCTI/I BalIE€ro NMpenpnuATnA.

BbI6epI/ITe MEHIO Ha ITaHEJIN YIIpaB/I€HN S, KaK OIIMCaHO HIVIKE.

HacTtp. > O6wue napameTpbl > AGMUHUCTPUP. CUCTEMDbI

Ouncrt. BHYTp. NamATb
ITOT NyHKT 0TOOpaXkaeTcs Ha IpUHTepe, noagepxusaoieM PCL nnu PostScript.

YnaneHue JaHHBIX BO BHYTPeHHel! IIaMATY MPUHTEPa, TaKUX KaK 3arpyKeHHble HIPUQPTHI M MaKPOCHI
s nedatt PCL.

HacTp. 6e3onacHocTu

MO>XKHO BHECTH CrIefyIolue HaCTPOKM 6€30MacHOCTI.

YnanuTb BCce KOHOUAEHL,. 334,

Ynanel-me BCEX OTIIPaB/JI€HHbIX HAa IIPUHTEDP KOH(i)I/I,E[eHIH/Ia}II)HbIX 3aI[aHI/IﬁI.

Hactponkn agMnHucTpaTtopa

[ ITaponb agMuHUCTpaTOpa

YcraHOBKa, M3MeHEeHUE U C6POC I1apoJIA aJMUHNUCTpaTopa.

d OyHKuMs 6IOKMPOBKK

Bri6epuTe BKIIOYEHE VTN OTK/IIOYEHMEe OIOKMPOBKY ITaHeV YIIPABICHNSA, MCIOIb3Ys
IIapoJib, 3aperucTpuposanHbiii B Ilapons agMunncTparopa.

BoccT. HacTp. no ym.

C6poc HacTpoek (akca B CTIEAYIOLINX MEHIO Ha 3HaYeHMsI [I0 YMOTYaHUIO.

(J Hactpoitkn cetn
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(J Bce, xpome HacTporiku cetn

(J Bce HacTpoikn

O6HoBneHne BcTpoeHHoro MO
MosxHo IIOJTY4YNTDb CBEICHNA O MUKPOIIpOrpaMMe, TaKIe KakK €€ TEKYyIlasd BEPCHUA, a TAK)KE CBEICHUA
o ,T.[OCTYHH]E)IX O6HOB]I€HI/IHX.
O6HoBneHne

ITpoBepka Ha/m4us MOCIE[HEN BepCUU BCTPOEGHHOTO IIPOrPaMMHOr0 0becriedeHIst Ha
cepBepe ceTu. IIpy Hamuuy OOHOBJIEHNS BBl MOYKETE BBIOPATh, C/ICyeT I/ HadaTh
IIPOLEAYPY YCTAHOBKM HOBOVI BEPCUM UM HET.

YBegomneHue

Bri6epure BKIIL., 4TOGBI [TOTyYaTh yBEROMIIEHNS O ZOCTYITHOCTH OOHOB/IEHNIT BCTPOEHHOTO
[IPOrPaMMHOT0 0becredeHnsl.

MeHio gna CyeTumk Konun

Bei6eprute MeHIO Ha ITaHe/NV YIIPaB/IeHNs, KaK OIMICAaHO HIDKE.

Hacrp. > CueTumk Konun

OTtobpakeHne 061I1ero KOMMIeCTBa OTIIEYATKOB, HalleYaTaHHbIX C MOMEHTa IPMOOpeTeHNs IIpUHTepa.

MapameTtpbl meHIo ana CocTosiHMe nogauv

BbI6epI/ITe MEHIO Ha ITaHEJIN YIIpaB/I€HN A, KaK OIIMCaHO HIVIKE.

HacTtp. > CocTtoAHne nogaun

OT06pa>i<aeT HpI/I6HI/I3MTeTIbeIf/I YPOBEHDb YEPHMII U CPOK CTIY)I(6I)I €MKOCTU 014 OTpa6OTaHHbIX YEPpHNIL.

Ecnu nosiBnsiercs BOCKHI/IL[aTeTIbHI)II‘/'I 3HaK, 3HaA4YNT, Y€pHNMIA IIOYTU 3aKOHIM/IVICh VI €EMKOCTDb /14
OTpa60TaHHbIX YEPpHNI IIOYTU ITIO/THOCTDIO 3aII0/THEHA. Ecnu 0T06pa>1<aeTc,q 3HAYOK X, H€O6XOILI/IMO 3aMEHUTDb
KOMITOHEHT, TaK KaK Y€pHNIa IIOYTU 3aKOHYMJINCH NIV EMKOCTD /14 OTpa6OTaHHbIX YEPHNUII IOYTU IIOTHOCTBHIO
3aIlO/THEHA.

MapameTpbl MeHI0 O6CNyKNBaH.

BbI6epI/ITe MEHIO Ha ITaHEJIN YIIpaB/I€HN A, KaK OIIMCaHO HIVIKE.

Hactp. > O6cnyxunBaH.

Hactpolika kauecTBa neyaTtu

BbI6€pI/ITe Ty (bYHKLU/IIO, €C/IN1 BOSHUKIIN Hp06}I€MbI C oTreyaTkaMmu.Mo>xHO IIpOBEPUTD, HE
3aCOPUJINCD JIN AI03bI, U IIpU HeO6XOJlI/IMOCTI/I ITPpOYMCTUTD IT€IATAIOIYIO TOJIOBKY, a4 3aTE€EM U3MEHITD
HEKOTOPbIC ITapaMETPhI /I YIYIIICHNA Ka4e€CTBa I1€9aTH.
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npOB. 4103 neyart. ron.
Bei6epute aTy QyHKINIO, YTOOBI IIPOBEPUTD, He 3a0MINCD /TN [I03BI B II€YaTaIOLeil TOJIOBKe.
IIpyHTep meyaTaeT UIAGIOH IPOBEPKY {103,

OuncTka ney. ronosku

Bri6epure aTy QYHKINIO, YTOOBI OYMCTUTD 3a0MBILINECS O3Bl IT€YaTAIOLIel TOJIOBKH.

Kanunb6. neyar. ronosku

Bui6epute aTy QyHKIVIO, YTOOBI OTPETYIMPOBATD IIeYaTAONIYIO TOJIOBKY U YIYYIINTD KA4eCTBO
meJaTu.

(1 Tpanny. muumA Berpas.

Bri6epure 3Ty QYHKIVIO /1 BBIPAaBHUBAHUA BePTUKATbHBIX JIMHMIL.

(J BoIpaBHMB. 110 TOpU3.

Bri6epure 3Ty QyHKIMIO, €C/IM Ha OTIIEYaTKaX C Pery/IAPHBIMU IIPOMEXXYTKaMy IOABIAI0TCA
TOpM3OHTa/IbHbIE ITOTOCHI.
OuucTka Hanp. bymaru
Bri6epute aTy QyHKIVIO, €CIM Ha BHYTPEHHNUX POIMKAX HIPUCYTCTBYIOT IIATHA YepHWI. [IpuHTep
nopaeT OyMary /i O4MCTKY BHYTPEHHUX PO/IUKOB.
Meproamnyeckasa ouncTKa

ITpunTep aBToMaTU4ecKu BoinonHsAeT IIpoB. 103 meyat. ron. 1 O4ncTKa ne4. roT0OBKU Yepes
3a/IaHHBI IIepOf, BpeMeHn. [l s obecliede ST HaUBbBICIIErO Ka4eCTBa [e4aTh BI)I6epI/ITe Bkn..B
psilie cTydaeB, YKa3aHHbIX HIDKe, IIpoB. m103 mevar. rom. u O4icTKa 1ed. ro10BKM ciiefyeT
BBIIIOTHATH CAMOCTOSITENBHO.

(d ITpobnemsl ¢ oTIIEYaTKAMU
1 Ecnu mst mapamerpa Ilepuopmyeckas ouncTka BoiOpaHo 3HaueHue BhIk.
(J ITpu nevyaTy B BHICOKOM KadecTBe, HallpuMep nedary ¢pororpaduit

(J Korpga Ha JKK-axpane oTobpakaercst coodirenne O4uCTKa med. TOTOBKU.

MapameTtpbl meHI0 ana A3bik/Language

BbI6epI/ITe MEHIO Ha ITaHEJIN YIIpaB/I€HN A, KaK OIIMCaHO HIVIKE.

HacTtp. > Asbik/Language

Ber6epurte s13bIK, ncnonbayemsiit Ha JKK-akpane.

NMapameTtpbl meHIo gna CoctosaHme npuHTepa/lleyatb

Bei6eprute MeHIO Ha ITaHe/NV YIIPaB/IeHNs, KaK OIMICAaHO HIDKE.

Hactp. > CoctoaHmne npuHtepa/lleyatb
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[Mey. nucT cocT.:

Tabnuua KoHpUrypaumm:

[leyaTp I/IH(bOpMaI_U/IOHHbIX JIUCTOB O TEKYIIEM COCTOSAHUM IIPMHTEPA I HACTPOEK.

Tabn. cT. pacx. mar.:

[TeyaTp MHPOPMALIMOHHOTO TMCTA O COCTOSHUY PACXOHBIX MaTepUaioB

Tabn. >kyp. MCMONb30B.:

IleyaTp I/IH(i)OpMaLU/IOHHI)IX JINCTOB C I/ICTOpI/Ieﬁ VCIIO/Ib30BaHMA IPUMHTEPA.

Cnncok wpwngtos PS3
ITOT MyHKT 0TOOpa)kaeTcs Ha IpUHTepe, noanepxusaoimeM PCL wn PostScript.

ITevats crucka mpuTOB, ZOCTYIHBIX A/Ls1 IpuHTepa PostScript.

Cnncok wpndTtos PCL
9TOT NyHKT 0TOOpaXkaeTcs Ha IpUHTepe, noanepxusaoieM PCL nn PostScript.

[TevaTs crivcka mpuQTOB, KOCTYNHBIX J1A npuHTepa PCL.

Cetb:

OTtob6pakeHNe TEKYIINX CETEBBIX HACTPOEK.
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PacwinpeHHble HaCcTPOKN 6e3onacHOCTU AN NpeanpuATUA

HacTtpoikn 6e3onacHoCcTu 1 npeaoTBpalleHne
onacHbIX CUTyaLuumn

Ecny nprHTEp MOAK/IIOUEH K CETI, MOXKHO HOMTYYMTh K HEMY JOCTYII U3 YAaTeHHOTro MecTomonoxeHusa.Kpome
TOTO, CPa3y HECKOIBKO ITO/Tb30BAaTeNell CMOTYT COBMECTHO VCIIONB30BATh STOT IPMHTEP, YTO IO3BOISET
HOBBICUTD 9P PEeKTUBHOCTD U Y0OCTBO paboThl. OfHAKO YBEIMYMBAIOTCS TaKMe PUCKY, KaK He3aKOHHBII JOCTYII,
HeJlera/IbHOe MCIIONb30BaHMe U B3/IOM BaHHbIX.IIpu ncronbp3oBaHuy IpUHTEpPa B Cpefie, Ifie eCTh JOCTYII K
VIHTepHeTY, pUCKM pacTyT elie 6oblle.

Ecmy mprHTEpBI He 3allIMIIeHbI OT JOCTYIIA M3BHE, MOXHO Oy/eT HOMY4IUTb JOCTYII K STOMY IPUHTEPY U3
VuTepHeTa ¥ IPOCMOTPETD XKyPHA/IbI 3aJaHMII [1€9aTH, KOTOPbIe XPAHATCS Ha IIPUHTEPE.

Bo nsbexanne atux PUCKOB ITPUHTEPDI EPSOH OCHall€HbI PA3INIHBIMY TEXHOIOTUAMMU 6€30IaCHOCTIL.

HacTpoiiTe mpuHTep B COOTBETCTBUU C TPeOOBaHMAMY YCIIOBUI OKPY>KaIoIieli Cpefibl, KOTOPbIe ObIIN
copmmpoBaHbI Ha OCHOBE MHPOPMALINY, YKa3aHHOV KIIMEHTOM.

HasBaHne

Tun pyHKUMN

Yr1o onpepenartb

Yro npeporBpawiatb

CoepunHeHuna SSL/TLS

Mpwn goctyne ¢ npuHTepa K
cepsepy Epson B IHTepHeTe,
Hanpumep npu obpaLleHnmn ¢
KoMnbloTepa yepes Beb-
6pay3ep c ncnonb3oBaHeM
Epson Connectu
06HOBIEHNY MPOrPAMMHOIO
obecneyeHus, BCe JaHHble,
nepepasaemble MO KaHany
cBA3n, WndpyroTca ¢
nomouybto SSL/TLS.

Monyuute ceptudukar,
nognucaHHbin LC, a 3aTem
MMNOPTUPYNTE €ro Ha
npuHTep.

C6poc naeHTUdMKaLUM Ha
NpUHTEpe C MOMOLLbI0
ceptudurkaTta, NogNMCaHHOro
LIC, He no3BonAaeT BbigaBaTb
ceba 3a gpyroe Lo 1
nonyyatb
HeCaHKLNOHNPOBAaHHbIN
poctyn.Kpome Toro, AaHHble,
nepegasaemble Mo KaHany
SSL/TLS, asnatotca
3aWNLWEHHBIMU, YTO
NpenATCTBYET YTEUKe AaHHbIX
0 MeyaTn 1 HaCTpoKe.

YnpasneHue
npoToKosamMu

MNo3BonAeT ynpasnAatb
npoTokonamu n cay>kdamu,
KOTOpble Ucnosb3ytoTca AnA
CBA3W MEXAY NPUHTEPaMK 1
KOMMbloTepamu, a Takxe
BKJIOYAET 1 OTKJloYaeT
cooTBeTCTBYIOWME GYHKUMN.

MpoTokon unu cnyx6a,
KoTopas NpuUMeHAeTcA K
bYyHKUMAM, MOTYT ObITb
OTAENbHO BKJIIOYEHbI UK
OTKJIIOYEHDI.

CHWXeHne puckos
6e30MacHOCTY, KOTOpbIe
MOTYT BO3HUKHYTb
BCreacTeme
HernpeaHaMepeHHOro
MCMONb30BaHWA, NyTemM
npenoTBpaLleHns JocTyna
nonb3oBaTesniel K HEHY>XHbIM
byHKLMAM.

IPsec/$unbrpayus IP

Bbl MOXeTe HacTpouTb
pasgeneHue n obpesky
[aHHbIX, KOTopble NOCTynaioT
C onpeneneHHoro KnneHTa
WSIN OT KNNEHTOB
onpepeneHHoro Tina.Tak Kak
IPsec 3awuuiaeT gaHHble B IP-
naketax (lwndpoBaHue 1
npoBepKa NOASINHHOCTH),
MOXHO 6e3onacHo
MCnonb30BaTb
He3alLWLLEHHDBIA MPOTOKOJI.

Co3paiite 6a30Byt0 NONNTUKY
1 IHAVBUZYANbHYIO MOIUTUKY
BNA HACTPOMKM KNMEHTa UK
TVNa faHHbIX, KOTOPble MOTYT
nepefaBaTbcA Ha NPUHTEP.

O6ecneybTe 3aluUTy OT
HeaBTOPV30BaAHHOIO
[OCTYNa, a TakXKe B3ioMa U1
repexsaTa laHHbIX BO Bpems
CBSAI3Y C NMPUHTEPOM.
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HasBaHne Tun pyHKUMN Yr1o onpepenartb Yro npeporBpawiatb
IEEE802.1X MNo3BonAaet nogknoyaTbCA HacTtporika npoBepku 3awmra ot
TOJbKO MOJb30BaTeNHO, NOAJIHHOCTY Ha cepBepe HeaBTOPU30BAaHHOIO AOCTYMA
KOTOPbIN NpoLLEeN NPOBEPKY RADIUS (cepBep npoBepku K MPUHTEPY 1 ero
nognuHHoctn B cet Wi-Fin MOANMHHOCTN). HeueneBoro NCNonb30oBaHUA.

Ethernet.lNo3Bonser
MCMosb30BaTb MPUHTEP
TONbKO aBTOPU30BAHHOMY
Nnosb30BaTenio.

CooTtBeTcTBYIOWAA MHopMmauua

= «Casb ¢ npunTepom uepes SSL/TLS» na ctp. 102

= «Yipas/ieHle UCIIONb30BaHIEM IIPOTOKOMOB» Ha cTp. 111

= «[llndppoBaHHbIT KaHAN CBA3HU C UCTIONb30BaHMeM IPsec/bumbrpanuu IP» Ha cTp. 116

= «[lonxmouenne npuntepa K cetu IEEE802.1X» na crp. 130

Hactpoikun ¢pyHKLMI1 6e3onacHOCTH

ITpu nactpoiixe IPsec/punprparpu IP nnu IEEE802.1X pekomenpyeTcst oTKpbiTh Web Config ¢ ncnonbp3oBanuem
SSL/TLS ps mepefadyt [aHHBIX IO HACTPOIIKAM, YTOOBI CHU3UTD PUCKM 6€30IaCHOCTY, TaKyie KaK B3/IOM WK
nepexBaT JaHHBIX.

Kpowme toro, mo>xHO ncrionb3oBats Web Config mocpencTBOM MOAK/IIOUEHMS IPUHTEPA HALIPAMYIO K KOMIIBIOTEPY
yepe3 kabenb Ethernet c mocnenytomum BBoom IP-afpeca B Be6-6paysep. [IpuHTep MOXKeT OBITH MOAKITIOYEH K
6e30I1acHOI cpefie MOC/Ie 3aBePIISHNA HACTPOeK 6e30II1aCHOCTH.

CBA3b C npuHTEepOM yepes SSL/TLS

Ecnu ceprudukar cepBepa 3aaH ¢ ucronp3oBanueM npotokonoB SSL/TLS, Bbt MoxkeTe mmndpoBath KaHas CBA3K
MeX/ly KOMIIbIOTepaMil. ITO C/lefiyeT MPUMEHATD B CIIy4asiX, KOrja HeoOXOAMMO PeROTBPATUTD Ya/IeHHBII U
HeaBTOPU30BAHHBIN JOCTYIL

O undppoBom cepTuPmkare

4 Cepuduxar, nogmmcannsiit 1JC

9o cepruduxar, nogmvcanubii IC (meHTpoM ceprudukannu).Ero Mo>XHO ONTy4nTh, YTOOBI OTIPABUTD B
LEeHTP cepTUPUKALNU.ITOT cepTUPUKAT HOATBEPKAAaeT IPUCYTCTBIE IPUHTEPA U UCIOIb3YeTCs IS
coequnennst SSL/TLS, mo3Bosnss obecneunTts 6€30IaCHOCTD Iepefady JaHHBIX.

Ins coepunenus SSL/TLS oH ucnonbayercs Kak cepTndUKar cepsepa.

s IPsec/dunbrpanym IP wan cesasu IEEE802.1x oH ucIonb3yeTcs Kak cepTuUKaAT KIMEeHTa.
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1 Cepruduxar [IC

10T ceprudukar npunagrexut tenv Ceprudukar, nogmucanubiii IIC u HaspIBaeTCs TaKKe
npoMexxyTouHsiM ceprudukarom IIC.OH ucnonp3yercs Be6-6pay3epoMm [is IOATBEPXKAEHNS Iy TH
ceprudukara IpuHTepa IPU JOCTYIIE K CepBepy TpeTbell CTOpOHbI Mn K cpenctBy Web Config.

Ins cepruduxara [IC He06X0AMMO YCTAaHOBUTb MOMEHT ITOATBEP)K/AeHNUA Ty Tu cepTudpukaTa cepsepa mnpu
focTyIie ¢ npuHTepa. [l npuHTepa He0OXOAMMO YCTAaHOBUTD A/ OATBepKAeHus nytu Ceprudukar,
nopmucannbii LIC mns coemmuenus SSL/TLS.

Cepmnduxar LIC npuHTEpa MOXXHO IIOTYYUTD B LIEHTPE CepTU(UKALNY, BHIITYCTUBIIEM 3TOT CEpPTU(UKAT.

Kpowme Toro, ceprudukar LIC 11 nonTBep>KAeHNs cepBepa TpeTbell CTOPOHBI MOXKHO IIOTTYYUTb B LIEHTpe
ceprudukauny, spinycrusieM Ceprudukart, nogmucannsiit IJC gpyroro cepsepa.

(4 CamomnopmnucanHblit cepTrdukar

ITOT cepTUdMKAT IPUHTEP MOAMUCHIBAET U BBIITYCKaeT caMoCToATeNbHO.OH TakKe Ha3bIBaeTCA KOPHEBBIM
ceprudukarom.IToCKONbKY U3aTeNb CEPTUPUIIMPYET CaMOTo cebsl, 3TOT BapMAHT He HaJleKeH I He
IpefoTBpalllaeT BhIiauy ce0s 3a JPyIuX JINII.

Vcnionpayiite ero Ipy yCTaHOBKE HACTPOEK 6e30IIacCHOCTH M yCTaHOBKe IpocToli cBA3u SSL/TLS 6es
mexannsma Ceprudukart, nopmucansbii LIC.

ITpu ncionp3oBauuu fanuoro ceptudukara mus csasu SSL/TLS B Be6-6paysepe MoryT otob6paskaTbest
CO061IeHNA CUCTEeMbI 6€30IIaCHOCTH, HOCKOJIbKY CepTU(UKAT He 3apeIMCTPUPOBAH B
6paysepe.CaMONOATINCAHHBII CepTMUUKAT MOXKHO MCIIONTB30BATh TONBKO AL cBsisy SSL/TLS.

CooTtBeTcTBYIOWAA MHpopMaLua
= «[lonydenne u umnopt ceprudukara, nogmucanuoro LIC» Ha crp. 103
= «Ynanenue ceprudukara, nogmucannoro [[C» na cp. 108

= «O6HOB/IEHNE caMO3aBepAIoNIero ceprudukara» Ha crp. 110

MonyuyeHne n umnopt ceptudpukara, nognnucaHHoro LiC

MonyueHue cepTudpukara, nognucaHHoro LC

IIna nonydyenns ceprudukata, mogmucannoro 11C, cospaitre sanpoc Ha nopnucanne ceprudukara (CSR) n
OTIpaBbTe ero B LeHTp cepTudukaryumn.Cosnars CSR MoxkHO ¢ momorbio Web Config 1 komnbioTepa.

Ins cospanus CSR u nmonydenns cepruduxara, nogmcansoro LIC, mpu nomomuiu Web Config Beinonante
cnenyrouye gerictBus.IIpu cospanmum CSR ¢ momonsio mpunoxenns Web Config ceprudukar nmeer popmar
PEM/DER.

1. Boiigure B Web Config  Boibeprnte Bkanky BesomacHocts cetu.[lanee Boibepurte SSL/TLS > Cepruduxkar,
nnu IPsec/@unbrpanus IP > Cepruduxar xmenta, win IEEE802.1X > CepTudukar KnmeHTa.
He3saBucumo oT BIOpaHHOTO IIapaMeTpa, BbI MOMYUUTE ORMH U TOT 5Ke CepTH(IUKAT, KOTOPBIL MOXXHO
JICIIO/Ib30BaThb BO BCEX CITyYasix.

2. Haxwmure Chopmuponats B paspene CSR.

Otobpaxkaercst crpanna ast cozganust CSR.
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3. BBeJ_II/ITe 3HAYCHMNE 1A Ka>KOOTO 3JIEMECHTA.

Ilpumeuanue:
Jocmynnas Onuna Kno4ua u COKPAueHUs: pasnu4anmcs 6 3asucumocmu om yenmpa cepmuguxayuu. Cosoatime
3anpoc 8 COOMBEMCMBUL ¢ NPABUNAMU KANO020 UeHMPa cepmuduxayuu.

4. Haxwmure OK.

Orobpakaercs cooOlieHNe O 3aBepLICHNN.

5. Beibepure Bknanky besomacHocts cetn./lanee Boi6epute SSL/TLS > Ceprudmkar, unu IPsec/®unprpanms
IP > Cepruduxkar xnmmenra, win IEEE802.1X > CepTudukar KiameHra.

6. Haxmure Ha ofgHy 13 KHOIIOK 3arpysku u3 CSR B COOTBETCTBUM C 3aaHHBIM (JOPMATOM KaX<[JOTrO LIEHTpa
ceprudukanuy na sarpysku CSR Ha koMIbioTep.

n Baxcno:

He cosdasaiime CSR nosmopHo,max xax umnopm Cepmuguxam, noonucannuiii LJC moxcem oxasamocs
HeBO3MONCHDIM.

7. Ornpasbre CSR B nieHTp ceprudukanuy u noryunte Cepruduxar, nogmicanubii IC.

Cobmonaitte MeTof, 1 GOpMY OTIIPABKM, YCTAHOB/ICHHBIE KaXX/IBIM LIEHTPOM CepTU(UKALIUIL.

8. Coxpannre nonydenssiii Cepruduxar, nognucasublii IJC Ha KOMIIbIOTepe, IOAKIIOYEHHOM K IPUHTEDY.

[Tpouenypa nonydenus Cepruduxar, nognucanuslit IJC 6yzmeT saBepiieHa Ipy COXpaHeHUN cepTuduKara
HOTy4aTeNeM.
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Mapamemper Hacmpoliku CSR

EPSON

—
Status Print Hetworic Hitaroik Secufity Praduct Seoury Dice Management Epsan Open Plafform

Ky Langh

SELTLS

[ Cammen Fame
Crpangaicn
PP Fillering Ceganzabional Unik
Blaga: Lacakty
ShnFrodnce
EEES0FE.1X Courény
By
Chisnt Caribca

| ssLLS > Centificate

RES WHELE - THA-F5E -
ErSie

MapameTpbli

HacTpoiika n 06bsacHeHus

[OnnHa Kntoya

BbibepuTe gnuHy Kntoya gna CSR.

Obuiee nma

[nnHa moxeT coctaBnATb oT 1 go 128 cumsonos.Ecnu 310 IP-agpec, To oH gonxeH
6bITb cTaTYeckum.MoxHo BBecTr OoT 1 o 5 IPv4-apgpecos, IPv6-anpecos, nmeH
XOCTa, NOJIHbIX JOMEHHbIX UMEH, Pa3fenan X 3anaTbiMn.

MepBblii 31EMEHT COXPAHAETCA B OOLLEM VIMEHN, @ APYTME SNIEMEHTbI COXPAHAIOTCA
B NoJie NCEBAOHNMA TeMbI CEpTUdMKaTa.

Mpumep:
IP-appec npuHTepa: 192.0.2.123, nma npuHTtepa: EPSONA1B2C3
O6uiee nma: EPSONA1B2C3,EPSONA1B2C3.local, 192.0.2.123

OpraHusauma/ OpraHnsaunoHHoe
nogpasgeneHune/ HaceneHHbIn NyHKT/
LWrat/MpoBurHumA

MoHo BBecTr oT 0 8o 64 cumBonoB (OpraHn3aunoHHoe nogpasaeneHme He
MoXeT npesblwatb 55 cumeonos) B ASCII (ot 0x20 go 0x7E).Pasnuyatowmeca
MMeHa MOXXHO OTAENATb 3aMATbIMU.

CrpaHa

BeepumTe KoZ CTpaHbl Kak ABY3HauyHOe Yncio no ctaHaapty ISO-3166.

CooTtBeTcTBYIOWAA MHpopMaLua

» «ITonyuenne ceptuduxara, mogmucanuoro LIC» Ha ctp. 103
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UmnopTt ceptudumkara, nognucaHHoro L|C

Vmnoprupyiitte nonyuennsnit Cepruduxart, nognucanssiii [IC Ha npuHTep.

Bascno:

[ Y6eoumecw, umo dama u epemst npunmepa ycmanosnervt npasunvto.Cepmupuxam moxem Ovimp
HedeticmeumenbHuIM.

0 Mmnopmupyiime cepmugpuxam edunoxovl 6 cnyuae, ecnu oH 6vin cosdan 6 Web Config.

1. Boiigute B Web Config u Boibeprnte Bkanky BesomacHocts cetu.[lanee Boibepute SSL/TLS > Cepruduxkar,
wn IPsec/®@unprpanms IP > Ceprudukar xnmuenra, win IEEE802.1X > CeprugukaT KimeHTa.

2. Haxwmnre mmopt
OtobpakaeTcs CTpaHUIA MMIIOPTA CepTHdUKaTa.

3. BBepuTe 3HauYeHMe /I KOXKAOTO 9meMeHTa. Eciu 11 focTyma K mpuHTepy UCHONb3yeTcs: Be6-Opaysep, To Ipu
npoBepke myTu ceprudukara ycranosure Ceprudukar IIC 1 u Cepruduxkar IIC 2.

O6s3aTenbHble HACTPOMKY PAa3IMYAIOTCA B 3aBUCKMOCTH OT popmara aitna ceprudukara u OT TOTO, T ObIT
cospaH CSR.BBequTe 3HaueHNsI HEOOXORMMBIX ITAPaMeTPOB B COOTBETCTBUM CO CTIEAYIOUIVIMU YKa3aHUAMMU.

4 Cepruduxar popmara PEM/DER nonyden us Web Config.
(J 3akpsIThIi KII0Y: He HACTPAMBaliTe, TIOCKOIBKY IIPUHTEP COBEPIKUT CEKPETHBIN KITI0Y.
(] IMTapons: He HacTpauBaiiTe.

1 Cepruduxar IIC 1/Ceprudpuxar IIC 2: Heobs13aT€IBHO

1 Cepruduxar popmara PEM/DER nonyueH ot KoMIbpooTepa
(] 3akpbIThIi KII0Y: YCTAHOBUTE.
(1 ITapons: He HacTpanBaiire.

J Cepruduxar IIC 1/Cepruduxat IIC 2: Heobs13aTeIbHO
1 Cepruduxar popmara PKCS#12 nomydeH ot KoMIbloTepa

(J 3akphIThIil KIIOY: He HACTPaMBaIiTe.
1 ITapons: Heo6s13aTENBHO.

J Cepruduxar IIC 1/Cepruduxat IIC 2: He HacTpanuBaiite.

4. Haxmwure OK.
OTtobparkaetcst coobIeHNE O 3aBEPIIEHUN.

Ipumeuanue:
Haxcmume Iloomeepoumv 07 nposepku undopmayuu o cepmuguxame.

CooTtBeTcTBYIOWAA MHopMmauua

= «Jocryn k npunoxkerunio Web Config» Ha ctp. 27

= «IlapameTpbl HACTPOJKK UMIIOPTa cepTuduKaTa, noamcannoro LIC» Ha ctp. 107
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Mapamempel Hacmpoliku umnopma cepmugukama, noonucaHHozo LjC

EPSON
Status Print Hebwor Hitemik Secuiity Producd Searity Do Wanapement Epson Open Plafem
Pronscd 3
Proesd | ssLLs > Cerificate
Fozol Candhead
SEUTLE Satar Carthoale Certficate (PEM/DER) I=]
sBasss Bitracta
[ oo [ ] Privaie Ky [T ——
F3eciP Fillerng Passmoi
sBasa CA Carthzaly 1 r—
s bl Carkicate : 3
A Cartfheap [
EEESIEAN el
- Hote: Ris recommended 0 communicate wa HTTPS fof imgoriing a cericale
sChink Cridhcaie

MapameTpbli

HacTpoiika n 06bsacHeHus

Ceptuoukat cepsepa mnm Ceptudurkart
K/MeHTa

Bbibepute popmart ceptndurkara.
Ona coegnHeHna SSL/TLS otobpaxaeTtca CepTudumkar cepsepa.

Ona IPsec/dunbrpauun IP unu IEEE802.1x oTobparkaeTca CepTudrKaT KNreHTa.

3aKpbITbI KoY

Ecnu nonyueH ceptudukat B popmate PEM/DER ¢ nomouybio 3anpoca CSR,
CO3[,aHHOTO Ha KOMMblOTepPe, HEO6XOAMMO YKasaTb Galfl CEKPETHOMO KNioua,
KOTOPbIi COOTBETCTBYET cepTUDMKATY.

Maponb

Ecnn popmar storo dpaiina — CepTudukat ¢ 3akpbiTbim Kntrouom (PKCS#12),
BBEAWTE NApOnb ANs Wiidppa CEKPETHOTO KIoUa, NPefoCTaBeHHbI BaM BMECTe C
3TUM CepTUPMKATOM.

Ceptuoukar LIC 1

Ecnn dopmart atoro ceptudprkata — Ceprudpukar (PEM/DER), umnoptupyiite
ceptudukar LIC, kotopbiin BbigaeT CepTtrdukart, nognucarHbin LIC, ncnonb3yembiin
Kak cepTnduKaT cepBepa.YkaxuTe daiin, eCim HEO6XOANUMO.

Ceptudukat LIC 2

Ecnn popmar storo ceptndurkata — Ceprudukar (PEM/DER), nmnopTupyiite
ceptudukar LIC, koTopbiii BbigaeT ceptuoukaT Ceptudukar LIC 1.YkaxuTe dann,
ecnn Heobxoanmo.

CooTBeTcTBYIOWaA NHPopMaLuA

= «VImmnopt ceprudukara, nogmucansoro LIC» Ha cTp. 106
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YnaneHune ceptudpukara, nognucanHoro LiC

MMHOPTI/IPOBaHHbIﬁ CepTI/I(l)I/IKaT MOJXHO Y[a/INTh, €CIIN CPOK I[eﬁCTBMH CepTI/I(l)I/IKaTa JICTEK MJIN KOI'Zla HET
HeO6XOI[I/IMOCTI/I IHI/I(i)pOBaTI) COCIMHECHIE.

n Bascno:

Hes03M03#HO n0BMOPHO UMNOPMUPOBAMD YOaeHHbILL cepmuduram, ecnu oH 6vin nonyueH ¢ nomouvio CSR u3
npunoxcernuss Web Config. B amom cryuae cosdatime CSR 3a1080 u nosmopHo nony4ume cepmupuxam.

1. Boiipure B Web Config 1 Boibeprte Bxnanky BesomacHocTs cetn.[lanee soibepure SSL/TLS > Cepruduxkar,
win IPsec/®unprpanus IP > Ceprudukar xnmuenta, win IEEE802.1X > CeprudukaT KImneHTa.

2. Haxwmunure Yganurs.

3. B oro6paxkaeMoM cooOLIeHNN IOATBEPANUTE YAAIeHNe CepTU(MKaTa.

Hactpounka Ceptnéuxar L|C

I[Tpu ycranoBke Cepruduxar LIC moxxHo mpoBeputs myThb K ceptudukary LIC cepBepa, k KoTopomy obparaercs
IPUHTEP.DTO MOXET IPeSOTBPATUTh MOIIEHHIYIECTBO, CBSI3aHHOE C BbIadelt ce6s 3a APYTux auL.

Ceprudukar LIC MOXXHO IONTYy4INTD B IleHTpe cepTuduKanyy, BpiryctusiieM Ceptndukat, nognucanssiit LC.

CooTtBeTcTBYIOULAA MHPoOpMaLuA
= «Jloctyn k npunoxennio Web Config» Ha ctp. 27
= «Ilapamerps! HacTporiku CSR» Ha cTp. 105

= «VImmnopt ceprudukara, mogmucansoro LIC» Ha cTp. 106

Umnopt Ceptudmkar LiC

Vmmnoptupyiite Ceptuduxar LIC Ha mpuHTeD.
1. Boiipure B Web Config 1 Boibeprute Bk1anky BesomacHocts cetn > Ceptuduxar ITC.

2. Haxwmure mnopr.
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3. Vkaxwnre Cepruduxar IIC, KoTOpbIil HEOOXOAUMO UMIIOPTUPOBATH.

EPSON
Slabus Prinl Hetarori Hihariik Secutity Produd Seoory Dwvice Manapement Epsan Open Plafwm
P | ca centificate

CACe

Raot Carbfizade Upssase
SELTLS
sBasc

C8 Carbhicale [ Browse
e RIS recommended i commanicate wa MTTFS fod lm.'urt.rlil -
sCormicate
FiociP Fillerng
sEasic
il Sty
EEES0R1X
Bt
sChont Confcaty

4. Haxmure OK.

I[Tocre 3aBepiieHNs MMIIOpTa BbI BepHeTech Ha 3kpaH Ceprudukar IIC, rae 6ynet oTobparkaTbes
nmnopTuposanHsiii Cepruduxar IIC.

YpaneHune Ceptudpukar LIC

MosxHo yranuTb umnopruposannbiii Cepruduxar LIC.

1. Boiipure B Web Config 1 Boibepute Bk1anky BesomacHocTs cetn > Cepruduxar IIC.
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2. Menxuure Ygamurs psagom ¢ Ceprudukar LIC, KoTOpBIt HEOOXOAUMO YEATUTB.

EPSON
Stalus Print Hebwors Histarsik Secufity Praduct Securiy Deice Hanagement Epsan Open Plafem
Profscs 2
B | CA Certificate
Foaon Cartficain Lipaate
. Caick [Resoot Mietwork] 1o apply imparing of Geleiing Tie cerificale fo he communicalion immediately
SELTLES Tha 5eBng may be applled b the communicalion afler olher selings 3ie changed or Ba Sevice i3 estated

sz
sCivwican

PyacIP Filerng
wEla g

sCh
EEEB0R1E

M=t

wChnt Cariloaie 3

didoannnna

3. B orobpaxxaeMOM COOOIIeHNI TOATBEPAUTE ylaeHne cepTuduKaTa.

4. Illenxuure Ilepesarpyska ceT u yOequTech, 4To yaaneHHbI cepTrukar LIC oTcyTCTByeT Ha OOHOBIEHHOM
3KpaHe.

CooTtBeTcTBYIOWaA MHopMmauua

® «Jlocryn k npunokeruto Web Config» Ha ctp. 27

O6HoBNeHne camo3aBepALLero ceptudpuKara

[Tockonbky CaMOIIOANMCaHHBI CepTU(UKAT BBITYIIEH IPMHTEPOM, €T0 MOXKHO OOHOBUTD IIPY ICTEYEHNUY CPOKa
JECTBUSA WY IIPY USMEHEHUM COOTBETCTBYIOIIETO COTEPKIMOTO.

1. Boitgure B Web Config u Bei6epute Bknanky besomacHocTs cetn tab > SSL/TLS > CepTuduxkar.
2. Haxmunre OGHOBUTD.

3. Baemure O0miee ums.

Mosxno BBecTu fo 5 IPv4-agmpecos, IPv6-agpecos, MMeH X0CTa, IIOTHBIX JJOMEHHBIX MMEH J/IMHOM OT 1 1o 128
CMBOJIOB, pasfie/isis UX 3ansaTbiMu. IlepBrlil mapamMeTp coxpaHseTcs B 001eM UMeHH, a APYTie apaMeTphl
COXpaHSIOTCS B II0JIe TICEBIOHMMA TeMBbI cepTudUKaTa.
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ITpumep:
IP-agpec mpuHTepa: 192.0.2.123, uma npunrepa: EPSONA1B2C3
Oo6mee nma: EPSONA1B2C3,EPSONA1B2C3.1ocal,192.0.2.123

4. Ykaxxure CpOK JieiicTBMA cepTuduKara.

EPSON

—
Status Print Hetworic Hitaroik Secufity Praduct Seoury Dice Management Epsan Open Plafform

| ssLLS > Centificate

T8 Carbhcale
Fozin CRAae U2
S5LTLE Ky Lngmn REA HEDE - CHA-Z56
Basc Cemmen Bame EFs0n
Deganzabion SERD EPSON CORP
F3ecIP Fillering vaiid Diat (LITC 170410 054251 LTS
Blaga: Coartiicals Valickly (pear 10

EEES0T1E

5. Haxmute Cnegyromi.

OTtobparkaeTcs 3aIpocC IMOATBEPXKACHNA.

6. Haxmute OK.
Hacrpoiiku nmpuHTepa 06HOB/IEHBI.

IIpumeuanue:
Cepmugpuxam moxcHo nposepums Ha exnaoxe Ilapamempot 6esonacnocmu cemu > SSL/TLS > Cepmudpurxam >
Camonoonucannotii cepmuduxam, wjenxrys Iloomeepoumo.

CooTBeTcTBYIOWaA NHopMaLuA

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27

Yn paBneHne ncnoJjibaoBaHMeMmM nNpoToKoNoB

Mo>XHO nevararhb, VCIIONIb3Ys pa3/INMIHbIC CII0CO6BI I IIPOTOKOJIBI.
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Mo>xHO CHU3NTH BEPOATHOCTb BOSHMKHOBEHVA HENIPENYCMOTPEHHDIX PYICKOB 6630HaCHOCTI/I, OIrpaHN4MB II€49aTb
TEM MM NTHBIM CHOCO6OM, a TaK>Xe yIIpaBiaAaAa JOCTYITHbIMU q)YHKIH/[F[MI/I.

YnpaBneHune npoTtoKkosamu

HacrpoiiTe mapameTpsl IpOTOKOTIOB.

1. Boitgure B Web Config u Bbi6epure Bk1anky besomacHocTs cetu > IIpoTokon.

4. Haxmure OK.

Haxxmute Crnemyromii.

BreimonHuTe HACTPOIIKY Ka>KIOTO 9/IeMeHTa.

Hacrporiku 6ynyT IpuMeHeHbl Ha IIpUHTEpe.

npOTOKOﬂbI, KOTOpPbI€ MOXXHO BKJTOYNTDb N BbIKNMIO4YANTD

Mpotokon

OnucaHme

MapameTpbl Bonjour

MoxHo yKa3aTb, cnefiyeT nu ucnonb3osatb Bonjour.Bonjour ncnonb3syetca gna novcka
YCTPOWCTB, Neyatu 1 np.

MNapameTpbl SLP

MOXHO BKMOUNTb AN OTKNIOUNTL dyHKUKMIo SLP.SLP ncnonbsyetca ana ckaHnpoBaHuWs no
TexHonoruu push n ceteBoro novcka B EpsonNet Config.

Mapametpbl WSD

MoxHo BKMtoUNTb Unn oTkNouNTb GyHKUMio WSD.Ecnu dyHKUMA BKOYEHA, MOXXHO
nobaenaTb yctpoiictea WSD mnuv neyatatsb € ncrnonb3oBaHuem nopta WSD.

MapameTpbl LLTD

MoXHO BKMOUNTb nnn oTKNoUnTb dyHKUKMIo LLTD.Ecnn dyHKUmMA BKNoueHa, oHa
oTobpaxaetca Ha kapTe ceTn Windows.

Mapametpbl LLMNR

Mo>Ho BKNOUNTb nnn oTKNoUnTb GyHKUMo LLMNR.Ecnn ¢yHKUmMA BKloueHa, MOXHO
pa3pewatb nMeHa 6e3 ncnonbzoBaHus NetBIOS, naxe eci HEBO3MOXHO 1cnosib3oBatb DNS.

MapameTpbl LPR

MoxHo yKa3aTb, pa3pelumnTb uam 3anpetutb nevatb yepes LPR.Ecnin napametp BKoyeH,
MOXHO neyvataTb Yyepes nopt LPR.

MapameTpbl
RAW(MopT19100)

MoxHo yKa3aTb, cneflyeT nun paspewmnTb nevatb yepes nopt RAW (nopT 9100).Ecnn napameTp
BKJIIOUEH, MOXHO neyataTtb yepes nopt RAW (nopt 9100).

MapameTtpbl IPP

MoxHo yKa3aTb, cnegyeT nun paspewmnTb neyatb yepes IPP.Ecnn napameTp BKIIOUEH, MOXKHO
nevaratb Yepes MHTepHeT.

Hactpouiku FTP

MoxHo yKa3aTb, paspelmnTb uav 3anpetutb neyatb yepes FTP.Ecnu napameTp BKAOYEH,
MOXHO neuvatatb yepe3 FTP-cepsep.

MapameTpbl SNMPv1/v2c

MoxHo yKa3aTb, cneflyeT 1 BKYMTb unu Bbiknountb SNMPv1/v2c.9ToT npoTtokon
MCMONb3yeTca ANA HACTPONKMN YCTPOWCTB, UX MOHUTOPWHIA U T. A.

Hactpoikn SNMPv3

MoxHo yKa3aTb, cneflyet I BKAUMTb uau Bbikniounte SNMPv3.31oT npoTokon
NCMOosNb3yeTca ANIA HACTPONKU LINGPOBAHHBIX YCTPOWCTB, UX MOHUTOPWHIA 1 Np.
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DneMeHTbl HaCTPOMKN NPOTOKONOB

EPSON
Stabus Print Heharor Hitaroik Secufity Product S ety Dwrace Management Epsan Cpen Plaferm
Pronscs .
; Protocol
CA Carbhcale

Raot Carbfizade Upssase
SELTLE HStE W iea S d B SRt b Thié DinaSR WMl uidd o0 o8 prslaos] and e Batpins Nima, chings Tie Dévide Flima in B Fdbwilh Silng
B oot R 2 CROAGE T LOSEBSA U 50 852N (eelossl, chanage £in M Habasrt Semngi
sBasc
Denjour Semng
sCervicate
o Ui Denjur
PaeciP Fillering

Bongour Hame: BRSO 1
sBasic r

Blentjoisr Saedch Hiera EFSOM L= 10000F
LN
Tog Prisiny Pestissal = =]

bt A
EEES0R1X
sBaia
sChent Corillcate 5LP Semings
#| Enatde SLP
WED Semngs
| Cngsle wiD
Prinkng Timaoid (sec] e
Scanning Timaoed (e} ]
Cerabic e EFS0H

LOCaS0m

LLTD Selings
| Enatde LLTD
el FarmH EPSOH

LLUNA Seilings
#| Enatde LLWNA

LPR Seings
| M LFR Poet Printing
Prinbng Temeoul [3ec] a0

ITapamerpst Bonjour

Mapametpbl 3HauyeHue 1 onucaHne NapameTpos

Wcnonb3osatb Bonjour Bbi6epuiTe 3TOT NapameTp AnA Noucka nnm NCnonb3oBaHnsA
YCTPOWCTB C nomolLLbto Bonjour.

Mma Bonjour OtobpaxaeT umsa Bonjour.

Cny»xebHoe nmsa Bonjour OTobpaxaeT uma cny6bl Bonjour.

Pacnonoxenne OTob6paxaeT nma mectononoxeHvs Bonjour.
MpriopuTeTHBIN NPOTOKON BbibepurTe NPOTOKON BbICLIEro MPMOpUTETa AJIA NevaTu C Uc-

nonb3osaHmem Bonjour.

Wide-Area Bonjour YcTaHOBWTE, HEOBXOAUMO N UCNONb30BaTh pexum Wide-
Area Bonjour.

ITapameTpnt SLP
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MapameTpbl

3HaueHMe 1 OnurcaHne NapaMeTpoB

Bkniountb SLP

Bbi6epuiTe 3TOT NapameTp Ana BKAoYeHns GyHKumm SLP.

JTOT NnapameTp MCMonb3yeTca, Hanpumep, GyHKLUMel norcka
B cetn EpsonNet Config.

[Tapamerpsr WSD
Mapamertpbi 3HaueHMe 1 onvcaHue NapameTpoB
Bkiounts WSD BbibepuTte Ans BKOYEHNA [OBABNEHUA YCTPOWCTB C MO-

moubto WSD, a TakKe neyatn 1 CKaHMPOBaHUA C MopTa
WSD.

Bpems oxugaHua nevatn (c.)

BBegunTe 3HaUeHWe BpeMeHW OXMaaHNA CBS3U AN neyatu
WSD ot 3 go 3600 cekyHa.

Wma yctponctsa

OTobpakaeT umsa yctporictea WSD.

PacnonoxeHue OTob6pakaeT nma mectononoxerusa WSD.
[Tapamerpst LLTD
MapameTpbl 3HauyeHMe 1 onucaHne napameTpoB
Bkntountb LLTD BbibepuTe 3TOT NapameTp ana BkodyeHns LLTD.MpuHTep oT-

obpaxkaeTca Ha KapTe cetn Windows.

Mma ycTponctea

OtobparkaeT nma yctporictea LLTD.

ITapamerprr LLMNR

MapameTpbi

3HauyeHve 1 onncaHne napameTpoB

Bkntounts LLMNR

BbibepuTe 3TOT NnapameTp ansa BknoueHns LLMNR.MoxHo
pa3peLaTtb MeHa 6e3 ncnonb3soBaHus NetBIOS, naxe ecnm
HEeBO3MOXHO ncnonb3osatb DNS.

ITapamerpnr LPR

MapameTpbi

3HauyeHve 1 onnucaHne napameTpoB

PaspewnTb neyatb yepes nopt LPR

BbibepuTe, uTobbI pa3pelwnTb nevatb ¢ nopTta LPR.

Bpems oxugaHua nevatn (c.)

BBeguTte 3HaueHne BpemeHn oxkmaaHma gna nevat LPR ot 0
10 3600 cekyHpa.Ecnu HeT HeO6XOAUMOCTM NCMOMb30BaTb
BpemA oxxuaaHua, seegute 0.

[Tapamerpsr RAW (ITopT9100)

MapameTpbli

3HauyeHve 1 onnucaHne napameTpoB

Pazpewntb neyatb B popmate RAW(Mop19100)

BbibepuTe gns BKtoUeHUs nevaTn ¢ nopta RAW (nopt 9100).
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MapameTpbl

3HaueHMe 1 OnurcaHne NapaMeTpoB

Bpemsa oxunganua neyatu (c.)

BeeguTte 3HaueHne BpemeHn oxkmngaHma ana neyatm RAW
(nopT 9100) ot 0 go 3600 cekyHA.Ecnu HeT HeobxoaMMOCTH
NCNoNb30BaTb Bpems oxuaaHusa, seegute 0.

ITapameTpnt IPP

MapameTpbl

3HaueHMe U OnrcaHne NapaMeTpoB

Bkntouuntb IPP

BbibepuTe, 4TO6bI BKNIOUUTL CBA3b IPP.OTOGpaXatoTca Tonb-
KO NPUHTEpPBI, Nogaepkmatowme IPP.

PaspewwmnTtb He3aLWMILEHHYIO CBA3b

BbibepuTe 3TOT NapameTp, YTOObI MPUHTEP NOAAEPKMBAS
cBA3b 6e3 NpuMmeHeHnA mep 6e3onacHocTy (IPP).

Bpemsa oxunganna ceasum (c.)

BeeanTte 3HaueHune BpemeHn oxknaaHma ana nevatum IPP ot 0
10 3600 cekyHA.

URL (ceTb)

OTtobpakaet URL-agpeca IPP (http u https), ecnu npuHTep
noakntoyeH no nposogHon cetn nnu yepes Wi-Fi.URL-agpec
npencTaBnaeT coboi couetaHve IP-agpeca npuHTepa, Home-
pa nopTa 1 umeHun npuHTtepa IPP.

URL (Wi-Fi Direct)

OtobparkaeT URL-appeca IPP (http u https), ecnu npuHTep
noakntoueH yepes Wi-Fi Direct. URL-agpec npeacraBnsaeT co-
6011 coueTaHue IP-agpeca npuHTEpPA, HOMEpPa NopTa U Ume-
HW npuHTepa IPP.

Wma nprHTepa

OTobpaxaeT nms nprHTepa IPP.

PacnonoxeHne OTobpakaeT mectonosnoxeHue IPP.
Hactpoitku FTP
Mapametpbi 3HavyeHune n onncaHne napameTpoBs

Bkntountb cepsep FTP

Bbi6epuTe, 4To6bI BKNIOUMTL Nevatb FTP.OTobparkatoTca
TOSIbKO NPUHTEpbI, NoaaepxKunBatoLme neyatob yepes FTP.

Bpems oxugaHua ceasm (c.)

BBeguTte 3HaueHne BpemeHn oxkmaaHma gna ceasm no FTP ot
0 po 3600 cekyHA.Ecnm HeT Heo6xoAMMOCTH MCNONb30BaTh
BpemA oxmaaHua, seegute 0.

[Tapamerpnr SNMPv1/v2c
MapameTpbli 3HauyeHMe 1 onucaHne napameTpoB
Bkntountb SNMPv1/v2c BbibepuTe 3TOT NapameTp ana BknodeHna SNMPv1/v2c.0T-

06paxaloTcA TONbKO NPUHTEpPDI, NoAAePXKMNBaoLLe
SNMPv3.

MNonHomouuna goctyna

YcTaHOBMTE MpaBa JOCTyNa, ECNY BKIOYEH NapameTp
SNMPv1/v2c.Bbibeprte TonbKo gna ureHna unv Yrenune/
3anuco.

MmA coobLecTBa (TONbKO AN YTeHUs)

Beeaute cumBonbl ASCIl ot 0 go 32 (o1 0x20 go Ox7E).

Mma coobuyecTBa (UTeHMe/3annch)

Beeaute cumsonbl ASCIl ot 0 go 32 (ot 0x20 go Ox7E).
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Hacrpoiiku SNMPv3
MapameTpbl 3HauyeHue 1 onucaHne napameTpos
Bkntounts SNMPv3 MpoTtokon SNMPv3 BKoUeH, ecniv yCTaHOBIEH GaXoK.
Mms nonb3oBatens Beegute ot 1 10 32 1-6aTOBbIX CUMBOJIOB.

HacTtpoiikn ayTeHTUdMKaLmmn

Anroputm BbibepuTe anropntm NpoBepkn nognnHHocTy ans SNMPv3,

Maponb Beegute naponb ana nposepku noganHHocT SNMPv3.

Beegute ot 8 g0 32 cumeonos B ASCII (ot 0x20 no 0x7E).B
NPOTUBHOM Cily4ae OCTaBbTE 3TO MOJIE MYCTbIM.

MoaTeBepxaeHve napons BBenuTe BbIOpPAHHLIN Bamy Naposib ANA NOATBEPXKAEHNA.

HacTpolikn wndpoBaHua

Anroputm BblbepuTte anroputm windposaHus gna SNMPv3.

MNaponb Beepute naponb anda wudposaHua SNMPv3.

Beenute ot 8 o 32 cumeonos B ASCII (ot 0x20 go 0x7E).B
NPOTVBHOM CJly4yae OCTaBbTe 3TO Noje NyCTbIM.

MoaTeepxaeHvie napons BeefuTe BbIGpaHHbIN Bamy Naposib 414 MOATBEPKAEHNS.

KOHTeKCcTHOE umsa BeepuTe He 6onee 32 cumBonoB B Koanposke Unicode
(UTF-8).B npoT!BHOM Crlyyae ocTaBbTe 3TO none
nycTbiM.KonnmuecTso CMMBOSIOB AN1A BBOAA 3aBUCUT OT A3bIKa.

LLindpoBaHHbIN KaHaN CBA3U C NCNOJSIb3OBaHNEM
IPsec/punvrpauun IP

CeBepeHus o IPsec/Ounbrpaunsn IP

Mo>xHO opraHu3oBarth GuIbTpanyio Tpaduka Ha ocHoBe IP-apecos, cy>k6 1 IOPTOB, NCIIONb3yeMBbIX QYHKIIVIEN
IPsec/¢unbrpanyu IPIIpuHTep MOXXHO HACTPOUTD Ha NIpYeM UM OIOKMPOBKY ONpeie/IeHHBIX KINEHTOB U
[aHHBIX, 00beANHAA pasHble GuIbTpbl. KpoMe TOro, ypoBeHb 6€30II1aCHOCTI MOXHO IIOBBICUTD, UCIIOTIb3Ys
npoTokon IPsec.

Ipumeuanue:
Komnviomepot, pabomarousue nod ynpasnernuem Windows Vista u 6onee nozonux eepcuti unu Windows Server 2008 u
6bonee no3oHux eepcuil, noddepicusarom pabomy ¢ npomoxonom IPsec.

HacTtponka nonntTnkun no ymonyaHvio

HacrporiTe monmuTuky mo yMon4anmio (feiicTBysA 0 yMom4danuio) s punsrparyu Tpapuxa.llommruka mo
YMOTYAHNIO PACIPOCTPAHSIETCS HAa KQKZOTO [O/Ib30BATE s VTN TPYIIIY IIO/Ib30BaTeIel, MMEOIIYIO TOAK/II0UeH e
K npunTepy.HacTpoiite rpyniioByo HOMUTUKY A/ist 60Jiee TOYHOTO KOHTPOIIS Hafl TI0/Ib30BATENSIMMI M TPYIIIaMU
IIO/Ib30BATENIEN.
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1. Boitgure B Web Config u Beibepute Bknanky besomacHocTh cetn > IPsec/®unbrpanys IP > OcHoBHbIe.
2. BBemure sHavYeHMe NI KaXKAOTO 971€MEHTA.

3. Haxmure Cnegyrommii.

OtobpakaeTcs 3apocC MOATBEP>KACHUA.

4. Haxmure OK.

Hacrporiku npuHTepa 0OHOB/IEHBI.

CooTtBeTcTBYIOWaA MHpopMmauua
= «Jocryn k npunoxkenunio Web Config» Ha ctp. 27
= «lapameTpbl HacTpOViKY B pasgene CTaHfapTHAs MOJIUTHUKA» Ha CTP. 117

MapameTpbl HaCTPpoKu B paspene CtaHaapTHaA NOANTUKA

EPSON

Stahis Print Hetarric Histanik Setuiity Praduct Sy Dt Management Epsan Open Plaform

| 1PseciP Fittering > Basic

25LTLE Each BOfity i S pia wilh B owing protis
Bask: G Pakicy 1 = Gieap Pakicy 2% _ = Qroug Policy 10> Dafasl Poly

sCmlicate _mmmﬂmmﬂmmmm

PyacIP Fillering

F3a0iF Fiering Eratin % it
ok Cprie Dlaul Policy
EEES0L1X Access Conbol
B HE Version BEN B
s Chienk Coriboaie AumarBeaion Nemod
Pre-Ghared Ky
Confiem Pre-Shared Key
Encapralabon
Riernole GabrwapTunns bods)
Seoerity Profocol
Alparihm Selings
KE
Encryplisn
Authenbcalion
Kay Exchangs
E=R

Encrypiion

AuhenbCaon

&H
Auhenborion

CTaHI[apTHa}I IMOINTUKA

MapameTpbli HacTpoiikn n onncaHmne

IPsec/®Ounbrpauusn IP OyHkuwmio IPsec/dunbrpaumio IP MOXHO BKIOUNTL NN BbIKMOYNTD.

117



PyKOBOD,CTBO AaAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHOCTU AN NpeanpuATUA

[ YmpaBneHue JOCTyIOM

Hactpoitre cioco6 ynpasnenns Tpadukom IP-makeros.

MapameTpbli

Hactpownku v onucaHue

Paspewwntb goctyn

BblbepuTe 3TOT NapameTp, UTOObI Pa3peLNTb NPOXOXKAEHNE HACTPOEHHbIX IP-NakeTos.

3a|'|peTVITb AocTyn

BbibGepuTe 3TOT MapameTp, YTo6bl 3aNPETUTb NMPOXOXKAEHME HAaCTPOEHHBbIX IP-nakeToB.

IPsec

Bb|6ep|/|Te 3TOT NapameTp, YTOObI 3anpeTnTb NPOXOoXAEHNE HAaCTPOEHHbIX MNaKeTOB IPsec.
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d Bepcus IKE

Boibepure 3navenust IKEv1 wiu IKEv2 gns napamerpa Bepceus IKE.Boibeprte ogHo 13 3HaueHUIt B
COOTBETCTBUU C YCTPOICTBOM, K KOTOPOMY HMOAK/IIOUeH IIPUHTeEp.

1 IKEvl

ITpu Be6ope sHauenns IKEv] mis mapamerpa Bepcnsa IKE oTob6paskaoTcst criefyrolue 3lIeMeHThL.

MapameTpbl HacTpoikun n onncanne

Metop ayTeHTUPUKaLun BbibepuTe nyHKT CepTudmKat ans nosyyeHrsa n nMnopTa ceptrdmrKaTa, noanmcaHHOro
LcC.

MpenBapuTenbHbIN KoY Mpw BbiIbOpe 3HaueHUs MpeaBapuTenbHbIN KoY A5 NapameTpa MeTtog
ayTeHTUdUKaLM BBeaVTe NpeABapuTeSIbHO 3afjaHHbI KoY AnuHomn ot 1 go 127
CMMBOJIOB.

MoaTtBepauTtb BeeaviTe BbIOpaHHbIN BaMU KoY 4J1A MOATBEPXKAEHUS.

MNpepnBapuTenbHbIN Koy

(d IKEv2
MapameTpbl Hactponkn n onucanvne
JlokanbHo MeTton BbibepuTe nyHKT CepTudmKat ans nonyyeHvs n nMnopTa ceptndmrKara,
ayTeHTUdMKaunm nognucanHoro LC.
Tun ID Mpw BbiGope 3HaueHus MpegBapuTenbHbIN KNtOY A5 napameTpa Metopg

ayTeHTUGUMKaLUmm BbibepurTe TUN NAeHTUGMKaTOPa NPUHTEpa.

ID Beepute ngeHTMdUKaTOp NPUHTEPa, KOTOPbI COOTBETCTBYET BbIOPaHHOMY
TNy naeHTndMKaTopa.

B kauecTBe nepBOro CMMBOJIa Hefb3A NCNOMb30BaTb CUMBObI @, # 1 =.

OTnnumnTenbHoe nmaA: Beegute ot 1 o 128 ogHobarToBbix cumeonos ASCII (c
Kogamu ot 0x20 go 0x7E).B cTpoke fomKeH NpUCyTCTBOBATb CUMBOJT =.

IP-appec: ykaxxkute B dopmarte IPv4 unu IPv6.

FQDN: BBeguTe CTPOKy AMHON OT 1 A0 255 CMBONIOB, UCMONb3YA CMMBOJIbI
A-Z, a-z, 0-9, geduc (-) n Touky ().

Appec an. noutbl: BBeanTe oT 1 4o 128 ogHobaliToBbix cumeosnios ASCII (¢
kogamu ot 0x20 pgo 0x7E).B cTpoke gonxeH NpncyTCcTBOBaTb CMBOJ @.

ID kKnioua: BBegute ot 1 Ao 128 oaHobantosbix cumeosnios ASCII (c kogamm ot

0x20 go Ox7E).
MNpepBapuTenbHbIN Mpwu BbIGOpE 3HaueHUs MpeaBapuTenbHbIA KNtoY 451A napametpa Metop
Koy ayTeHTUGUKaLMM BBEANTE NPeABapUTENIbHO 3aflaHHbI KIoY A/IMHON oT 1 go

127 cumBONOB.

MopTBepauTbL BeeawuTe BbIGpaHHbIN BaMU KoY ANA NOATBEPKAEHUA.
MpenBapuTenbHbIN
Koy
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MapameTpbl HacTpoiiku n onucaHue

YpaneHHo MeTtop BbibepuTe nyHKT CepTudmKat ons nonyyeHvs n nMnopTa ceptndmrKara,
ayTeHTUdMKauun nognucanHoro LC.
TunID Ecnu gna napametpa MeTtop ayreHTuduKaumm 66110 BbibpaHo 3HaueHne

MpepBapuTenbHbIN KoY, Bbibepute TUN naeHTUdUKaTOPa ANA YCTPONCTB],
NOAJIMHHOCTb KOTOPOrO ClieayeT NPoBePUTD.

ID Beepute ngeHTMdMKaTOp NPUHTEPA, KOTOPbI COOTBETCTBYET BbIOPAHHOMY
TNy naeHTnduKaTopa.

B kauecTBe nepBOro CMMBOJ1a HeJb3s UCMNOJIb30BaTb CMMBOJIbl @, #n=.

OTnuunTenbHoe ums: Beegute ot 1 Ao 128 ogHobarTosbix cmsonos ASCII (c
kogamu ot 0x20 go 0x7E).B cTpoke gonxeH NpucyTCcTBOBaTb CUMBOS =.

IP-appec: ykaxxute B dopmarte IPv4 unu IPv6.

FQDN: BBeanTe CTPOKY ANMHOM OT 1 A0 255 CUMBOJIOB, UCMONb3YA CMMBOSIbI
A-Z, a-z, 0-9, neduc (-) n Touky ().

Appec an. noutbl: BBeanTe oT 1 4o 128 ogHobalToBbix cmeonos ASCII (¢
kogamu ot 0x20 go 0x7E).B cTpoke fomKeH NpucyTCTBOBaTb CMBOJ @.

ID knioua: BBegute ot 1 g0 128 oaHobanTosbix cumBosnios ASCII (c kogamm ot

0x20 po Ox7E).
MpenBapuTenbHbIN Mpw Bbibope 3HaueHus MpegBapuTenbHbIN KNtOY A5 napameTpa Metopg
Koy ayTeHTUGUMKaLMM BBeANTE NpeABapUTENIbHO 3aflaHHbI KoY A/IMHOM oT 1 go

127 cumBONOB.

MopTtBepauTsL BeeawuTe BbIGPaHHbIN BaMU KoY 418 NOATBEPXKAEHUS.
MpenBapuTenbHbIN
Koy

1 ®opMupoBaHUe NaKeTOB JAHHBIX

HacTpoiiTe pesxuM MHKAICYIALUY Ipy BeIOope 3HadeHus IPsec 1j1s napamerpa YipaBiieHye JOCTYIOM.

MapameTpbli Hactpownku v onucaHue

Pexxum nepegaun BblbepunTe 3TOT NYHKT, eCIv IPUHTEP UCMoNb3yeTca B pamKax ogHol JIBC.IP-nakeTbl
yeTBEpPTOro uam 6onee BbICOKOrO yPOBHA WNPYOTCA.

TyHHEnNbHbIN peXxnm BblbepurTe 3TOT NapameTp, eC/v Bbl UCMOJb3yeTe NPUHTEP B CETYU C BbIXOAOM B MIHTEPHET,
Hanpumep IPsec — VPN.3aronoBok 1 gaHHble IP-nakeToB WwWundpytoTca.

YpaneHHbiin wnio3(TyHHeNbHbIN peXxum): ecnv anda napametpa PopmupoBaHue
NakeToB AaHHbIX yKa3aHo 3HaueHVie TYHHeNbHbIN PeXXuMm, BBeuTe agpec Wiio3a
annHon ot 1 go 39 cmBoONOB.

[ IIporoxon 6e30macHOCTI

Ecnu Bei6pano 3Hauenne IPsec i mapamerpa YipasiieHue JOCTYIIOM, BbIOepuTe HY>KHBII [TapaMeTp.

MapameTpbl HacTponkun n onucanne

ESP BbibepurTe 3TOT NYHKT Ans obecneyeHns LeNOCTHOCTY, ayTeHTUdMKaLmMu u WindpoBaHus
JaHHbIX.

AH BbibepunTe 3TOT NYHKT Ana obecneyeHna LLENOCTHOCTY 1 ayTeHTUdMKaLuum faHHbIX.[axe
ecnv WwndpoBaHme AaHHbIX 3aMpeLLeHo, MOXKHO 1CMOoIb30BaTb MpoToKkon IPsec.
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(1 Hacrpoiiku arroputma

PexoMenpyercs BbiOMpath 3HaueHMe JIF000I1 1711 BceX MapaMeTpOB WM 3HadeHue, oTn4Hoe oT /Ix060it, misa
Kaxporo napametpa.Eciu s HekoTopeIX mapaMeTpoB BbIOpaTh JI¥06011, a [/11 OCTa/IbHBIX TapaMeTPOB
BapUaHT, OT/IMYHBIN 0T JIF06011, yCTPOICTBO MOXKET He NMOAEePKUBATb CBA3b: 3TO 3aBYUCUT OT IPYTOTO
YCTPOVICTBA, ay TEHTU(PUKAIINIO KOTOPOTO BBl XOTUTE BBHIIIOMTHUTD.

MapameTpbl HacTpoiiku n onucaHue

IKE LWndpposaHme BbibepuTe anroputm Wwndposarua ans IKE.

SnemeHTbl pa3finyaloTca B 3aBncMMocTm ot Bepcun IKE.

AyTeHTnduKauma BbibepuTe anropntm npoBepKn nog/nHHocTh ana IKE.

O6meH Kntoyamu BbibepuTte anropntm obmeHa Kntoyamu ans IKE.

dnemeHTbl pa3nnyaloTca B 3aBUCMMOCTY oT Bepcum IKE.

ESP LWndpposaHune Bbib6epuTte anroputm wndpoBaHusa ana ESP.

370 pocTynHo, ecnu fna napametpa NpoTokon 6e3onacHocT BbIbpaHO
3HayeHune ESP.

AyTeHTnduKauma BblbepuTe anropntm NpoBepKn NognHHocTh ansa ESP.

3T0 foCTynHO, ecnu Ansa napameTpa NMpoTokon 6e3onacHoCT BbIGPaHO
3HaueHune ESP.

AH AyTeHTnduKauma BbibepuTte anroputm wndposaHua ana AH.

37O [OCTYNHO, ecnu Ans napametpa Mporokon 6e3onacHocTU BbIGPaAHO
3HauyeHune AH.

CooTBeTcTBYIOWAA MHpopmaLus

= «HacTpoiika IOMMTUKY TI0 YMOTYaHUIO» Ha CTP. 116

HacTtponka nonntukn rpynn

[pymnmoBas MonuTMKa — 3TO OFHO M/IM HECKONIBKO IPaBU/I, KOTOPbIE IPYMEHMMBI K II0/Ib30BaTEI0 UM I'PYIIIe
nonb3oBarerneil.Ilpunrep ynpasiser IP-nmakeTamu, KOTOpble COOTBETCTBYIOT HACTPOEHHOM

nonuTuke. AyTeHTrduKanus [P-makeToB BHINIONHACTCA CHaYala B COOTBETCTBUY C TPYIIIOBOII IIONIMTHKOIL € 1 110
10, nanee mpuMeHAETCA NONUTUKA 110 YMOTYAHUIO.

1. Boiigute B Web Config 1 Boibepnte Bxianky besomacHocTs cetn > IPsec/@unprpanus IP > OcHoBHbIe.

2. IllenxHuTe BKJIAOKY C HOMEPOM, KOTOPYIO HEOOXOVIMO HACTPOUTD.

3. BBeJ_II/ITe 3HAYCHME IJIA Ka>KOOTO 3JIEMEHTA.

4. Haxwmure Cnegyrommi.

OrobpakaeTcs 3apocC NOATBEP>KACHUA.

5. Haxwmnure OK.

Hacrporiku npuHTepa 0OHOB/IEHBI.
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CooTBeTcTBYIOWaA NHoOpMaLuA

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27

= «IlapameTpbl HACTPOJIKM B paspene [pynnosas nomuTnka» Ha ctp. 122

MapameTpbl HacTpoiikm B pasaene lpynnoBas nonnTuka

EPSON

Elabus Prinl Hehaworic

SELTLES
sElas

sCwuicate

FaaciP Fillerng
EEES0L1X

sChnt Coribcaie

Hitaroik Secufity Praduct Seoury Dice Management Epsan Open Plafform

| 1PseciP Fitering > Basie

Emch policy i Sl with Biowing proniies
G Palicy 1+ Gioup Pakicy 2 _ = Groug Policy 19> Defash Poloy

¥ Enable Mis Group Palicy

RS Cosll Piad l.l
Lieal Asirm i Pricds) Afry Bodrasin [=]
Rarmots Addre saiHas!
Uglhed ol Chaaning Pod Podt Huteer EI
Serics Hame Ay

ENPC

SHUP

LFR

RGN [Port@r i)

[[ag 2]

Matwork Pash Scan
Piatwort Psh Scan Dl ooy

FTP Data (Local)

FTP Gondrol [Lecal)

FTP Drata (Roamoiw]

FTP Conirol {Remob)

CIFS (Leszal)

CIFS (Rl

RO PR Sieac (LoSH)
PR S b de™s Gaevich (Lo}
MeEROS Session Serdos (Lol
FEEROS Mame Service (Resots)
MeE0S Datagram Service [Remole
MeEROS Session Sendon (Remele)
HTTP [Local)

TN A el

MapameTpbl

Hactpoiiku n onncasmne

NONNTUKY

Bkntountb 31y MPynnosyio

prnnoaylo NONMNTNKY MOXKHO BKJTIOUYUTb NN BbIKNTKOYNTDb.

YIIPaBJIeHI/le JOCTYIIOM

Hactpoiite cioco6 ynpasnenns tpadukom IP-rakeTos.

MapameTpbi

Hactpoiikun n onucaHme

Pazpewntb goctyn

BbibepuTe 3TOT NapamMeTp, YTOObl Pa3peLLNTb MPOXOXKAEHNE HACTPOEHHbIX IP-nakeToB.

3aI'IpETVITb AocTyn

BbiGepuTe 3TOT Mapametp, YTo6bl 3aNPETUTb NMPOXOXKAEHME HAaCTPOEHHBbIX IP-nakeToB.

IPsec

Bb|6ep|/|Te 3TOT NapameTp, YTObbI 3anpeTnTb NPOXOXAEHNE HAaCTPOEHHbIX NaKeTOB IPsec.

JlokanbHbIiT afpec (IpuHTEP)
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Bei6epure anpec IPv4 nm IPv6, cooTBeTCTBYIOIIMIT BaleMy ceTeBoMy oKpy>keruto.Eciu IP-anpec HazHavaercs
aBTOMATIYeCKM, MO>KHO BBIOpaTh ItapaMeTp VICmONb30BaTh NOTyYeHHDIIT aBTOMaTIYecKn agpec IPv4.

Ilpumeuanue:
Ecnu adpec IPv6 npucsausaemcsi asmomamuecku, coedureHue moxem Ovimv Hedocmynto. Hacmpoiime cmamuueckuii
adpec IPve6.

Vmanennslit agpec(ysen)

Ina ynpasnenus goctynoM Beegute IP-agpec ycrpoiictsa.[lnnHa IP-afpeca He o/DKHA IpeBbIIATh 43
cumBona.Ecimu IP-agpec He BBefleH, KOHTPOIMPYIOTCA BCeE afpeca.

Ipumeuanue:
Ecnu IP-adpec npuceausaemcst asmomamuuecku (Hanpumep, cepeepom DHCP), mo coedurerue moxcem Ovimp
nedocmynro.Hacmpotime cmamuueckuti IP-adpec.

Crioco6 BbrI6opa mopta

Bri6epure criocob ykasaHus MOpPTOB.

1 VMsa cmy>x6b1
Ecnu Boi6paHo 3HaueHye VIMs cyxO6bI 1 apaMeTpa Cnoco6 BeIGopa mMOpTa, BHIOepUTe HY KHBII
mapaMeTp.

[ ITpoTokon nepenaun

HacTtpoitTe pesxuM MHKAICYIALUY IpU BeIOope 3sHaueHns HoMep mopTa a1 napamerpa Crioco6 Bpi6opa
nopra.

MapameTpbl HacTpoiikun n onncaHmne

Jio6oin npoTokon BbibepuTe 3TOT NapameTp AnA ynpaBneHnAa BCEMU TUMaMK MPOTOKOJIOB.

TCP BblbepunTe 3TOT NapamMeTp A ynpaBfieHusi OAHOAAPECHBIMU JAHHbIMU.

UDP BbibepuTe 3TOT NapameTp A ynpasfieHWs 4aHHbIMU NPY WPOKOBeLLaTeNbHON 1
MHOroafpecHom paccblske.

ICMPv4 BblbepuTe 3TOT NapameTp AN1A KOHTPOSA BbINOMHEHUA KOMaHAbI ping.

[ JIoKa/lbHBI TOPT

ITpu Boibope 3HaueHus: Homep mopra fiyist mapamerpa Crioco6 Boi6opa nmoprta u 3sHauerust TCP nnn UDP s
napamerpa IIpoTokon nepemayn Heo6XOAMMO Yepe3 3aMATYI0 BBECTI HOMepa IIOPTOB [i/Isl YIIPaB/IeHNUs
BXOJAMIMMU NTaKeTaM1.Mo>KHO BBeCTH 0 10 HOMepoB ITOPTOB.

Hanpumep: 20,80,119,5220
Ecnu HOMep nopTa He BBefieH, KOHTPOMMPYIOTCA BCe TTOPTHL
(d YmameHHBII TOPT

ITpu Boibope 3HaueHus: Homep mopra fiyist mapamerpa Crioco6 Bei6opa nmoprta u sHauerust TCP nnn UDP s
napamerpa IIpoTokon nepemayn Heo6XOAMMO Yepe3 3aMATYI0 BBECTI HOMepa IIOPTOB [i/Isl YIIPaB/IeHNU
UCXOMAIMMIY aKeTaMu.MoxxHO BBecTH 1o 10 HoMepoB IOPTOB.

Hamnpumep: 25,80,143,5220
Ecnu HoMep nopTa He BBefieH, KOHTPOIMPYIOTCA BCE MOPTHI.
Bepcua IKE

Bribepure snauenust IKEvl wiu IKEv2 gst mapametpa Bepcus IKE.Boibepure ogHO 13 3HaUeHUIT B
COOTBETCTBUU C YCTPOICTBOM, K KOTOPOMY IOK/TIOUEH IIPUHTEP.
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d IKEvl

ITpu Boibope 3Hauenus IKEv1 pa napamerpa Bepcus IKE oto6paxaroTcs crefyolye 91eMeHTBI.

MapameTpbl HacTpoiikun n onncaHmne

MeTop ayTeHTUdMKaLmn Ecnu BbIGpaHo 3HaueHue IPsec Ana napametpa YnpaBneHue fOCTYNoOM, Bbibepute
HY>XHblIl NapameTp.Mcnonb3yemblii CepTUUKAT COOTBETCTBYET MOUTMKE MO YMOMYAHMIO.

MNpepBapuTenbHbIN Koy Mpwu BbIGOpE 3HaueHnA MpeaBapuTenbHbI KNOY Ana napametpa Metop
ayTeHTUUKaLMM BBeaVTe NpeABapUTeNIbHO 3afjaHHbIN KITloY AnuHom ot 1 go 127
CYIMBOJIOB.

MNoaTtBepauTb BeeawTe BbIOpaHHbIN BaMU KoY AN1A MOATBEPKAEHUA.

MpenBapuTeNbHBIN KNty
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1 IKEv2
MapameTpbi Hactpoiku n onucanmne
JlokanbHO MeTon Ecnu BbI6paHo 3HaueHue IPsec ansa napameTpa YnpaBneHue foCTynom,
ayTeHTUdMKaLmm Bbl6epuTe Hy>KHbI NapameTp./icnonb3yembin cepTudrKaTt coOoTBETCTBYET
NOANTUKE MO YMONYaHMIO.
Tun ID Mpwu BbIObOpE 3HaUeHUs MpeaBapuTenbHbI KNtoY 4na napametpa Metop
ayTeHTUUKaLum BbiGepuTe TUN naeHTUdMKaTopa NprYHTEpPA.
ID BeeawnTe ngeHTMdUKATOP NPUHTEPA, KOTOPbI COOTBETCTBYET BbIOpaHHOMY

T™MNy naeHTndmKaTopa.
B KauecTBe NepBOro CMBOJA HEMb3A NCMOb30BaTb CUMBOSIbI @, # 1 =.

OTnuunTenbHoe nms: Beegute ot 1 Ao 128 ogHobarToBbix cmBonos ASCII (c
kogamu ot 0x20 go 0x7E).B cTpoke gonxeH NpucyTCTBOBaTb CUMBOJS =.

IP-appec: ykaxkute B dopmarte IPv4 unu IPv6.

FQDN: BBeaunTe CTPOKy AvMHOM OT 1 A0 255 CUMBOJIOB, UCMONb3YA CMMBOSIbI
A-Z, a-z, 0-9, gedwuc (-) n Touky ().

Appec an. nourbl: BBeguTe oT 1 Ao 128 ogHobalToBbiX cmBonos ASCII (c
kogamu ot 0x20 po 0x7E).B cTpoke gonxeH NnpucyTcTBoBaTb CUMBOJ @.

ID kKnioua: BBegute ot 1 g0 128 oaHobanTosbix cumBosnios ASCII (c kogamn ot
0x20 go Ox7E).

MpenBapuTenbHbIN
Koy

Mpw BbiIGOpE 3HaueHus MpegBapuTenbHbIl KntoY Ans napametpa Metopg,
ayTeHTUPUMKaLMM BBeMTE NPefiBapuUTeNIbHO 3aflaHHbIN Koy AinHom oT 1 go
127 cumBonos.

MNMoateBepanTb
MpenBapuTenbHbIN
Knioy

BeeawuTe BbIOPaHHbBIN BaMU KoY 4N1A MOATBEPKAEHUS.
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MapameTpbl HacTpoiiku n onucaHue
YoaneHHo MeTon Ecnu BbIGpaHo 3HaueHue IPsec ansa napameTpa YnpaBneHue foCTynom,
ayTeHTUdMKauun Bbl6epUTe HyKHbIl NapameTp./icnonb3yemblin cepTudrKaTt COOoTBETCTBYET

NoOINTUKE NO yMONYyaHuio.

Tun ID Ecnv ansa napameTpa Metoa ayTeHTUdUKaumum 6bino BbIOpaHO 3HaueHve
MpeaBapuTenbHbIN KNtoY, BbibepuTte TUN NAEHTUOMKATOPa 1A YCTPONCTBA,
NOANMHHOCTb KOTOPOTO CllefyeT NPOBEPUTD.

ID BeeawuTe ngeHTMdUKATOP NPUHTEPA, KOTOPbI COOTBETCTBYET BbIOpAaHHOMY
™My naeHTnduKaTopa.

B kauecTBe nepBoOro CMMBOJ1a HeJb34 UCNOJSIb30BaTb CUMBOJIbI @, #n=.

OTnuunTenbHoe nms: Beegute ot 1 Ao 128 ogHobarToBbix cmsonos ASCII (c
kogamu ot 0x20 go 0x7E).B cTpoke gonxeH NpucyTCTBOBaTb CUMBOJS =.

IP-appec: ykaxkute B dopmarte IPv4 unu IPv6.

FQDN: BBeanTe CTPOKY ANIMHOM OT 1 A0 255 CUMBOJIOB, UCMONb3YA CUMBOSbI
A-Z, a-z, 0-9, gedwuc (-) n Touky ().

Appec an. noutbl: BBeanTe oT 1 4o 128 ogHobalToBbIx cmeonos ASCII (¢
kofamu ot 0x20 po 0x7E).B cTpoke gonxeH NpucyTCcTBoBaTb CUMBOS @.

ID knioua: BBegute ot 1 g0 128 oaHobanTosbix cumBosnios ASCII (c kogamu ot

0x20 po Ox7E).
MpepBapuTenbHbIN Mpw BbibOpE 3HaueHusn MpegBapuTenbHbIl Kntoy Ans napametpa Metopg,
Koy ayTeHTUUMKaLM BBeMTE NPefiBapuTeNIbHO 3aflaHHbIN Koy AinHon oT 1 go

127 cumBONOB.

MopTteBepanTb BeefnTe BbIGpaHHbIN Bamu KoY AnA NOATBEPKAEHUA.
MNpepBapuTeNbHbIN
Koy

®opMupoBaHNe NAKETOB JAHHBIX

HacTpoiiTe pe>xuM MHKanCynALuy npu oibope sHauenus IPsec st napamerpa YipaBiieHue JOCTYIIOM.

MapameTpbi HacTponkun n onucanne

Pexxum nepepaun BblbepurTe 3TOT NYHKT, CN MPUHTEP UCMONb3yeTcs B pamKax ogHol JIBC.IP-nakeTbl
YyeTBEpPTOro Uam 6onee BbICOKOrO yPOBHSA WKbpYTCA.

TYHHENbHbIN peXxnm BbibepunTe 3TOT NapameTp, eC/iv Bbl UCMOSb3yeTe NPUHTEP B CETU C BbIXOAOM B MIHTepHeT,
Hanpumep IPsec — VPN.3aronoBok 1 gaHHble IP-nakeToB WwWundpytoTca.

YaaneHHbin wno3(TyHHeNbHbIN peXum): ecniv ana napametrpa PopmunposaHue
NaKeToB fJaHHbIX yKa3aHO 3HaueHVe TYHHeNbHbIN peXum, BBeanTe agpec Wio3a
annHon ot 1 go 39 cnmBonoB.

IIpoTokon 6e3omacHOCTH

Ecnu Bpi6pano 3Hauenne IPsec i1 mapamerpa YinpasiieHue JOCTYIOM, BbIOepUTe HY>KHBII TapaMeTp.

MapameTpbl HacTpoiikun n onncaHmne

ESP BbibepuTe 3TOT NYHKT AnA obecneyeHna LLeNOCTHOCTH, ayTeHTUdMKaLummn n wmndpoBaHua
JaHHbIX.

AH BbibepunTe 3TOT NYHKT Ans obecneyeHns LeNOCTHOCTY 1 ayTeHTUdMKaLuum JaHHbIx. [axe
ecnu widpoBaHUe AaHHbIX 3anpeLleHo, MOXKHO 1CMonb3oBaTh NpoTokon IPsec.
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Hacrpoiiku anropurma

Pexomenpyetcs BbIOMpath 3HadeHMe /106011 /11 BCceX MapaMeTpoB WM 3HaYeHNe, OT/IMYHOe OT JI106 01, 1y
Ka)kgoro napamerpa.Ecimu 1 HekoTopbIx HapaMeTpoBs BbIOpaTh /I10601i, a /11 OCTa/IbHBIX IIapaMeTPOB BaAPUAHT,

oT/n4Hbli OT /1060, yCTPOIICTBO MOXET He IOJIep>KMBATh CBS3b: 9TO 3aBUCUT OT APYTOTO YCTPOIICTBA,
ayTeHTU(UKAINIO KOTOPOTO BBl XOTUTE BBIIIOTHUTD.

MapameTpbli Hactpoiiku n onucanve
IKE WndpposaHme BbibepuTe anropntm wudposaHna ana IKE.
SnemeHTbl pa3fiMyaloTca B 3aBncMMocTm ot Bepcun IKE.
AyTeHTndnKauma Bbi6epuviTe anroputm npoBepkn noanuHHocTy ana IKE.
O6MmeH Kntoyamu BbibepuTte anroputm obmeHa Kntoyamu ans IKE.
DnemeHTbl pa3nnyatoTca B 3aBUCMMOCTU OT Bepcum IKE.
ESP LndposaHue BbibepunTe anroputm WwndppoBaHua ansa ESP.
37O [OCTYNHO, ecnu Ans napametpa Mporokon 6e3onacHocTU BbIGPaAHO
3HaueHue ESP.
AyTeHTndUKauma BblbepuTe anropnTm NpoBepKM NoanHHoCTK ans ESP.
370 fOCTYNHO, ecnu Ans napametpa Mporokon 6e3onacHocTh BbIGpaHO
3HayeHwue ESP.
AH AyTeHTnduKauma BbibepuTte anroputm wndposaHua ana AH.
370 pocTynHo, ecnu fna napametpa NpoTokon 6e3onacHocT BbIbpaHO
3HayeHne AH.

CooTtBeTcTBYIOWAA MHpopMmauua

= «HacTpoiika IOMUTUKY TPYII» Ha cTp. 121

= «Kom6unuposanue JlokanbHblit agpec (mpuutep) u YnanenHoii anpec(ysen) B [pynmnosas mommruka» Ha

crp. 127

= «CchUIKYM Ha HasBaHMe CTy>KObI B TPYIIIIOBOI MOMUTHKE» HA CTp. 128

Komb6uHuposBaHue JlokanbHbin agpec (npuHTep) n YaaneHHbin agpec(ysen) B
MpynnoBas nonntuka

HacTtpoika JlokanbHbin agpec (npuHTep)
IPv4 IPv6™2 Niobble appeca3
Hacrtpoiika IPv4™ v - v
YaaneHHbIn
appec(ysen) IPv6*1*2 _ v v
MycTtoe none v v v

*1MNpu Boibope IPsec ana napameTtpa YnpaBneHne AocTynom, animHy npedrikca ykasaTb HEBO3MOXHO.

*2MMpw BoiGOpe IPsec ans napameTpa YnpassieHUe AOCTYNOM, MOXHO BbiOpaTh agpec fnokanbHoro KaHana (fe80::), Ho rpynnosas
nonuTrKa Bygert oTKnoueHa.

*3Kpome agpecos fokanbHOro KaHana IPvé.
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CcbInKu Ha Ha3BaHMe CYXK6bl B rpynnoBoi NOANTNKe

IIpumeuanue:

Hedocmynnuie cysxbot 0mobpascaromcs, HO He MOZym 6bimb 8bl0PAHDL.

HasBaHue Tun npoTokona Homep Homep KoHTponupyembie pyHKLUN
cnyX6bl NIOKaNIbHOTO yAaneHHOoro
nopra nopra

Tio6oi — — — Bce cnyx6bl

ENPC UDP 3289 TNio6oii nopt Mownck NpuHTepa 13 NPUNoKeHnin,
Takux Kak Epson Device Admin n
ApanBep NpuHTepa

SNMP UDP 161 Jlo6oi nopt MonyyeHne paHHbIX N HACTPOWMKa
KOHOUrypaumm agMUHUCTPATUBHOM
6a3bl faHHbIX (MIB) 13 NpunoxeHui,
Takmx Kak Epson Device Admin n
ApanBep NpuHTepa

LPR TCP 515 Jloboi nopt Mepecbinka gaHHbIX LPR

RAW (nop19100) TCP 9100 JNio6oii nopT Mepecbinka gaHHbix RAW

WSD TCP JTro6oii nopT 5357 YnpasneHue WSD

WS-Discovery ubDP 3702 Jlo6oi nopt Mouck npuHTepa ns WSD

HaHHbie FTP TCP 20 6o nopt Cepgep FTP (nepecbiika AaHHbIX Npun

(nokanbHble) neyvatu no FTP)

Ynpaenenuve FTP TCP 21 Jlo6oi nopT Cepsep FTP (ynpaBneHwve neyatbto no

(nokanbHoe) FTP)

HTTP TCP 80 Tio6oii nopT Cepep HTTP(S) (nepecbinka gaHHbIX

(nokanbHbIN) Web Config n WSD)

HTTPS TCP 443 Jlio6oi nopT

(nokanbHbI)

HTTP TCP Tio6oin nopt 80 KnneHt HTTP(S) (06MeH aaHHbIMA

(ynaneHHbin) mexay Epson Connect unu Google
Cloud Print, 06HOBNEHNE BCTPOEHHOTO

HTTPS TCP Jio6oi nopt 443 MUKPOMpPOrpamMmmMHOro obecrneyeHus un

(ymaneHHbIN) 06HOBIIEHVIEe KOPHEBBIX
ceptudurKkaToB)

Mpumepbl KoH$urypauyum IPsec/Ounbrpaunsa IP

MonyueHue TonbKo naketos IPsec.

JlaHHbIT IpUMep HpefCcTaBsgeT COO0Il HACTPOIIKY TONbKO IOIUTUKM II0 YMOTYAHUIO.

CraHpapTHas HONUTHKA:

1 IPsec/®@unbrpanus IP: Bkmounts
(d Ynpasnenue gocrynom: IPsec

(d Merop ayrenTudukanun: IlpeqBapurenpHpiil K104
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(1 ITpegBapuTenbHbI KIOY: BBefUTE 10 127 CMBOJIOB.

Ipynnosas monmuTHKa:

He HaCTpauBaiiTe.

MonyuyeHune AaHHbIX NeYaTV N HaCTPOEK NpUHTEpa

B npuBeneHHOM NIpuMepe pasperaeTcss 0OMeH JaHHbIMMY ITeYaTy ¥ KOHGUTYpaluy IPUHTepa MeXIY
YKa3aHHBIMU CTy>KOaMuL.

CraHpapTHasA HOMUTHKA:
A IPsec/®@unbrpanus IP: Bkmounts

[ YnpapneHue focTynom: 3anpeTuTh JOCTYI

[pynnoBas monuTuKa:

(J Bxarounts 31y I[pynnoByro HOMMTHKY: yCTaHOBUTE (PIaXKOK.
(1 Yupasnenne gocrynom: Paspemnts goctyn

(J Vpanennsiit agpec(ysen): IP-agpec knmenra

(J Cmoco6 Bri6opa nopta: VM cimy>x0b1

(J Mms cmyx6br: ycraHoBUTe draxkok Ha ENPC, SNMP, HTTP (rokanphbiii), HT'TPS (mokanbabiit) 1 RAW
(opT19100).

NMonyueHne goctyna ToNbKo oT 3afaHHoro IP-agpeca.

IT0T HpuMep obecnednBaeT 3afflaHHOMY IP-afipecy IOCTYI K IpUHTEpY.
CraHgapTHad MOMUTHKA:

1 IPsec/®unbrpamus IP: Bkmrountb

J Ynpasnenme goctynom:3anpeTuTh KOCTYII

Ipynnosasa momuruka:
(J BxmrounTts 3Ty Ipynmosyro NoMMTHUKY: yCTaHOBUTE (IasKOK.
J Ynpasnenue gocrymom: Paspemmts gocryn

(J Ymamennsiit agpec(ysen): IP-agpec knmeHTa afMMHNACTpaTOpA.

Ilpumeuanue:
Hesasucumo om Hacmpoex nonumuxu, KaueHm 6yoem umerms 603MOKCHOCHb HACMPOTIKU U dOCMyna K npuHmepy.

HacTpounka ceptudukara ana IPsec/punbrpayum IP
Hacrporite kmenTckuit cepruduxar s IPsec/punprpanym IPIIpu ycraHOBKe MOYXXKHO MCIIONb30BaTh JAHHBIN
cepruduKar B KauectBe Metoga ceprudukaryv g IPsec/punsrpanym IP. Ecin Heo6XoayMo HaCTPOUTD LeHTP

ceprudukauny, nepeiigute k Cepruduxar IIC.

1. Boiigure B Web Config  Boibepute Bkanky besomacHocts cetu > IPsec/®@unprpanus IP > Ceprudnkar
K/IMEeHTAa.
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2. Vwmmnoprupyiite ceprudukar B Ceprudukar KIneHTa.

Ecmu BBI y>ke MMIIOPTUPOBAIN CepTU(UKAT, OTyOIMKOBaHHBII LIeHTpoM cepTudmkarym, B IEEE802.1X wn
SSL/TLS, MO>XXHO CKOIMPOBATb ITOT CePTU(UKAT U UCIIONb30BaTh ero myst [IPsec/punsrparmu IP.Uto6s1
CKONMpoBaTh cepTuduKar, Bbidepute ero B crvicke Komposars us u menkuure Konup..

EPSON

Stalus Print Hebwors Histarsik Secufity Praduct Securiy Deice Hanagement Epsan Open Plafem

| 1PseciIP Filtering > Client Certificate

o Om e Following page, make salings on T CA. cerificale lo varily peer corficales
SELTLE LA Corticale

Bl Cliani Cariizaby

PyacIP Filerng

Elaga

el i Copy Froem Cartifcate for SELITLS ': m
EEES0L1X

&R

Chkerk Coriloaie

CooTtBeTcTBYIOWAA MHpopMaLua
= «Jlocryn k npunoxkeruto Web Config» Ha ctp. 27

= «[lonyuenne ceprudukara, nogmcanroro [{C» ua ctp. 103

NMoaknioueHne npuHTepa K cetn IEEE802.1X

Hacrpomnka cetn IEEE802.1X

ITpu HacTpoiike IEEE802.1X Ha puHTEepe ero MO>XXHO UCII0/Ib30BaTh B CETH, IIOfIK/II09eHHOII K cepBepy RADIUS,
Ha KOMMYTaTope JIOKa/IbHOM CeTH MM B KauecTBe TOUKM OCTYTIA.

1. Boitgure B Web Config u Bei6epute Bknanky besomacHoctsb cet > IEEE802.1X > OcHoBHblIe.

2. BBemure 3HaueHMe IS KaXKJOTO 9JIEMEHTA.

Ecnu BBl X0THUTE MCHONBb30BaTh puHTEP B ceTn Wi-Fi, menkunure Hacrpoiika Wi-Fi 1 Bei6epure niu BBefnte
SSID.
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Ilpumeuanue:
Hacmpoiiku cemu mozym coemecmHo ucnonv3osamocs onst Ethernet u Wi-Fi.

3. Haxmute Crnegyrommi.

OtobpakaeTcs 3apocC NOATBEP>KACHUA.

4. Haxmure OK.

Hacrpoiiku npuHTEpa 0OHOBIIEHBI.

CooTtBeTcTBYIOWAA MHopMmauua
= «[ocryn k npunoxkeruto Web Config» Ha ctp. 27
= ITapamerpbr HacTpoiiku cetu IEEE 802.1X» Ha ctp. 131

= «He yjaeTcs mOMyYnTh JOCTYII K IPUHTEPY WK cKaHepy nocne HacTporiku IEEE802.1X» Ha ctp. 137

MapameTpbl HacTponku cetm IEEE 802.1X

EPSON

Status Print Hetworic Hitaroik Secufity Praduct Seoury Dice Management Epsan Open Plafform

| 1EEEB02.1% > Basic

SELTLES

EEEBIQ 1X (Wi el LAN] Enaiie ¥ Dasatle
Blagic EEEBID 1% (WiF Cdsabia
N ] Conngcion Method WirsaILAN
PascaP Fillering EAP Troe PEAR|MECHAPYE =]
sElagar sl
- o Payywond
EEES0L1X Canlim Password
Garenr 1D
Chert Cerfoate Cerficals Vabdabion Enazie @ Daasle
Adirymidias Mand
Encrypiion S Mk ...J
=N XN
MapameTpbi HacTpoiikn n onucaHume
IEEE802.1X (npoBogHan MOo>HO BKNIOUUTb MK OTKAOYMTb NapameTpbl cTpaHuLbl (IEEE802.1X > OcHOBHbIe) os
NBQ) IEEE802.1X (npoBoaHas ceTb LAN).
IEEE802.1X (Wi-Fi) OTob6parkaeTcsi cocTosHme nogknoveHma IEEE802.1X (Wi-Fi).
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MapameTpbl

Hactpoiku n onucaHme

Cnoco6 noaknoyeHuns

OTO6paxxaeT MeTof NOAKIIIOUYEHMSA K TEKYLLEN CETH.

Tun EAP BbibepunTe napameTp Ana metoga ayTeHTUdMKaLMM mexay npuHTepom 1 cepsepom RADIUS.
EAP-TLS Heobxoaumo nonyunTb 1 UMNOPTUPOBAaTL cepTuduKar,
nognucaHHbin LIC.
PEAP-TLS
EAP-TTLS Heob6xoanmo HacTpouTb Naponb.
PEAP/MSCHAPv2
NpeHtndukartop Ykaxute npeHtndukatop (ID) ana ncnonbzosaHua npu ayteHTndurKaumm cepsepa RADIUS.
nonb3oBaTens
BeeawnTe oT 1 o 128 ogHobGanToBbIx cmBosnioB ASCII (¢ kogamm ot 0x20 go Ox7E).
Maponb YKaxute naposib Ana ayTeHTMoUKaumum npuHTepa.

BeeguTe o1 1 go 128 ogHobanToBbix cumBonoB ASCII (c kogamum ot 0x20 go 0x7E).Mpwn
ncrnonb3soBaHum cepeepa Windows B Kauectse cepeepa RADIUS moxkHO BBeCTM Jo 127
CMMBOJOB.

[MNopgTBepxaeHve napons

MopTBepauTe BbIGpaHHbIN Napornb.

MpeHTndmkatop cepsepa

MoxHo yKa3aTb ngeHTrduKaTop cepepa Ana ayteHTMdUKaLmm C onpepeseHHbIM CEpBepoM
RADIUS.AyTeHnTndunkaTop nposepset Hanunume ID cepeepa B none subject/subjectAltName
cepTuduKata cepepa, KOTopblii 6o oTnpasBnsaeTca ¢ cepsepa RADIUS, nn6o HeT.

BeeauTe ot 0 o 128 oaHobantosbix cumaonios ASCII (c kogamu ot 0x20 go Ox7E).

[MpoBepka NogANHHOCT
ceptTudurkaToB

MoHo 3apaTb NpoBepKy cepTndMKaTa HE3aBMCHMO OT MeToa
ayteHTUdUMKauun.Mmnoptupyiite ceptnédukat B Ceprudpukar LIC.

AHOHMMHOE MA

Mpw BbibOpe 3HaueHusa PEAP-TLS, EAP-TTLS vnu PEAP/MSCHAPvV2 gna napametpa MeTop,
ayTeHTUUKaLMM MOXHO 334aTb aHOHVIMHOE UMA BMeCTO nfeHTUdUKaTopa nonb3osBaTens
Aana nepsol ¢pasbl PEAP-ayTeHTUOUKaLMN.

BeeauTe o1 0 1o 128 oaHobanTosbix cumaonoB ASCII (c kogamu ot 0x20 go Ox7E).

Kpuntorpapuueckas
CTOMKOCTb

Mo>Ho BbI6paTh OMH 13 YPOBHEN, YKa3aHHbIX HUXKe.

Bbicokumm AES256/3DES

CpepHss AES256/3DES/AES128/RC4

CooTBeTcTBYIOWAA nHopMmaLua
= «Hacrpoiika cetu IEEE802.1X» Ha ctp. 130

HacTpoika ceptudpukara ana IEEE802.1X

Hacrpoiite kmnentckuit cepruduxar s IEEE802.1X . I1pu ycraHoBke Mo>xkHO ucnonb3oBats EAP-TLS u PEAP-
TLS B xauectBe Merozia ayreHTuduKaryy IEEE802.1x.Eciu Heo6xonyMo HacTpouTh cepTuduKar ueHTpa
ceprudukauny, nepeipute k pasgeny Ceprudpuxar I[C.

1. Boiigure B Web Config  Boibepute Bkanky BesomacHocts cetu > IEEE802.1X > CepTudukar KiueHTa.
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2. VYxaxwure ceprudukar B none Ceprudukar KIMeHTa.

MO>HO CKOIMPOBaTh CepTUIKAT, €C/IM OH OIYOINKOBaH LIeHTPOM cepTr¢uKaumu. YTo6bI CKONMpPOBATh
ceprudukar, Boibepute ero B cincke Konuposars us n menkunrte Konmp..

EPSON

Stalus Print Hebwors Histarsik Secufity Praduct Securiy Deice Hanagement Epsan Open Plafem

| 1EEEB02.1X > Client Certificate

Om e Following page, make salings on T CA. cerificale lo varily peer corficales
SELTLS A Gy

Bl Cliani Cariizaby

PyacIP Filerng

Elaga

sl CpivCrl Capy Fiom Cortificate for SSLITLS -] m
EEES0L1X

&R

CooTtBeTcTBYIOWaA MHpopMmauua
= «Jlocryn k npunokerunto Web Config» Ha ctp. 27

= «[lonydenne u umnopt ceprudukara, nogmucantoro LIC» Ha crp. 103

NMpoBepka coctoaHna cetm IEEE 802.1X

Craryc cetu IEEE 802.1X MO>XXHO IpOBEPUTD, pacliedyaTaB CTPAHUIY COCTOSAHNUSA CeTH.JJOIOTHUTETbHYIO
MHQOPMALVIO O IIeYaTU CTPAHUIIBI COCTOSHYSA CeTY CM. B JOKYMEHTAIUN K IPUHTEPY.

UpenTndukartop craryca Cratyc IEEE 802.1X
Disable OyHKuwmA IEEE 802.1X BblkntoyeHa.
EAP Success AyteHTndumkauma IEEE 802.1X npowina ycnewHo, AOCTYMHO NOAKI/YEHME K CETU.
Authenticating AyTteHTudukaums IEEE 802.1X He 3aBepLueHa.
Config Error C6oi ayTeHTUdMKaLMK, TaK Kak ID nonb3osatens He 3afaH.
Client Certificate Error Cboit ayTeHTUdMKALMN, TaK KaK KNMEHTCKUI cepTdmKaT yctapen.
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UpenTndukarop craryca

Craryc IEEE 802.1X

Timeout Error

C6o1 NnpoBepKN NOASIMHHOCTY, TaK Kak HeT oTBeTa oT cepsepa RADIUS u (unn)
cepTudurKaTa CETEBOrO KOHLIEHTPATOPa KOMMYTUPYIOLLEro TUMa.

User ID Error

C6oii ayTeHTUdMKaLMK, TaK Kak ID nonb3osatensa npuHTepa un (nnn) ceptndurkat
NPOTOKOJa HEBEPEH.

Server ID Error

C6oi1 ayTeHTUdMKaLMK, TaK Kak ID cepBepa B cepTudmKarte cepeepa u ID cepsepa
He COBMaaloT.

Server Certificate Error

C6oit ayTeHTUdMKALMK, TaK Kak MPUCYTCTBYIOT CriefytoLive owmnbKy B
ceptndurKare cepeepa.

1 Ceptudukar cepBepa ycrapern.

[ Uenouka cepTudukaTa cepepa HeBepHa.

CA Certificate Error

C6oi1 ayTeHTUdMKALMK, TaK KaK MPUCYTCTBYIOT CrieflytoLiye OWmnoKn B
ceptndukare LIC.

(1 YkazaHHbI ceptudukat LIC HeBepeH.
(1 MpaBunbHbin ceptudumkat LIC He MUMNoOpTMPOBaH.

1 Ceptudwukar LIC yctapen.

EAP Failure

C6oit ayTeHTUdMKALMK, TaK KaK MPUCYTCTBYIOT CrieflytoLre OWmnbKy B HACTPOMKax
npuHTEpa.

(1 Ecnn gna napametpa Tun EAP 3agaHo 3HauyeHne EAP-TLS nnu PEAP-TLS,
cepTUdUKaT KNMeHTa ABNAETCA HegoNyCTUMbIM AN UMEET ONpefeneHHble
npo6nembl.

(1 Ecnn gna napametpa Tun EAP 3agaHo 3HayeHne EAP-TTLS nnu PEAP/
MSCHAPvV2, naeHTndumKaTop nonb3oBaTesNia Wiy Naposb He ABNATCA
ZOMYyCTMbIMU.

PeweHne npob6nem, CBA3aHHbIX C paclUMPEHHOWN

6e30nacHoOCTbIO

BoccTtaHoBneHmne HacTpoekK 6e3onacHoOCTIN

IIpyu cospmanHyM Cpefibl C IOBBLIIIEHHBIM YPOBHEM 6e30macHocTy, Hanpumep IPsec/bunbrparys IP nmm
IEEE802.1X, MO>XeT IIOHaf0OUTCs CBA3ATbCS C YCTPOICTBAMY BCIEICTBYE HETOIIYCTUMbIX HACTPOEK UK
Ipo671eM C yCTPOJICTBOM W/IM CepBepOM. B 3ToM ciTydae BOCCTaHOBUTE HACTPOIIKY 6€30I1aCHOCTH, YTOODI
IIOBTOPHO BHECTY HACTPOMKM Ha YCTPOJCTBE U/ PaspelIuTh BPEMEHHOE MICIIOIb30BAHME.

OTknoyeHne GpyHKLUM 6€30NacHOCTY C NOMOLLbIO NaHeNun ynpaBieHus

MosxHo otkmountb IPsec/¢punprpanyio IP vnu IEEE802.1X Ha maHenu ympasieHys IpUHTepa.

1.

2.

Bei6epure Hactp. > O6mume mapamerpst > Hacrpoiiku cetn.

Bei6epure Pacuumpennsie.
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3. Beibepure ofuH 13 CIERYIOLINX 3IEMEHTOB, KOTOPbIE MO>KHO OTK/TIOUUTb.
1 Orxmrouuts IPsec/ ®unbrpanus IP

d Orxmrounts IEEE802.1X
4. Boibepure [lamee Ha 9KpaHe TOATBEPKIEHN.

5. Ilocme mosBIeHNA COOOIIEHNA O 3aBePUICHNN BbIOepuTe 3aKPhITh.

B ciyuae ecnu BBI He BoiOepeTe 3aKphITh, OKHO aBTOMATHYECKY 3aKPOETCs II0 UCTEYeHUH ONIPEefie/IeHHOTO
BpEMEHN.

Henonagku npun ncnonbsoBaHnum GyHKLNN 3aMTbI CETU

3a6bIT npegBapuUTeNbHbIN KNIOY

CHOBa HaCTpOITe NpeABapUTENbHbIN KoY.

Yro6bI M3MeHUTD K04, oTKpoiite Web Config u Bei6epute Bknasky besomacHocts cetu > IPsec/®@unprpanmsa
IP > OcHoBHbIe > CTaHmapTHaA MOMUTHKA 1y IpynnoBasa nonuTuka.

VsMeHeHMe 061Iero KIo4a IogpasyMeBaeT HaCTPONKY OOLIero KIK0Ya /I KOMIIBIOTEPOB.

CooTtBeTcTBYIOWaA MHPopmaLua
= «Jloctyn k npunoxennio Web Config» Ha cTp. 27
He ypaetca coeguHntbca no nporokony IPsec

YKaxkute anroputm, He noafep>KNBaeMblii NPUHTEPOM NN KOMMbIOTEPOM.

[IpunTep noppep>xuBaeT ciefyomue anroput™bl.lIposepbTe napaMeTpbl KOMIIBIOTEPA.

MeTopabl o6ecneueHnn 6esonacHo- Anroputmbi
cTm
Anroputm wndposaHua IKE AES-CBC-128, AES-CBC-192, AES-CBC-256, AES-GCM-128 *, AES-GCM-192
¥, AES-GCM-256 *, 3DES
ANropuTm NPOBEPKN NOASTMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5
IKE
AnropuTtm obmeHa Kkntoyamu IKE Mpynna DH 1, rpynna DH 2, rpynna DH 5, rpynna DH 14, rpynna DH 15,

rpynna DH 16, rpynna DH 17, rpynna DH 18, rpynna DH 19, rpynna DH 20,
rpynna DH 21, rpynna DH 22, rpynna DH 23, rpynna DH 24, rpynna DH 25,
rpynna DH 26, rpynna DH 27 *, rpynna DH 28 *, rpynna DH 29 *, rpynna

DH30*

Anroputm wndposaHua ESP AES-CBC-128, AES-CBC-192, AES-CBC-256, AES-GCM-128, AES-GCM-192,
AES-GCM-256, 3DES

ANropuTm NPOBEPKN NOASTMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5

ESP
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MeTopabl o6ecneueHnn 6esonacHo- Anropuntmbi
cTn

ANropuTm NPOBEPKN NOASTIMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5

AH

* NocrynnHo Tonbko ana IKEv2.

CooTBeTcTBYIOWAA nHpopmaLus

= I1IudpoBaHHbLl KaHAN CBA3Y C UCTIONb30BaHneM IPsec/dunbrpammu IP» Ha crp. 116

HeoxnpaHHan norepa coeanHeHmnA

IP-aApec NPpUHTEepa N3MEHEH NN He MOXeT NCnoJib3oBaTbCA.

Ecnu IP-agpec, 3aperucTpupoBaHHbIIt [AJiA TOKaAbHOTO afipeca B [pynnosas MOMUTHKA, M3SMEHEH WIN He MOXKET
JICIIOZIb30BAThCs, CBsI3b IPsec Oymer HeBo3MoXKHa. OTK/TIOUMTE TPOTOKOT IPSec ¢ MOMOIIbIO TaHe N YIIPaBIeHNUs
IpMHTepa.

Ecnu gannsie DHCP ycrapenn, DHCP-cepsep nepesarpyskaercs uin IPv6-agpec ycrapern nu6o He O6bl IOTy4eH,
TO MOXKET OKa3aTbCs HeHalifieHHbIM [P-afpec, 3apernctpuposannblit oy npunoxenns Web Config (Bknazgka
besomacHocTh cetn > IPsec/@unprpanus IP > OcHoBHble > [pynnoBas nonutnka > JIokanbHbIi agpec
(npunTep)) Ha IpUHTEDE.

Vicnionbsyiite cratudeckuit IP-apgpec.

IP-aApec KOMMNblOTepa N3MEHEH WIN He MOXeT ncnosib3oBaTtbCA.

Ecnn IP-anpec, SapeI‘I/ICTpI/IPOBaHHblﬁI A711 YAa/IEHHOI'O afpeca B erHHOBaH IIO/INTUKA, USBMECHEH UJIN HE MOXKET
UCIIOIb30BaThCA, CBA3b IPsec 6Y,II€T HEBO3MOXXHA.

Orkmrounte npoTokon IPsec ¢ momobro naneny yrnpasneHus IpUHTepa.

Ecmu panubie DHCP ycrapenu, DHCP-cepsep nepesarpysaercs unu IPv6-anpec ycrapen mm6o He 6bUI TOTyYeH,
TO MOXKET OKa3aTbCs HeHalifieHHbIM [P-afpec, 3apernctpuposanHblit Ay npunoxkenns Web Config (Bknazgka
BesonmacHoctb cetu > IPsec/@unbrpanus IP > OcHoBHbIe > IpynnmoBas nonutuka > YaaneHHblit agpec(ysen))
Ha IIpMHTepe.

Vcnionbsyiite cratmdeckuit IP-agpec.

CootBetcTByOWana MUHopMaLmna
= «Jloctyn k npunoxennio Web Config» Ha ctp. 27

= IlIudpoBaHHbLl KaHAN CBA3Y ¢ MCHONb30BaHneM IPsec/dunbrpanyu IP» Ha crp. 116

HeB03MOXHO co3aaTtb 6e3onacHbin nopT nevatu IPP
B kauecTBe cepTudmKata cepBepa ana coeguHeHns SSL/TLS ykasaH HenpaBubHbIN cepTuduKar.

Ecnu YKa3aHHI)II71 CepTI/ICbI/IKaT HE ABJ/IAETCA IIpaBUIbHBIM, CO3JaHME IIOPTa MOXXET 3aBEPIINTDHCA
HeYJIa‘{eI‘/'I.Y6e,HI/ITer B IpaBMJIbPHOCTU UCIIO/Ib3yEMOI'O CCPTI/IQ)I/IKaTa.
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Ceptudukar LIC He MNOPTMPOBAH Ha KOMNbIOTEP, C KOTOPOTO OCYLUECTBAACTCA AOCTYN K NPUHTEpPY.

Ecmu ceptuduxar LIC He MMIIOPTUPOBAH Ha KOMIIBIOTEP, CO3TaHMe IIOPTa MOXKeT ObITh HEBO3MOXXHO. YOeanTeCh,
uro ceprudukar IJC mMnopTupoBaH.

CooTtBeTcTBYIOULAA MHPOpMaLuA

= I1ludpoBaHHbLL KaHAN CBA3Y ¢ UCIONb30BaHueM IPsec/unbrpanyu IP» Ha cTp. 116

He yaaetca nogkniountbca nocne HacTtpouku IPsec/punbrpauumn IP

HeBepHblie napameTpbl IPsec/dunbrpayun IP.

Ortxirounrte [Psec/dunprpanuio IP Ha manenu yupasnenns npurrepa.llofkIo04nTe IPUHTEP 1 KOMIIBIOTED U
CHOBa HacTpoiiTe mapameTpsl IPsec/dunprpannn IP.

CooTtBeTcTBYIOUAA MHPOpMaLuA

= I1ludpoBaHHbLL KaHAN CBA3Y ¢ UCIIONb30BaHneM IPsec/dunbrpanyu IP» Ha cTp. 116

He ypaeTtca nonyuntb AoCTYN K NIPUHTEPY WK CKaHepy Noc/ie HaCTPONKN
IEEE802.1X

HeBepHblie napameTtpbi IEEE802.1X.

Orxmounre IEEE802.1X n Wi-Fi Ha manenu ynpasnennsa npunrepa.llogkiounrte npuHTEp ¥ KOMIIBIOTED, 3aTEM
nosTopHO HacTpoure IEEE802.1X.

CooTtBeTtcTBYIOWAA nHopMmaLua
= «Hacrpoiika cetn IEEE802.1X» Ha cTp. 130

Henonapkv npun ncnonbsoBaHnm unpposoro ceptndunkKara

HeBo3Mo0>KHO uMnopTupoBaTb Ceptudukart, nognucaHHbin LiC

Ceptudukart, nognucavubii LIC n nHpopmauuma B CSR He coBnagalor.

Ecmu undopmanys B Ceprudukat, nognucannsiit IIC u B CSR He coBnagator, CSR He ypacTces
uMInopTnposatb.lIposepbTe cregylomiee.

(d VIMmopT ceprudukara BLIIONTHAETCA Ha YCTPOICTBO, KOTOPOE He MMeeT aHaJIOTMYHOI MHpopMannm?

ITposeppre nHpopMaruio CSR, a 3aTeM UMIIOPTUPYIITE CEPTUPUKAT Ha YCTPOIICTBO, KOTOPOE UMEET Ty XKe
nHbOpMAIIO.

[ Tlepesanucan nu coxpanennsiit mpuHTepoM CSR mocie oripaBku CSR B neHTp cepTuduxannm?

IMomyunte cHOBa cepTnduKat, nogmicannsblit 1JC, c momomipio CSR.
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Ceptudukart, nognucavubii L|C 6onbuue 5 Kb.

Hernbas nmnoptuposats ceptudukar Ceprudukat, nognucannsiii LIC pasmepom 6ombiie gem 5 KB.

HeBepHbli1 naponb ANA uMnopTa ceptudunkara.

BBepnure mpaBuibHbIi aposb.Eciy maponb 3a0bIT, TO MMIIOPTHMPOBATh cepTudukaT HeBo3MoxkHO.Eirje pa3s
nonyunrte Ceprudukar, nognucanusiii LIC.

CooTtBeTcTBYIOULAA MHPoOpMaLuA

= «VImmnopt ceprudukara, nogmucansoro LIC» Ha cTp. 106

HeB03MO>XHO 06HOBUTb Camo3aBepAWNI cepTudmnKar

He BBegeH napametp O6wwee nms.

Hy>xHo BBectn O6miee mms.

B napamertpe 06u.|,ee NMA NCnoJib3oBaHbl Henogaep»KnBaembie CMMBOJIbI.

Beepure ot 1 o 128 cumBosnoB uin B popmarax IPv4, IPv6, nmenu xocra, unn B popmare FQDN B ASCII (ot
0x20 go 0x7E).

B 06I.I.|eM MMEHN NCNoJib30BaHbl 3anATaA uin I'IPOGGI'I.

Ecnu BBefeHa 3amsTasi, To O6Lyee MM paspernsieTcsi B 9Toit Touke. Ecmu o mnm moce 3amsAToit BBefieH TObKO
po6es, To BO3HUKAET OIIOKa.

CooTBeTcTBYIOWAA MHPopmaLua

= «O6HOB/IEHNE cCaMO3aBepsIoNIero ceprudukara» Ha crp. 110

HeBo3mo>xHo co3aatb CSR

He BBeaeH napametp O6uee nms.

Hy>xHo BBecTn O6miee mms.

B napameTtpax O6uwee nma, Oprannsauyna, OpraHnsaunoHHoe nogpasgeneHue, HaceneHHbIN NYHKT 1
LWrat/MpoBuHLNA NCNONb30BaHbl HenoaAepKrBaemble CUMBOJIbI.

Beennre cumBonet unu B popmarax IPv4, IPv6, umenn xocta, ninu B popmare FQDN B ASCII (ot 0x20 no 0x7E).
B napametpe O6Lyee nmA NCNOIb30BaHbl 3anfaTasA uav npoben.

Ecnu BBefeHa 3amsTas, To O61yee mms paspernsieTcsi B 9Toit Touke.Ecu o mam mociie 3amstoit BBeieH TOMbKO
npobert, To BO3HUKaeT OUIoKa.

CooTtBeTcTBYIOUAA MHPoOpMaLuA

» «ITonyuenne ceptuduxara, mogmucanuoro LIC» nHa ctp. 103
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MoaBneHve npegynpexaeHuns, Kacawweroca uupposoro ceprudpmkara

CoobuieHunsa MpuunHa/pencrena ana yctpaHeHns

BeepauTe ceptudukar cepsepa. MpuunHa
He Bbi6paH daiin ana umnopTa.
OencTena gna yctpaHeHns

BbibepuTte dpain n Haxxmute UMnopT.

CepTtndukat LIC 1 He BBeaeH. MpuunHa
Ceptudukat LIC 1 He BBefeH, BBefieH Tonbko ceptudumkar LIC 2.
OencTeBna gna yctpaHeHnsa

WmnopTtupyiite ceptudurkar LIC 1.

Heponyctumoe 3HaueHune BHU3Y. MpuunHa
HenoppaepvBaemble CMBOJIbI cofiepaTtca B NyTu K paiiny n (unu) B naporne.
[encTena gnAa yctpaHeHns

y6e,D,I/ITer, YTO CMMBOJIbl ANA AHHOIO NapamMeTpa BBeAeHbI NpPpaBuJiIbHO.

Heponyctumble gata v Bpems. MpuunHa
[aTa 1 Bpems NpuHTEpa He YCTaHOBMEHDI.
[encTena gnAa yctpaHeHns

YctaHoBuWTE Aaty 1 Bpemsa ¢ nomoubto Web Config, EpsonNet Config nnu naHenu
ynpasfieHUa NpuHTepa.

Heponyctumbin naponb. MpuunHa

Maponb, ycTaHOBNEHHbIN Ans cepTudukata LIC, v BBegeHHbI Naposib He
COBMaaloT.

[encTena gna yctpaHeHns

Beeante npaBunbHbIN Naposb.

Heponyctumbliii daiin. MpuunHa
CepTudukat B popmate X509 He UMNOpTUPYETCA.
[encTena gna yctpaHeHns

Y6enutecn, uTo BbIGPaH NpaBubHbIN CepTUOUKAT, MPUCTAHHDIA HAZEXHbIM
LIeHTpOM cepTrdrKaLmu.

MpuunHa
NmnopTtupyembliii bain cnnwkom 6onbon. MakcrmanbHbii pa3mep daiina 5 Kb.
[HeicTBnAa gnA ycTpaHeHnsa

BbiGpaH npaBunbHbIN daiis, ogHaKo cepTUdUKAT MOXET ObiTb NOBPEXAEH UMK
nogaenat.

MpuunHa
Llenouka, cogepalanca B cepTudrkate, ABNAETCA HeONYCTUMOW.
[HeicTBuAa onA yctpaHeHns

Ana nonyuyeHnsa [ONOAHWUTENBHON MHPOPMaLUK 0 cepTdUKaTe CM. CaiiT LIEHTpa
ceptudurkaymnn.
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CoobueHna

MpuunHa/pencTena gnAa yctpaHeHns

Henb3a ncnonb3oBatb cepTmpukat
cepBepa, BKvalowwuii 6onee Tpex
ceptudukartos LIC.

MpuunHa
Maiin ceptudmkarta B popmate PKCS#12 copepxunt 6onee yem 3 ceptudukata LIC.
AecTBuA pNa ycTtpaHeHNA

BbinonHuTe MMNopPT Kaxgoro ceptudrikata nyTem KoOHBepTaumm 13 popmarta
PKCS#12 B popmat PEM mnun BbinonHuTe umnopT $paina ceptndurkarta B popmate
PKCS#12, koTopbln copepxuT Ao AByx ceptudunkartos LIC.

Cpok pencreua ceptndmrKarta NcTek.

MpoBepbTe AeNcTBUTENBHOCTD
cepTndumKaTta UM 3HaYeHve gata u
BpeMsA B CBOEM MpuHTepe.

MpuunHa

CepTndukart ycrapen.

[JeincTBnAa anA yctpaHeHns

d Ecnu ceptudukat yctapen, To NOAyUYnTe U UMMAOPTUPYIATE HOBbIV cepTUdUKaT.

[ Ecnu ceptudukart He yctapen, To ybenutech, UTo faTa 1 Bpems npuHTepa
YCTaHOBMEHbI NPaBUBHO.

TpebyeTcs 3aKpbITbIN Kitou.

MpuunHa
OTCyTCTBYET NapHbIN CEKPETHBIN KN4 € cepTudrnKaTom.
[encTBna gna yctpaHeHns

d Ecnu ceptudukat npenctasneH B dopmate PEM/DER v nonyuen us CSR npwu
NOMOLLM KOMMbIOTEPA, TO YKaxXnTe dai C CEKPETHbIM KTHOUOM.

1 Ecnn ceptndukat npeactasneH B dopmate PKCS#12 n nonyueH us CSR npu
NoMoLLM KOMMbIOTePa, TO co3panTe daiin, cogepKalinii CEKPETHbBIN Koy,

MpununHa

Bbin noBTOpHO MMNOpPTUPOBaH cepTndmKaT B popmate PEM/DER, nonyyeHHbI 13
CSR npu nomowwm Web Config.

Oencrena ana yctpaHeHnsa

Ecnun ceptnoukar B popmate PEM/DER u nonyuen n3 CSR npn nomowm Web
Config, TO ero MOXXHO MMOPTUPOBATL TONBbKO Pas.

He yAanocCb BbINOJTIHUTDb HaCTpOVIKy.

MpununHa

HeBO3MOXHO 3aBepLUMTb HACTPOIKY M3-3a MOTEPU COEAVIHEHUA MEXAY
NPVHTEPOM U KOMMbIOTEPOM, HEBO3MOXHO CUMTaTb ¢aiin No NpUYMHE BO3HUKLLUX
OoWwmnbOoK.

neﬁlCTBMﬂ ANA ycTpaHeHnA

Mocne npoBepku ykazaHHoro dalina 1 coeguHeHna MMNOPTUPYNTe daiin cHoBa.

CooTBeTcTBYIOWaA NHPopMaLuA

» «O undposom ceprudukare» Ha cTp. 102

Owun6ouHoe yaaneHne ceptudukara, nognmcaiHHoro LIC

Ina ceptudumkara, nognucatHoro LIC, He co3gaeTcA pesepBHOI Konuu.

[Tpu Hanyuuy pesepBHOI Konvy ¢aiiia UMIOPTUPYIiTe cepTU(UKAT CHOBA.

HeB03M0O>XXHO IIOBTOPHO IMIIOPTUPOBATH Ya/leHHbII cepTu(UKaT, eC/ii OH ObUI IomydeH ¢ momoinbio CSR u3
npunoxennsa Web Config.Cospaiite CSR u monyunre HOBBIN cepTudUKar.
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHOCTU ANA NpeanpuATUA

CooTBeTcTBYIOWaA NHPOpMaunA
= «Ynanenue ceprudukara, nopnucanuoro [IC» na ctp. 108

= «VImuopr cepruduxara, nogrucaasoro L{C» Ha ctp. 106
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